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Notices

This information was developed for products and services offered in the U.S.A.

IBM may not offer the products, services, or features discussed in this document in other countries. Consult
your local IBM representative for information on the products and services currently available in your area.
Any reference to an IBM product, program, or service is not intended to state or imply that only that IBM
product, program, or service may be used. Any functionally equivalent product, program, or service that
does not infringe any IBM intellectual property right may be used instead. However, it is the user's
responsibility to evaluate and verify the operation of any non-IBM product, program, or service.

IBM may have patents or pending patent applications covering subject matter described in this document.
The furnishing of this document does not give you any license to these patents. You can send license
inquiries, in writing, to:

IBM Director of Licensing, IBM Corporation, North Castle Drive, Armonk, NY 10504-1785 U.S.A.

The following paragraph does not apply to the United Kingdom or any other country where such
provisions are inconsistent with local law: INTERNATIONAL BUSINESS MACHINES CORPORATION
PROVIDES THIS PUBLICATION "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF NON-INFRINGEMENT,
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. Some states do not allow disclaimer
of express or implied warranties in certain transactions, therefore, this statement may not apply to you.

This information could include technical inaccuracies or typographical errors. Changes are periodically made
to the information herein; these changes will be incorporated in new editions of the publication. IBM may
make improvements and/or changes in the product(s) and/or the program(s) described in this publication at
any time without notice.

Any references in this information to non-IBM Web sites are provided for convenience only and do not in any
manner serve as an endorsement of those Web sites. The materials at those Web sites are not part of the
materials for this IBM product and use of those Web sites is at your own risk.

IBM may use or distribute any of the information you supply in any way it believes appropriate without
incurring any obligation to you.

Any performance data contained herein was determined in a controlled environment. Therefore, the results
obtained in other operating environments may vary significantly. Some measurements may have been made
on development-level systems and there is no guarantee that these measurements will be the same on
generally available systems. Furthermore, some measurement may have been estimated through
extrapolation. Actual results may vary. Users of this document should verify the applicable data for their
specific environment.

Information concerning non-IBM products was obtained from the suppliers of those products, their published
announcements or other publicly available sources. IBM has not tested those products and cannot confirm
the accuracy of performance, compatibility or any other claims related to non-IBM products. Questions on
the capabilities of non-IBM products should be addressed to the suppliers of those products.

This information contains examples of data and reports used in daily business operations. To illustrate them
as completely as possible, the examples include the names of individuals, companies, brands, and products.
All of these names are fictitious and any similarity to the names and addresses used by an actual business
enterprise is entirely coincidental.

COPYRIGHT LICENSE:

This information contains sample application programs in source language, which illustrate programming
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techniques on various operating platforms. You may copy, modify, and distribute these sample programs in
any form without payment to IBM, for the purposes of developing, using, marketing or distributing application
programs conforming to the application programming interface for the operating platform for which the
sample programs are written. These examples have not been thoroughly tested under all conditions. IBM,
therefore, cannot guarantee or imply reliability, serviceability, or function of these programs.
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indicating US registered or common law trademarks owned by IBM at the time this information was
published. Such trademarks may also be registered or common law trademarks in other countries. A current
list of IBM trademarks is available on the Web at http://www.ibm.com/Tegal/copytrade.shtml
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Preface

This IBM® Redbooks® publication provides an introduction to PowerVM™
virtualization technologies on IBM System p™ servers. The Advanced
POWER™ Virtualization features and partitioning and virtualization capabilities
of IBM Systems based on the Power Architecture® have been renamed to
PowerVM.

PowerVM is a combination of hardware, firmware and software that provides
CPU, network and disk virtualization. The main virtualization technologies are:
» POWER6™ and POWER5™ hardware

» POWER Hypervisor™

» Virtual I/O Server

Though the PowerVM brand includes partitioning, software Linux® emulation,
management software, and other offerings, this publication focuses on the

virtualization technologies that are part of the PowerVM Standard and Enterprise
Editions.

This publication is also designed to be an introduction guide for system
administrators, providing instructions for:

» Configuration and creation of partitions and resources on the HMC

» Installation and configuration of the Virtual I/O Server

» Creation and installation of virtualized partitions

While discussion is focussed on IBM System p hardware and AIX®, the basic

concepts can be extended to the i5/0S® and Linux operating systems as well as
the IBM System i™ hardware.

This edition has been updated with the new features available with the IBM
POWERS6 hardware and firmware.

The team that wrote this book

This book was produced by a team of specialists from around the world working
at the International Technical Support Organization, Austin Center.
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Summary of changes

This section describes the technical changes made in this edition of the book and
in previous editions. This edition may also include minor corrections and editorial
changes that are not identified.

May 2008, Fourth Edition

This revision reflects the addition, deletion, or modification of new and changed
information described below.

New information

>

Added the new Enterprise edition of PowerVM, see 1.2.2, “PowerVM Editions”
on page 4
Added new POWERS capabilities including

— Live Partition Mobility, see 1.2.11, “Live Partition Mobility” on page 11

— Multiple Shared Processor Pools, see “Multiple Shared-Processor Pools”
on page 7

— Shared Dedicated Capacity, see “Shared dedicated capacity” on page 8

Changed information

>

vVvyyvyyvyy

Updated many areas to change from Advanced POWER Virtualization to
PowerVM

Large sections rewritten to reflect the new technologies above.

Sections five onwards have been moved into the PowerVM virtualization on
IBM System p Managing and Monitoring, SG24-7590 publication..

Best practises from the Advanced POWER Virtualization Best Practises,
REDP-4194 Redpaper, have been incorporated into this book where
appropriate.

Updates covering the Virtual I/O Server Version 1.5

Screenshots updated for HMC version 7 and AlX 6.1

Minor extension of the MPIO topic indicated by change bars in the left margin.
Notes added regarding VIOS installation target disk size minimum of 30 GB.
Added a recomendation to handle the case when the optical install media is
sharing a disk resource controller, and two VIOS partitions are needed on
internal storage.
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Introduction

The first edition of this IBM Redbooks publication was published over three years
ago. Since then the number of customers using Advanced POWER Virtualization
(currently named PowerVM) editions on IBM System p servers has grown rapidly.
Customers use PowerVM in a variety of environments including business-critical
production systems, development, and business continuity. This fourth edition
includes best practices learned over the past years to build on the foundation
work of the previous versions of this book.

This book targets customers new to virtualization as well as more experienced
virtualization professionals. It is split into four chapters, each with a different
target audience in mind.

Chapter 1 provides a short overview of the key virtualization technologies. An
understanding of this chapter is required for the remainder of the book.

Chapter 2 is a slightly more in-depth discussion of the technology aimed more at
the estate- or project-architect for deployments.

Chapters 3 and 4 are aimed at professionals who are deploying the technology.
Chapter 3 works through a simple scenario and Chapter 4 introduces the more
advanced topics such as VLANs, Multiple Shared Processor Pools, and Linux.
Additionally we introduce the techniques that can be used to provide the periods
of continuous availability required in production systems.
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1.1 The value of virtualization on System p

One of the main objectives of any IT department is to be responsive to business
demand for new or changing system deployments. Demand for:

» New applications or systems
» Changes in the capacity or service standards for existing systems

needs to be met ever more rapidly and as cost-effectively as possible.

Classic IT deployments (non-virtualized) involved the specification, sizing, and
configuration of many individual elements:

» Servers
» Networks and switches
» SAN

» Storage

This approach to the selection and purchase of the new hardware and the time
taken to deploy was often lengthy and costly. Using IBM System p virtualization it
is possible to provide rapid, cost-effective response to business need. In addition,
PowerVM allows you to increase the utilization of servers, which reduces;

» Server management and administration costs, because there are fewer
physical servers

» Power and cooling costs with increased utilization of existing servers
» Time to market, virtual resources can be deployed immediately

With the escalating cost of powering and cooling servers, virtualization
capabilities are becoming a very important element of server and estate design
and planning. With commercial and environmental concerns growing, there is
pressure to reduce the power foot-print within the server estate. IBM System p
virtualization can help to meet growing demand for IT services by maximizing the
utilization of server resources, helping to mitigate the impact of any future
government regulations.

It is no exaggeration to say that many projects succeed because of IBM

System p virtualization. The ability to provision a new micro-partition using
available processor capacity on a server in a matter of minutes has allowed
projects to react to changes in their architecture rapidly, without lengthy
procurement cycles. Coupled with complementary technologies such as
Capacity Upgrade on Demand and PowerVM AlX 6 Workload Partitions, the case
for PowerVM on IBM System p is compelling.
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1.2 PowerVM on IBM System p servers

The next sections provide an overview of the features that combine to form

PowerVM.

1.2.1 What is PowerVM?

PowerVM is a brand that includes a range of hardware and software features
that allow a system to be more useful in adapting various workloads.

PowerVM is the new brand for Power Systems virtualization. It includes elements

such as Micro-Partitioning™, logical partitioning, Virtual I/O, hypervisor, and so

on. Table 1-1 shows how the previous functions fit under the PowerVM brand.

Table 1-1 The PowerVM umbrella

Old name

New name

Enabler

Power Systems
Virtualization

PowerVM

N/A - Umbrella name

Advanced POWER
Virtualization (APV)

PowerVM Editions

POWER hardware,
(POWER5/POWERS6)

PowerVM Express Edition

PowerVM Express Edition

APV Standard Edition

PowerVM Standard
Edition

POWERS5 or POWER6
hardware

APV Enterprise Edition

PowerVM Enterprise
Edition

POWERSG hardware

System p Application
Virtual Environment (p
AVE)

PowerVM Lx86

POWERS5 or POWERG6

Live Partition Mobility

PowerVM Live Partition
Mobility

POWERS6 hardware

Partitions

AIX 6 Workload Partitions PowerVM AIX 6 Workload | AIX 6.1
Manager™ Partitions Manager
AIX 6 Workload Partitions PowerVM AIX 6 Workload | AIX 6.1
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1.2.2 PowerVM Editions

4

The PowerVM Editions are optional hardware features available on IBM
System p servers based on POWER5 or POWERSG processors.

The PowerVM Express Edition is available on the POWERS6 technology-based
System p550 and System p520 Express servers and includes:

» Up to three partitions per server

» Shared dedicated capacity

» PowerVM Lx86, which enables x86-based Linux applications to run on these
servers

» The Virtual I/O Server
» Integrated Virtualization Manager
» Power Hypervisor

PowerVM Standard Edition supports POWERS5-based systems, allows a greater
number of LPARs, and adds Multiple Shared Processor pools for
POWERG6-based systems.

PowerVM Enterprise Edition is only available on the new POWER®6-based
systems, and adds PowerVM Live Partition Mobility to the suite of functions.

Table 1-2 describes the features included in the Editions of PowerVM.

Table 1-2 PowerVM Editions

Feature Licensed Processor Operating System support®
by support
LPARP AllEditions | POWER4™, | AIX 5.3 and 6.1
(limitedon | 5and 6 SLES 9, 10 for POWER (not POWERA4)
Express) RHEL 4, 5 for POWER (not POWER4)
Capacity AllEditions | POWER4,5 | AIX 5.3 and 6.1
Upgradeon | (specific and 6 SLES 9, 10 for POWER
Demand models) RHEL 4, 5 for POWER (5.1 for POWERS6)
Micro- All Editions | POWER5 AlIX 5.3 and 6.1
Partitioning and 6 SLES 9, 10 for POWER
RHEL 4, 5 for POWER
Shared All Editions | POWER®6 AlIX 5.3 and 6.1
Dedicated SLES 10 update 1 for POWER
Capacity RHEL 5.1 for POWER
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Feature Licensed Processor Operating System support?
by support
Multiple PowerVM POWERG6 AIX 5.3 and 6.1
Shared SE and EE | with HMC SLES 10 for POWER®6
Processor RHEL 5.1 for POWER6
Pools
Virtual I/O All Editions | POWER5 Virtual I/0O Server
Server and 6
IVM PowerVM POWER5 Integrated Virtualization Manager
Express, and 6
SE and EE
Virtual All Editions | POWER5 AIX 5.3 and 6.1
SCSI and 6 SLES 10 for POWER
RHEL 4, 5, 5.1 for POWER
Virtual All Editions | POWER5 AIX 5.3 and 6.1
Ethernet and 6 SLES 9 for POWER (10 for POWERS)
RHEL 4, 5 for POWER (5.1 for POWERS6)
Live PowerVM POWER6 AIX 5.3 and 6.1
Partition Enterprise SLES 10 update 1 for POWER
Mobility Edition RHEL 5.1 for POWER

a. Contact your sales representative for specific technology level or service pack
requirements.
b. Including DLPAR operations, except dynamic memory removal for all Linux

versions.

1.2.3 POWER Hypervisor

The POWER Hypervisor is the foundation for virtualization on IBM System p
servers, enabling the hardware to be divided into multiple partitions, and
ensuring isolation between them.

Always active on POWERS5- and POWERB6-based servers, the POWER
Hypervisor is responsible for dispatching the logical partition workload across the
shared physical processors. The POWER Hypervisor also enforces partition
security, and can provide inter-partition communication that enables the Virtual
I/O Server’s virtual SCSI and virtual Ethernet function.
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1.2.4 Simultaneous multithreading

Simultaneous multithreading (SMT) is an IBM microprocessor technology that
allows two separate hardware instruction streams (threads) to run concurrently
on the same physical processor. SMT significantly improves overall processor
and system throughput. SMT was first introduced on POWER5-based servers
and has been further enhanced in POWERG6-based servers with corresponding
gains in efficiency.

1.2.5 Logical partitions and processor capacity

A logical partition can be regarded as a logical server, and is capable of booting
an operating system and running a workload.

Logical partitions

LPAR technology has been available in IBM POWER-based systems since 2001
with the introduction of the IBM pSeries® 690, a POWER4-based server. A set of
system resources: whole POWER microprocessors, memory, and I/O resources
are logically grouped into a partition—an LPAR. Because resource allocation is a
logical function, the amount of resources can vary according to need and
availability within the physical server.

The physical shared-processor pool and micro-partitioning

Shared-processor partition capability was introduced with IBM POWERS5-based
servers.

These shared-processor partitions, known as micro-partitions, are allocated
processor resources from a single pool of physical processors.

The amount of processor capacity that is allocated to a micro-partition—its
entitled capacity—may range from ten percent (10%) of a physical processor up
to the entire capacity of the physical shared processor pool. The physical shared
processor pool can have from one physical processor up to the total installed
processor capacity of the system.

Changes to the entitled capacity of a micro-partition can be as granular as one
percent (1%) of a physical processor.
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Micro-partitions can be designated as either capped or uncapped. These modes
are defined as follows:

» Capped

A capped micro-partition has a defined processor entitled capacity which it is
guaranteed to receive. There are no circumstances under which a capped
micro-partition will receive any more processor resource than its entitled
capacity.

» Uncapped

An uncapped micro-partition has a defined processor entitled capacity which
it is guaranteed to receive. However, under some circumstances it can
receive additional processor resources. Typically, if the uncapped
micro-partition is runnable (has real work to execute) and there are unused
processor cycles within the physical shared processor pool, then additional
cycles can be allocated to the micro-partition on a weighted basis.

Capped and uncapped micro-partitions can coexist and both receive the
processor resources from the physical shared-processor pool.

Multiple Shared-Processor Pools

On POWER®6-based systems there is support for Multiple Shared-Processor
Pools. This new capability allows a systems administrator to create a set of
micro-partitions with the purpose of controlling the processor capacity that they
can consume from the physical shared-processor pool.

Multiple Shared-Processor Pools use processor capacity from the physical
shared processor pool—there can only be one physical shared processor pool in
the system. Each Shared-Processor Pool has an associated Entitled Pool
Capacity which is consumed by the set of micro-partitions in that
Shared-Processor Pool.

The micro-partitions within a Shared-Processor Pool are guaranteed to receive
their entitled capacity. In addition, unused processor cycles within their
Shared-Processor Pool are harvested and are redistributed to eligible
micro-partitions within the same Shared-Processor Pool.

The source of additional processor cycles can be the Reserved Pool Capacity,
which is processor capacity specifically reserved for a Shared-Processor Pool
but not assigned to any of the micro-partitions in the Shared-Processor Pool.

When the set of micro-partitions in a Shared-Processor Pool are heavily loaded,
they can consume additional processor capacity (assuming they are uncapped)
from outside their Shared-Processor Pool up to a defined maximum, Maximum
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Pool Capacity. Processor capacity distributed in this way has been ceded by
underutilized sets of micro-partitions in their Shared-Processor Pools.

There is a default Shared-Processor Pool (Shared-Processor Poolg) that is used
for all micro-partitions if the system administrator has not created other
Shared-Processor Pools. The Shared-Processor Pool, has some special
properties that ensure operational consistency with POWERS5-based
micro-partitioning and the physical shared processor pool.

Figure 1-1 shows an architectural overview of a POWERB6-based server with two
Shared-Processor Pools defined.

Dedicated-processor ~ .
partitions (" Set of micro-partitions || Set of micro-partitions
4 \f ' \ fﬁ[ ~N Y ~ Ve N Y N ™\
) > n ©o n ©o o n
> s g > > (x> 3] 2| >
x x X x| X |g]| x| x| 2| %
< < < < < | < < | < | 4 <
- - = 2 2 2| D 2
o o ol o O o o (&)
2CPU | 3CPU | 1CPU o o O| w | Q| © 0
0 © i L N e | w «
o - o o o o o o
L A A A J \ A A A Y,
Shared-Processor Pool 0 Shared-Processor Pool 1
\ A A J\ 2\ y,
e N\
POWER Hypervisor
\_ Z
[ Dedicated processors Physical shared-processor pool ]

Figure 1-1 Architectural overview of POWERG6-based server with MSPPs defined

There can be up to 64 MSPPs in total. With the default MSPP, there can be an
additional 63 MSPPs that are user-defined.

Shared dedicated capacity

POWERG6-based servers offer the capability of harvesting unused processor
cycles from dedicated-processor partitions. These unused cycles are then
donated to the physical shared-processor pool associated with
micro-partitioning. This ensures the opportunity for maximum processor
utilization throughout the system.
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The systems administrator can control which LPARs can donate unused cycles.
The LPAR must be identified in the LPAR profile.

1.2.6 LPAR and dynamic reconfiguration

The POWER Hypervisor allows you to define logical partitions, which can be a
subset of the overall system resources.

It is possible to dynamically move system resources between partitions without
rebooting. These resources can be:

» Physical processors (for dedicated processor LPARS)

» Virtual processors or entitled capacity (for micro-partitions)

» Memory

» Physical I/O adapters

» Virtual I/O adapters

This is known as dynamic reconfiguration or dynamic LPAR.

1.2.7 Virtual Ethernet

The virtual Ethernet function is provided by the POWER Hypervisor. The
POWER Hypervisor implements the Ethernet transport mechanism as well as an
Ethernet switch that supports VLAN capability. Virtual LAN allows secure
communication between logical partitions without the need for a physical I/O
adapter or cabling. The ability to securely share Ethernet bandwidth across
multiple partitions increases hardware utilization.

1.2.8 Virtual SCSI

The functionality for virtual SCSI is provided by the POWER Hypervisor. Virtual
SCSI allows secure communications between partitions and a Virtual 1/0 Server
that provides storage backing devices.

The combination of virtual SCSI and the Virtual I/0O Server capabilities allows you
to share storage adapter bandwidth and (optionally) to subdivide single large
disks into smaller segments. The adapters and disks can then be shared across
multiple partitions, increasing utilization.

The virtual disk 1/0 capability offered by the combination of Virtual SCSI and the
Virtual /0 Server provides the opportunity to share physical disk I/O adapters in
a flexible and reliable manner. A single physical disk I/O adapter and associated
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disk subsystem can be used by many logical partitions on the same server. This
facilitates the consolidation of disk I/O resources and minimizes the number of
disk I/0O adapters required.

1.2.9 Virtual I/O Server

As part of PowerVM there is an appliance server with which you can associate
physical resources and that allows you to share these resources amongst a
group of logical partitions. The Virtual I/O Server can use both virtualized storage
and network adapters, making use of the virtual SCSI and virtual Ethernet
facilities.

For storage virtualization, these backing devices can be used:

» Direct-attached entire disks from the Virtual I/O Server

» SAN disks attached to the Virtual I/O Server

» Logical volumes defined on either of the previous disks

» File-backed storage, with the files residing on either of the first two disks

» Optical storage devices

For virtual Ethernet we can define Shared Ethernet Adapters on the Virtual I/O

Server, bridging network traffic from the virtual Ethernet networks out to physical
Ethernet networks.

The Virtual I/O Server technology facilitates the consolidation of LAN and disk
I/0O resources and minimizes the number of physical adapters that are required,
while meeting the non-functional requirements of the server. To understand the
support for storage devices, refer to the following Web site:

http://wwwld.software.ibm.com/webapp/set2/sas/f/vios/documentation/d
atasheet.html

The Virtual 1/0 Server can run in either a dedicated processor partition or a
micro-partition. The different configurations for the Virtual /O Server and
associated /0O subsystems can be seen in Advanced POWER Virtualization on
IBM System p: Virtual I/O Server Deployment Examples, REDP-4224.

1.2.10 Integrated Virtualization Manager
The Integrated Virtualization Manager (IVM) is a Web-browser based

management interface that provides support for certain models of POWERS5- or
POWERG6-based systems. The IVM is hosted by the Virtual I/O Server.
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IVM systems do not require an HMC but each system requires a separate
instance of IVM. For this reason IVM is recommended for smaller systems in
stand-alone deployments.

1.2.11 Live Partition Mobility

Live Partition Mobility, licensed through PowerVM Enterprise Edition, is a feature
that relies on a number of different components, including:

» POWER Hypervisor
» Virtual I/O Server (or IVM)
» Hardware Management Console (or IVM)

Live Partition Mobility allows you to move running AlX or Linux partitions from
one physical POWERSG server to another without disruption. The movement of
the partition includes everything that partition is running, that is, all hosted
applications. Some possible applications and advantages are:

» Moving partitions from servers to allow planned maintenance of the server
without disruption to the service and users

» Moving heavily used partitions to larger machines without interruption to the
service or disruption to users

» Moving partitions to appropriate servers depending on workload demands;
adjusting the utilization of the server-estate to maintain an optimal level of
service to users at the optimal cost

» Consolidation of underutilized partitions out-of-hours to enable unused
servers to be shut down, saving power and cooling expenditure

For more information on Live Partition Mobility see, IBM System p Live Partition
Mobility, SG24-7940.

1.2.12 Multiple operating system support

The POWERS5-based System p5™ servers support IBM AIX 5L Version 5.2, IBM
AIX 5L™ Version 5.3, IBM AIX Version 6.1, i5/0S, and Linux distributions from
SUSE and Red Hat.

POWERG6-based System p servers support IBM AIX 5L Version 5.2 (selected
systems only), IBM AIX 5L Version 5.3, IBM AlX Version 6.1, and Linux
distributions from SUSE and Red Hat.
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Important: For specific technical support details, refer to the IBM System p
Web site:

http://www.ibm.com/systems/p/os

IBM AIX 5L

The AIX operating system is an open standards based UNIX® operating system
that provides the enterprise-class IT infrastructure for thousands of clients
around the world.

On System p servers, mixed environments are supported: AIX 5L V5.2 ML2 and
AIX 5L V5.3 partitions with dedicated processors and adapters, and of AlX 5L
V5.3 partitions using micro-partitioning and virtual devices. AIX 5L V5.3
partitions can use physical and virtual resources at the same time.

AIX 5L is supported on the System p servers in partitions with dedicated
processors (LPARs), and shared-processor partitions (micro-partitions). See
Table 1-2 on page 4 for more information.

For System p servers configured with one of the PowerVM features, AIX 5L
Version 5.3 or later is required for micro-partitions, virtual I/O, and virtual LAN.

IBM AIX V6.1

IBM is making available a new version of AlX, AIX V6.1, which will include
significant new capabilities for virtualization, security features, continuous
availability features and manageability. AIX V6.1 is the first generally available
version of AIX V6.

AIX V6.1 features include support for:

» PowerVM AIX 6 Workload Partitions (WPAR), software-based virtualization

» Live Application Mobility - with the IBM PowerVM AIX 6 Workload Partitions
Manager for AIX (5765-WPM)

» 64-bit kernel for higher scalability and performance

» Dynamic logical partitioning and micro-partitioning support

» Support for Multiple Shared-Processor Pools

» Trusted AIX - Multilevel, compartmentalized security

» Integrated Role Based Access Control

» Encrypting JFS2 file system

» Kernel exploitation of POWERG6 Storage Keys for greater reliability
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» Robust journaled file system and Logical Volume Manager (LVM) software
including integrated file system snapshot

» Tools for managing the systems environment—System Management
» Interface Tool (SMIT) and the IBM Systems Director Console for AlX

Linux for System p systems

Linux is an open source operating system that runs on numerous platforms from
embedded systems to mainframe computers. It provides a UNIX-like
implementation across many computer architectures.

This section discusses two versions of Linux to be run in partitions; it does not
discuss the Linux-based Virtual I/O Server. The supported versions of Linux on
System p servers are:

» Novell SUSE Linux Enterprise Server V9 and V10
» Red Hat Enterprise Linux Advanced Server V3, V4, V4.6 and V5

The PowerVM features are supported in Version 2.6.9 and above of the Linux
kernel. The commercially available latest distributions from Red Hat, Inc. (RHEL
AS 5) and Novell SUSE LINUX (SLES 9 and SLES 10) support the IBM System
p 64-bit architectures and are based on this 2.6 kernel series. Also supported is
the modified 2.4 kernel version of Red Hat Enterprise Server AS 3 (RHEL AS 3)
with update 8.

Clients wishing to configure Linux partitions in virtualized System p systems
should consider the following:

» Not all devices and features supported by the AIX operating system are
supported in logical partitions running the Linux operating system.

» Linux operating system licenses are ordered separately from the hardware.
Clients can acquire Linux operating system licenses from IBM, to be included
with their System p5 systems, or from other Linux distributors.

» Clients or authorized business partners are responsible for the installation
and support of the Linux operating system on the System p5 systems.

» Regardless of how a Linux distribution is ordered, the distributors offer
maintenance and support. IBM also has support offerings from IBM Global
Services for these distributions.

» While Linux can be run successfully on partitions with more than eight
processors (the Linux kernel 2.6 may scale up to 16 or even 24 processors for
certain workloads) typical Linux workloads will only effectively utilize up to
four or eight processors.
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Supported virtualization features

SLES 9, SLES 10, RHEL AS 4 RHEL AS 4.5, and RHEL AS 5 support the
following virtualization features:

» Virtual SCSI, including for the boot device

» Shared-processor partitions and virtual processors, capped and uncapped
» Dedicated-processor partitions

» Dynamic reconfiguration of processors

» Virtual Ethernet, including connections through the Shared Ethernet Adapter
in the Virtual I/O Server to a physical Ethernet connection

» Simultaneous multithreading (SMT)

SLES 9, SLES 10, RHEL AS 4, RHEL AS 4.5, and RHEL AS 5 do not support the
following:

» Dynamic reconfiguration of memory

» Dynamic reconfiguration of I/O slots

1.3 Capacity Upgrade on Demand for IBM System p

There are several Capacity Upgrade on Demand (CUoD) possibilities offered on
selected System p servers. Table 1-3 shows the CUoD options for
POWER5-based System p servers.

Table 1-3 CUoD options for POWER5-based systems

CUoD For POWER5 Description
Permanent Capacity Upgrade on Enables permanent system upgrades
Demand by activating processors or memory.

On/Off Capacity Upgrade on Demand | Usage-based billing that allows for
activation and deactivation of both
processors and memory as required.

Reserve Capacity Upgrade on Prepaid agreement that adds reserve
Demand processor capacity to the shared
processor pool, which is used if the
base shared pool capacity is
exceeded.

Trial Capacity Upgrade on Demand Partial or total activation of installed
processors or memory for a fixed
period of time.
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For POWERSG6-based servers, the CUoD options can be seen in Table 1-4.

Table 1-4 CUoD options for POWERG6-based systems

CUoD For POWERG Description
Permanent Capacity Upgrade on Enables permanent system upgrades
Demand by activating processors or memory

On/Off Capacity Upgrade on Demand | Temporary use of processors or
memory. Capacity can be activated or
deactivated as required, with charging
based on usage.

Utility Capacity on Demand Processor capacity, measured in
processor-minutes, can be activated
or deactivated. A prepaid or post-paid
agreement is required.

Trial Capacity Upgrade on Demand Partial or total activation of installed
processors or memory for a fixed
period of time.

1.4 Availability of virtualized systems

Because individual System p servers are capable of hosting many system
images, the importance of isolating and handling service interruptions becomes
greater. These service interruptions can be planned or unplanned. Interruptions
for systems maintenance should be carefully considered. When planning system
maintenance windows a number of factors should be considered, including, but
not limited to:

» Environmentals, including cooling and power

» System firmware

» Operating systems, for example AlX, Virtual I/O Server, and Linux

» Adapter microcode

Technologies such as Live Partition Mobility or clustering (for example HACMP™

for AIX on IBM System p) can be used to move workloads between machines,
allowing for scheduled maintenance, minimizing any service interruptions.

For applications requiring near-continuous availability, clustering technology such
as HACMP should also be used to provide protection across physical machines.
These machines should be located such that they are not reliant on any one

single support infrastructure element (for example, the same power and cooling
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facilities). In addition, environmental factors such as earthquake zones or flood
plains should be considered.

The IBM System p servers, based on the POWER processor, build upon a strong
heritage of systems designed for industry-leading availability and reliability.

IBM takes a holistic approach to systems reliability and availability—from the
microprocessor, which has dedicated circuitry and components designed into the
chip, to Live Partition Mobility and the ability to move running partitions from one
physical server to another. The extensive component, system, and software
capabilities which focus on reliability and availability, coupled with good systems
management practice, can deliver near-continuous availability.

Reducing and avoiding outages

The base reliability of a computing system is, at its most fundamental level,
dependent upon the design and intrinsic reliability of the components that
comprise it. Highly reliable servers, such as IBM System p servers, are built with
highly reliable components. The System p servers allow for redundancies of
several system components and mechanisms that diagnose and handle special
situations, such as errors, or failures at the component level.

For more information about the continuous availability of System p systems, refer
to the whitepapers:

IBM System p5: a Highly Available Design for Business-Critical Applications,
available at:

http://www.ibm.com/servers/eserver/pseries/library/wp_Tit.html

or IBM POWERG6 Processor-based Systems: Designed for Availability at:
http://www-03.ibm.com/systems/p/hardware/whitepapers/power6 _availabilit
y.html

For information about service and productivity tools for Linux on POWER, refer
to:

https://wwwl4.software.ibm.com/webapp/set2/sas/f/Topdiags/home.html

1.4.1 Serviceability in virtualized environments

In partitioned environments where business-critical applications are consolidated
onto the same hardware, exceptional availability and serviceability are needed.
This ensures a smooth recovery from unplanned service interruptions. The
POWER Hypervisor ensures that issues affecting one partition do not propagate
into other logical partitions on the sever.
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For systems requiring the highest levels of availability, functions at the operating
system and application levels should be investigated to allow for quick recovery
of service for the end users. An example of this might be the IBM clustering
technology for AIX on System p, HACMP.

Redundant Virtual 1/0 Servers

Since an AIX or Linux partition can be a client of one or more Virtual I1/0 Servers
at the same time, a good strategy to improve availability for sets of AIX or Linux
client partitions is to connect them to two Virtual I/O Servers. One key reason for
redundancy is the ability to upgrade to the latest Virtual I/O Server technologies
without affecting production workloads. Techniques discussed later in the book
provide redundant configurations for each of the connections from the client
partitions to the external Ethernet network or storage resources.

Figure 1-2 shows some of the mechanisms used to improve the availability and
serviceability of a partitioned System p server.

SAN Storage Network

Virtual 1/0 Virtual 1/0 Unallocated
LPAR
Server Server resources
T T T 1T 3 POWER
\ < © Virtual Ethernet J L J Hypervisor
\ |

Figure 1-2 Redundant components in a virtualized system
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1.5 Security in a virtualized environment

In POWERS5 and POWERG6 machines all resources are controlled by the POWER
Hypervisor. The POWER Hypervisor ensures that any partition attempting to
access resources within the system has permission to do so.

PowerVM has introduced a number of technologies allowing partitions to
securely communicate within a physical system. To maintain the complete
isolation of partition resources the POWER Hypervisor enforces communications
standards, as normally applied to external infrastructure communications. For
example, the virtual Ethernet implementation is based on the IEEE 802.1Q
standard.

The IBM System p partition architecture, AIX and the Virtual I/O Server have
been security certified to the EAL4+ level. For more information, see:

http://www-03.1ibm.com/systems/p/os/aix/certifications/index.html

1.6 Summary of PowerVM

PowerVM on System p offers industry leading virtualization capabilities for AlX
and Linux. With the Standard Edition of PowerVM, micro-partitioning allows
businesses to increase the utilization of their servers, with server definitions
down to 1/10th of a processor and the ability to allow server size to flex with
demand. In addition, with PowerVM-SE, there is the Virtual I/O Server, which
allows the sharing of expensive disk and network resources, while minimizing
any management and maintenance costs.

With the introduction of PowerVM Enterprise edition, all of these features are
joined by the ability to migrate running partitions and their applications from
server to server. Combining these PowerVM features, we can help today’s
businesses further transform their computing departments into the agile,
responsive and energy efficient organization demanded by today’s enterprises.
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Virtualization technologies
on System p servers

In this chapter the various technologies that are part of the IBM System p servers
are discussed, specifically the following:

» Editions of PowerVM

» The POWER Hypervisor

» Micro-partitioning

» Virtual I/O Server

» Integrated Virtualization Manager
» Virtual SCSI

» Virtual Ethernet

» Linux and PowerVM

» Software licensing and PowerVM
» Simultaneous Multi-threading

» Additional considerations in a PowerVM deployment
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2.1 Editions of the PowerVM feature

This section provides information about the packaging and ordering information
for the PowerVM Express Edition, Standard Edition, and Enterprise Edition,
which are available on the IBM System p platform.

Table 2-1 outlines the functional elements of each edition of PowerVM.

Table 2-1 Overview of PowerVM capabilities by edition

PowerVM capability PowerVM PowerVM PowerVM
Express Standard Enterprise
Edition Edition Edition

Servers Supported POWERSG6 p520, | System p POWER®6-based
POWERS6 p550, | System p5 System p
JS22 JS21 blade JS22 blade

JS22 blade

Micro-partitions Yes Yes Yes

Virtual I/O Server One Yes Yes

Integrated Virtualization Yes Yes Yes

Manager

Shared Dedicated Yes Yes Yes

Capacity

(POWERG only)

Multiple Shared-Processor Yes Yes

Pools

(POWERS® only)

Live Partition Mobility Yes

2.1.1 PowerVM Standard Edition feature

20

The PowerVM Standard Edition feature is a combination of hardware enablement
and software that includes the following components that are available together

as a single priced feature:

» Firmware enablement for:

— Micro-Partitioning

— Multiple Shared-Processor Pools

— Shared Dedicated Capacity
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» Installation image for the Virtual I/O Server software, which supports:
— Shared Ethernet Adapter
— Virtual SCSI server
— Integrated Virtualization Manager (IVM) for supported systems

Virtual Ethernet and dedicated-processor LPAR are available without this feature
for servers attached to an HMC or managed using the IVM.

When the hardware feature is specified with the initial system order, the firmware
is shipped already activated to support Micro-Partitioning, Multiple
Shared-Processor Pools, Shared Dedicated Capacity, and the Virtual I/O Server.

Note: Shared Dedicated Capacity and Multiple Shared-Processor Pools are
supported on POWERG6-based System p servers only.

For upgrade orders, IBM will ship a key to enable the firmware (similar to the
CUoD key).

To find the current activation codes for a specific server, clients can visit the IBM
Web site:

http://www-912.1bm.com/pod/pod

and enter the machine type and serial number. The activation code for PowerVM
feature standard edition has a type definition of VET in the window results. You
should see a screen similar to that shown in Figure 2-1 on page 22.
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Home Products

Why IBM Systems
BladeCenter
Cluster servers
Mainframe
System i

System p

System x

UNIX

Solutions

Storage

Support

- Opaerating systems
Alerts

Developers
Education
Literature

News and events

Related links

Services & industry solutions Support & downloads My account

Capacity on Demand

Activation code

To search for an activation code for a specific system, enter the
information below and click Submit.

System Type: 9117 Serial Number: 10-1F170

Type Activation Code ?I:sh:?g[??‘ﬁ'\'\')
VET | 458537EC15261717CA1F00002C2000411C 11/14/2007
VET | SADB34FA4D005A4ACAIFO0002C00004187 08/08/2007
POD | C541805856CC5A83567200000004004104 08/08/2007
MOD | OFEGBFE43452D3B4568000000032004 1E4 08/08/2007

Activation type definitions
POD: CUoD Processor Activation Code
MOD:  CUoD Memory Activation Code
TCOD: On/Off CoD Enablement Code

On/Off CoD Processor Day Activation Code
TMOD: On/Off CoD Memory Enablement Code
PAID: Reserve CoD Prepaid Code
VET: Virtualization Technology Code
STDP: Standard Trial CoD Processor Activation Code
STDM: Standard Trial CoD Memory Activation Code
EXCP: Exception Trial CoD Processor Activation Code
EXCM: Exception Trial CoD Memory Activation Code
USTA: Utility CoD Enablement Code
USTO: Utility CoD Termination Code
URPT:  Utility CoD Reporting Code
PAID: Utility CoD PrePaid Code

System Type:

Serial Number: -

° Submit

About IBM Privacy Contact

Figure 2-1 Example of virtualization activation codes Web site
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For systems attached to an HMC, Figure 2-2 shows the HMC window where you
activate PowerVM Standard Edition.

Hardware Ma

Console Workplace {¥7R3.2.0.0) - Microsoft Internet Expl

Contents of: p570_170
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) Bl @ (% 2| 4 o o (&) | [T~
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Ll QZ (; Total: 1 Filered: 1 Sslected: O
LF Custom Groups
I.—.D Syslem Plans
= Management Tasks: pa70_170
o) ) Properties
ol Service Managem ent Operations
w1 Updates Configuration
Connections
Hardware Information
Updates
Serviceability
= Capacity On Demand {CoD)
Enter CoD Code
Wiew History Log
Processor
Memory
E Advanced POWER Virtualization
Enter Activaticn Co%ﬁ
“iew Histerny Log
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Enterprise Enablement
Other Advanced Functions
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Figure 2-2 HMC window to activate PowerVM Standard Edition

The PowerVM Standard Edition feature is charged at one unit for each activated
processor, including software maintenance.

Virtual /O Server software is a licensed software component of the PowerVM
Standard Edition feature. The Virtual I/O Server provides the virtual SCSI server
and Shared Ethernet Adapter virtual 1/O function to client partitions.

For each Virtual I/O Server license ordered, an order for either the one-year
(5771-VI10) or three-year (5773-VIO) Software Maintenance (SWMA) is also
submitted. You must purchase a license for each active processor on the server.

For an HMC-attached system, the processor-based license enables you to install
several Virtual 1/0 Server partitions (usually two) on a single physical server to
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provide redundancy and to spread the 1/0 workload across several Virtual I/O
Server partitions.

Table 1-2 on page 4 shows the client operating system support for the Virtual I/O
Server component of PowerVM Standard Edition.

The Virtual 1/0 Server provides the IVM management interface for systems
without an HMC. Virtual I/O Server is an appliance-style partition that is not
intended to run end-user applications, and should only provide login for system
administrators.

When using the IVM within the Virtual I/O Server to manage a single system,
Figure 2-3 shows the Advanced System Management Interface (ASMI) menu to
enable the Virtualization Engine™ Technologies. For more information about this
procedure, refer to Integrated Virtualization Manager on IBM System p5,
REDP-4061.

Copyright ® 2002, 2007
|BEM Gorporation.

em Nldndgem All rights reserved

ser ID: admin

pand all menus
apse all menus

Control
Aids Continue

Figure 2-3 ASMI menu to enable the Virtualization Engine Technologies

2.1.2 PowerVM Enterprise Edition feature

The PowerVM Enterprise Edition feature code supersedes the feature code for
the PowerVM Standard Edition. All PowerVM Standard Edition function is
supplied with the PowerVM Enterprise Edition feature code.
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The primary additional capability in this edition is PowerVM Live Partition
Mobility. PowerVM Live Partition Mobility allows you to migrate running AIX and
Linux partitions and their hosted applications from one physical server to another
without disrupting the infrastructure services. The migration operation maintains
complete system transactional integrity. The migration transfers the entire system
environment, including processor state, memory, attached virtual devices, and
connected users.

The benefits of PowerVM Live Partition Mobility include:

>

Transparent maintenance - Allowing users and applications to continue
operations by moving their running partitions to available alternative systems
during the maintenance cycle.

Meeting increasingly stringent service-level agreements (SLAs) because it
allows you to proactively move running partitions and applications from one
server to another.

Balancing workloads and resources - Should a key application’s resource
requirements peak unexpectedly to a point where there is contention for
server resources, you might move it to a larger server or move other, less
critical, partitions to different servers, and use the freed-up resources to
absorb the peak.

A mechanism for dynamic server consolidation facilitating continuous
server-estate optimization - Partitions with volatile resource requirements
could use PowerVM Live Partition Mobility to consolidate partitions when
appropriate or redistribute them to higher capacity servers at peak.

For more information about the Live Partition Mobility element of the PowerVM
Enterprise Edition, refer to IBM System p Live Partition Mobility, SG24-7460.
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For systems attached to an HMC, Figure 2-4 shows the HMC window where you
enable the PowerVM Enterprise Edition feature.
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Figure 2-4 HMC window to enter the PowerVM Enterprise Edition activation code

2.1.3 Summary of PowerVM feature codes

Table 2-2 provides an overview of the PowerVM feature codes on the IBM
System p systems.

Table 2-2 PowerVM feature code overview

Servers Express Standard Enterprise | Standard IVM
Edition Edition Edition Edition support
included
7998-61X 5409 56492 YesP Yes
8203-E4A 7983 8506 8507 Express Yes
8204-E8A 7983 7982 7986 Express Yes
9110-51A 7432 No Yes
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Servers Express Standard Enterprise | Standard IVM
Edition Edition Edition Edition support
included
9115-505 7432 No Yes
9131-52A 7940 No Yes
9133-55A 7941 No Yes
9116-561 7304 No Yes
9117-570 7942 No No
9117-MMA 7942 79952 No No
9118-575 7944 No No
9119-590 7992 Yes No
9119-595 7992 Yes No

a. Feature codes for Enterprise Edition supersede codes for Standard Edition. All
PowerVM Standard Edition function is supplied with the Extended Edition feature
code.

b. Requires 1 year of Virtual I/O Server software maintenance.

Note: The feature codes for Enterprise Edition supersede codes for Standard
Edition. All PowerVM Standard Edition function is supplied with the Extended
Edition feature code.

The PowerVM Standard Edition feature is configured as an option for all

System p servers except p5-590 and p5-595 systems, which include the
PowerVM Standard Edition feature as part of the base system configuration. The
software maintenance is charged additionally for all systems.

2.2 Introduction to the POWER Hypervisor

The POWER Hypervisor is the foundation of IBM PowerVM. Combined with
features designed into the IBM POWER processors, the POWER Hypervisor
delivers functions that enable capabilities including dedicated-processor
partitions, Micro-Partitioning, virtual processors, IEEE VLAN compatible virtual
switch, virtual Ethernet adapters, virtual SCSI adapters, and virtual consoles.

The POWER Hypervisor is a firmware layer sitting between the hosted operating
systems and the server hardware, as shown in Figure 2-5 on page 28. The
POWER Hypervisor is always installed and activated, regardless of system
configuration. The POWER Hypervisor has no specific or dedicated processor
resources assigned to it.
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The POWER Hypervisor performs the following tasks:

» Enforces partition integrity by providing a security layer between logical
partitions.

» Provides an abstraction layer between the physical hardware resources and
the logical partitions using them. It controls the dispatch of virtual processors
to physical processors, and saves and restores all processor state information
during virtual processor context switch.

» Controls hardware I/O interrupts and management facilities for partitions.

Partition
- [Vo'sLoT |
[Wostor]

Server hardware resources

Partition

Figure 2-5 The POWER Hypervisor abstracts the physical server hardware

The POWER Hypervisor firmware and the hosted operating systems
communicate with each other through POWER Hypervisor calls (hcalls).

Through Micro-Partitioning, the POWER Hypervisor allows multiple instances of
operating systems to run on POWERS5-based and POWERG6-based servers
concurrently. The supported operating systems are listed in Table 1-2 on page 4.

2.2.1 POWER Hypervisor virtual processor dispatch

Physical processors are abstracted by the POWER Hypervisor and presented to
micro-partitions as virtual processors. Micro-partitions are allocated a number of
virtual processors when they are created. The number of virtual processors
allocated to a micro-partition can be dynamically changed.
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The number of virtual processors in a micro-partition and in all micro-partitions
does not necessarily have any correlation to the number of physical processors
in the physical shared-processor pool. In terms of capacity, a physical processor
can support up to ten virtual processors.

The POWER Hypervisor manages the distribution of available physical processor
cycles from the processors in the physical shared-processor pool. The POWER
Hypervisor uses a 10 ms dispatch cycle; each virtual processor is guaranteed to
receive its entitled capacity of processor cycles during each 10 ms dispatch
window.

To optimize physical processor utilization, a virtual processor will yield a physical
processor if it has no work to run or enters a wait state (such as waiting for a lock
or for 1/0 to complete). A virtual processor may yield a physical processor
through a POWER Hypervisor call.

Dispatch mechanism

To illustrate the dispatch mechanism, consider three partitions with two, one, and
three virtual processors. These six virtual processors are mapped to two physical
processors as shown in Figure 2-6 on page 30.
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Figure 2-6 Virtual processor to physical processor mapping: pass 1 and pass 2

Figure 2-7 on page 31 shows two POWER Hypervisor dispatch cycles for two
micro-partitions with a total of six virtual processors dispatched on to two
physical processors.

Micro-partition 1 is defined with an entitled capacity of 0.8 processing units, with
two virtual processors. This allows the micro-partition the equivalent of 80
percent of one physical processor for each 10 ms dispatch window from the
physical shared-processor pool. The workload uses 40 percent of each physical
processor during each dispatch interval.

Micro-partition 2 is configured with one virtual processor and an entitled capacity
of 0.2 processing units, entitling it to 20 percent usage of a physical processor
during each dispatch interval.
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Note: It is possible for a virtual processor to be dispatched more than once
during a dispatch interval. In the first dispatch interval, the workload executing
on virtual processor 1 in micro-partition 1 is not continuous on the physical
processor resource. This can happen if the operating system cedes cycles,
and is reactivated by a prod hcall.

Hypervisor dispatch interval pass 1 Hypervisor dispatch interval pass 2
Physical | LPAR 1| LPAR 3| LPAR 1 IDLE LPAR 3 LPAR 1 IDLE
Processor0 | VP 1 VP 2 VP 1 VP 0 VP 1
Physical | LpAR2 LPAR 1 LPAR 3| LPAR 3| LPAR 3 LPAR 1 LPAR 3 | LPAR 2
Processor 1| VPO VP O VP 0 VP 1 VP 2 VP O VP 1 VPO
[ [ [ 1 \ \ \ [ [ ] \ \
o 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
Time (ms)
LPAR1
Capacity entitlement = 0.8 processing units; virtual processors = 2 (capped)
LPAR2
Capacity entitlement = 0.2 processing units; virtual processors = 1 (capped)
LPAR3

Capacity entittement = 0.6 processing units; virtual processors = 3 (capped)

Figure 2-7 Micro-Partitioning processor dispatch

Micro-partition 3 contains three virtual processors, with an entitled capacity of 0.6
processing units. Each of the micro-partition’s three virtual processors consumes
20 percent of a physical processor in each dispatch interval. In the case of virtual
processor 0 and 2, the physical processor they run on changes between dispatch
intervals.

Processor affinity

To optimize the use of cache memory and minimize context switching, the
POWER Hypervisor is designed to dispatch virtual processors on the same
physical processor across dispatch cycles where possible. This behavior is
called processor affinity.

The POWER Hypervisor will always attempt to dispatch the virtual processor on
to the same physical processor that it previously ran on. If this is not possible, the
POWER Hypervisor will broaden its search out to the other processor on the
POWERS5 or POWERG6 chip, then to another chip on the same chip module.The
System p affinity provided by the POWER Hypervisor is conducted in the
following order:

1. Chip: the other processor core on the POWERS5 or POWERSG chip)
2. Chip module: a processor core within the same chip module
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3. Processor card/book (dependant on system type): a processor within the
same processor card/book

System monitoring and statistics

The sharing of system resources with micro-partitions and the use of
dual-threaded processor cores with simultaneous multithreading challenges the
traditional performance data collection and reporting tools.

Within the physical processor architecture are registers to capture an accurate
cycle count. This enables the measurement of micro-partition activity during the
time slices dispatched on a physical processor.

The performance data collection and reporting tools are discussed in Advanced
POWER Virtualization: Managing and Monitoring, SG24-7590.

Monitoring Hypervisor hcalls

From the introduction of AIX 5L Version 5.3, the commands 1parstat and mpstat
can be used to display the POWER Hypervisor and virtual processor affinity
statistics. These commands are discussed in detail in Advanced POWER
Virtualization: Managing and Monitoring, SG24-7590.

2.2.2 POWER Hypervisor and virtual 1/0

The POWER Hypervisor does not own any physical I/O devices nor does it
provide virtual interfaces to them. All physical I/O devices in the system are
owned by logical partitions or the Virtual I/O Server.

Note: Shared I/O devices are owned by the Virtual I/O Server, which provides
access to the real hardware upon which the virtual 1/0 device is based.

To support virtual I/0, the POWER Hypervisor provides:
» Control and configuration structures for virtual adapters
» Controlled and secure transport to physical I/O adapters

» Interrupt virtualization and management

I/O types supported
Three types of virtual /O adapters are supported by the POWER Hypervisor:

» SCSI
» Ethernet

» System Port (virtual console)
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Note: The Virtual I/O Server supports optical devices. These are presented to
client partitions as a virtual SCSI device.

Virtual 1/0 adapters are defined by system administrators during logical partition
definition. Configuration information for the virtual adapters is presented to the
partition operating system.

Virtual SCSI is covered in detail in 2.6, “Virtual SCSI introduction” on page 75;
virtual Ethernet and the shared Ethernet adapter are discussed in 2.7, “Virtual
and Shared Ethernet introduction” on page 83.

2.2.3 System port (virtual TTY/console support)

Each partition needs to have access to a system console. Tasks such as
operating system install, network setup, and some problem analysis activities
require a dedicated system console. The POWER Hypervisor provides a virtual
console using a virtual TTY or serial adapter and a set of POWER Hypervisor
calls to operate on them.

Depending on the system configuration, the operating system console can be
provided by the HMC or IVM virtual TTY.

Note: The serial ports on an HMC-based system are inactive. Partitions
requiring a TTY device must have an async adapter defined. The async
adapter can be dynamically moved into or out of partitions with dynamic LPAR
operations.

On the IVM, the serial ports are configured and active. They are used for initial
configuration of the system.

2.3 Overview of Micro-Partitioning technologies

Micro-Partitioning is the ability to distribute the processing capacity of one or
more physical processors among one or more logical partitions. Thus,
processors are shared amongst logical partitions.

The benefit of Micro-Partitioning is that it allows significantly increased overall
utilization of processor resources within the system. The micro-partition is
provided with a processor entitlement—the processor capacity guaranteed to it
by the POWER Hypervisor. A micro-partition must have a minimum of 0.1 of the
capacity of a physical processor and can be up to the capacity of the system.
Granularity of processor entitlement is 0.01 of a physical processor once the
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minimum is met. Such fine granularity of processor capacity allocation to
micro-partitions means efficient use of processing capacity.

There are a range of technologies associated with Micro-Partitioning. This
section discusses the following:

» Micro-partitions

» Physical shared-processor pool

» Multiple Shared-Processor Pools

» Shared dedicated capacity

» Capacity Upgrade on Demand

» Dynamic processor deallocation and processor sparing

» Dynamic resources

» Shared-processor considerations

2.3.1 Micro-partitions

The virtualization of physical processors in POWER5 and POWERG6 systems
introduces an abstraction layer that is implemented within the IBM POWER
Hypervisor. The POWER Hypervisor abstracts the physical processors and
presents a set of virtual processors to the operating system within the
micro-partitions on the system.

The operating system sees only the virtual processors and dispatches runnable
tasks to them in the normal course of running a workload.

A micro-partition can have a processor entitlement from a minimum of 0.1 of a
processor up to the total processor capacity in the system. The granularity of
processor entitlement is 0.01 of a processor, allowing entitlement to be precisely
determined and configured.

Micro-partitions may have processor entitlements of, say, 1.76, 0.14, 6.48 (all
relating to the capacity of a physical processor). Thus, micro-partitions share the
available processing capacity, potentially giving rise to multiple partitions
executing on the same physical processor.

Micro-Partitioning is supported across the entire POWER5 and POWERSG server
range, from entry level to the high-end systems.
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While micro-partitions can be created with a minimum of 0.1 processing units,
you can calculate the maximum number of micro-partitions for your system:

» 10 micro-partitions per activated processor.

» Maximum number of partitions on any System p server is 254.

In contrast, dedicated-processor LPARs can only be allocated whole processors,
so the maximum number of dedicated-processor LPARs in a system is equal to
the number of physical activated processors.

It is important to point out that the maximum number of micro-partitions
supported for your system may not be the most practical configuration. Based on
production workload demands, the number of micro-partitions that your system
should use may be less.

Micro-partitions still require dedicated memory, but the 1/O requirements of a
micro-partition can be supported through either physical and/or virtual resources.
A micro-partition can own dedicated network and disk-storage resources using
dedicated physical adapters. Alternatively, micro-partitions may have some or all
of the Ethernet and/or disk I/O resources satisfied through the use of virtual
Ethernet and virtual SCSI.

Partitions are created and orchestrated by the HMC or IVM. When you start
creating a partition, you have to choose between a micro-partition and a
dedicated processor LPAR.

When setting up a partition, you have to define the resources that belong to the
partition, such as memory and I/O resources. For micro-partitions, you have to
configure these additional attributes:

» Minimum, desired, and maximum processing units of capacity
» The processing sharing mode, either capped or uncapped

» Minimum, desired, and maximum virtual processors

These settings are the topic of the following sections.

Processing units of capacity

Processing capacity can be configured in fractions of 0.01 processors. The
minimum amount of processing capacity that has to be assigned to a
micro-partition is 0.1 processors.

On the HMC, processing capacity is specified in terms of processing units. The
minimum capacity of 0.1 processors is specified as 0.1 processing units. To
assign a processing capacity representing 75% of a processor, 0.75 processing
units are specified on the HMC.
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On a system with two processors, a maximum of 2.0 processing units can be
assigned to a micro-partition. Processing units specified on the HMC are used to
quantify the minimum, desired, and maximum amount of processing capacity for
a micro-partition.

Once a micro-partition is activated, processing capacity is usually referred to as
capacity entitlement or entitled capacity.

A micro-partition is guaranteed to receive its capacity entitlement under all
systems and processing circumstances.

Capped and uncapped mode

Micro-partitions have a specific processing mode that determines the maximum
processing capacity given to them from their Shared-Processor Pool.

The processing modes are:

Uncapped mode The processing capacity can exceed the entitled capacity
when resources are available in their Shared-Processor
Pool and the micro-partition is eligible to run. Extra
capacity is distributed on a weighted basis. You must
specify the uncapped weight of each micro-partition when
it is created.

Capped mode The processing capacity given can never exceed the
entitled capacity of the micro-partition.

If there is competition for additional processing capacity amongst several
uncapped micro-partitions, the POWER Hypervisor distributes unused processor
capacity to the eligible micro-partitions in proportion to each micro-partition's
uncapped weight. The higher the uncapped weight of a micro-partition, the more
processing capacity the micro-partition will receive.

The uncapped weight must be a whole number from 0 to 255. The default
uncapped weight for uncapped micro-partitions is 128. A particular
micro-partition's share of the unused capacity can be estimated using the
following formula:

WPn
rP

ZWe
0

AdditionalCapacityShare = UCk x
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Where:

AdditionalCapacityShare

UCk

WPn

P

>We

Share of unused processing capacity to be allocated to a
particular partition (in processor units x 100)

Unused processor capacity available in their
Shared-Processor Pool for the dispatch window (in
processor units)

Uncapped weight of the particular uncapped
micro-partition

The number of runnable (eligible) micro-partitions for this
dispatch window

Sum of the uncapped weights of all runnable uncapped
micro-partitions

So additional capacity for an eligible uncapped micro-partition is computed by
dividing its uncapped weight by the sum of the uncapped weights for all
uncapped partitions that are currently runnable in the dispatch window.

The following is an example of this:

UCk = 200
WPn =100
rP=5

>We = 800

There are 200 units of unused processing capacity
available for reallocation to eligible micro-partitions (200 =
2.0 processors)

The uncapped weighting of the micro-partition that is the
subject of this calculation

There are 5 runnable uncapped micro-partitions
competing for the unused processor capacity denoted by
UCK

The sum of the uncapped weighting of the runnable
uncapped micro-partitons competing for the unused
processor capacity

From this data we can see that the additional capacity share is:

which gives:

AdditionalCapacityShare = 200 x %

AdditionalCapacityShare = 25
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In this example, the AdditionalCapacityShare of 25 equates to 0.25 processor
units.

Important: If you set the uncapped weight at 0, the POWER Hypervisor treats
the micro-partition as a capped micro-partition. A micro-partition with an
uncapped weight of 0 cannot be allocated additional processing capacity
above its entitled capacity.

A weight of 0 allows automated workload management software to provide the
equivalent function as a dynamic LPAR operation to change uncapped to capped
(and the reverse).

Virtual processors

A virtual processor is a depiction or a representation of a physical processor that
is presented to the operating system running in a micro-partition. The processing
entitlement capacity assigned to a micro-partition, be it a whole or a fraction of a
processing unit, will be distributed by the server firmware equally between the
virtual processors within the micro-partition to support the workload. For
example, if a micro-partition has 1.60 processing units and two virtual
processors, each virtual processor will have the capacity of 0.80 processing
units.

A virtual processor cannot have a greater processing capacity than a physical
processor. The capacity of a virtual processor will be equal to or less than the
processing capacity of a physical processor.

Selecting the optimal number of virtual processors depends on the workload in
the partition. By default, the number of processing units that you specify is
rounded up to the minimum whole number of virtual processors needed to satisfy
the assigned number of processing units. The default settings maintain a balance
of virtual processors to processor units. For example:

» If you specify 0.50 processing units, one virtual processor will be assigned.
» If you specify 2.25 processing units, three virtual processors will be assigned.

You can also use the Advanced tab in your partition profile to change the default
configuration and assign more virtual processors.

A micro-partition must have enough virtual processors to satisfy its assigned
processing capacity. This capacity can include its entitled capacity and any
additional capacity above its entitlement if the micro-partition is uncapped.

Therefore, the upper boundary of processing capacity in a micro-partition is
determined by the number of virtual processors that it possesses. For example, if
you have a partition with 0.50 processing units and one virtual processor, the
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partition cannot exceed 1.00 processing units. However, if the same partition with
0.50 processing units was assigned two virtual processors and processing
resources were available, the partition could use an additional 1.50 processing
units.

The minimum number of processing units that can be allocated to each virtual
processor is dependent on the server model. The maximum number of
processing units that can be allocated to a virtual processor is always 1.00.
Additionally, the number of processing units cannot exceed the total processing
unit within a Shared-Processor Pool.

Virtual processor folding

The capability of virtual processor folding started with maintenance level 3, AlX
5L V5.3. In order for an uncapped micro-partition to take full advantage of
unused processor capacity in the physical shared-processor pool, it must have
enough virtual processors defined. In the past, these additional virtual
processors can remain idle for substantial periods of time and consume a small
but valuable amount of resources.

Virtual processor folding effectively puts idle virtual processors into a hibernation
state so that they do not consume any resources. There are several important
benefits of this feature including improved processor affinity, reduced POWER
Hypervisor workload, and increased average time a virtual processor executes
on a physical processor.

Following are the characteristics of the virtual processor folding feature:

» Idle virtual processors are not dynamically removed from the partition. They
are hibernated, and only awoken when more work arrives.

» There is no benefit from this feature when partitions are busy.

» If the feature is turned off, all virtual processors defined for the partition are
dispatched to physical processors.

» Virtual processors having attachments, such as bindprocessor or rset
command attachments, are not excluded from being disabled.

» The feature can be turned off or on; the default is on.

When a virtual processor is disabled, threads are not scheduled to run on it
unless a thread is bound to that processor.

The tunable parameter for this feature is vpm_xvcpus and the default value is 0,
which signifies the function is on. Use the schedo command to change the
tunable parameter.
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Dedicated processors

Dedicated processors are whole processors that are assigned to
dedicated-processor partitions (LPARs). The minimum processor allocation for
an LPAR is one (1) whole processor, and can be as many as the total number of
installed processors in the server.

Each processor is wholly dedicated to the LPAR. It is not possible to mix shared
processors and dedicated processors in the same partition.

By default, the POWER Hypervisor will make the processors of a powered-off
LPAR available to the physical shared-processor pool. When the processors are
in the physical shared processor pool, an uncapped partition that requires more
processing resources can utilize the additional processing capacity. However,
when the LPAR is powered on, it will regain the processors and they will become
dedicated to the newly powered-on LPAR.

To prevent dedicated processors from being used in the physical
shared-processing pool while they are not part of a powered-on LPAR, you can
disable this function on the HMC by deselecting the “Processor Sharing: Allow
when partition is inactive” check box in the partition’s properties.

Note: The option “Processor Sharing: Allow when partition is inactive” is
activated by default. It is not part of profile properties and it cannot be changed
dynamically. For more information, see 3.5.8, “Dedicated donating processors”
on page 215.

Tip: If the “Allow when partition is inactive” box is unchecked on the HMC and
you want to lock the dedicated processors from being released to the
physical-shared processor pool, you can boot the partition to SMS and
deactivate the partition. This will hold the processors and stop them from
being included in the physical shared-processor pool.

2.3.2 POWERS5 physical shared-processor pool

In POWERS5-based System p servers, a physical shared-processor pool is a set
of physical processors that are not dedicated to any logical partition.
Micro-Partitioning technology coupled with the POWER Hypervisor facilitates the
sharing of processing units between micro-partitions.

An overview of the relationships between the POWERS5 physical
shared-processor pool, virtual processors, and micro-partitions can be seen in
Figure 2-8 on page 41.
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Figure 2-8 POWERS5 physical shared processor pool and micro-partitions

Figure 2-8 shows that physical processors p0O and p1 are not assigned to the
physical shared processor pool; they may be assigned to dedicated-processor
partitions or awaiting activation.

Note: The new term physical shared-processor pool is used in this book to
differentiate the pool of physical processors (the source of all processor
capacity for micro-partitions) from the technology that implements Multiple
Shared-Processor Pools in POWERG6-based servers.

In a micro-partition, there is no fixed relationship between virtual processors and
physical processors. The POWER Hypervisor can use any physical processor in
the physical shared-processor pool when it schedules the virtual processor. By
default, it attempts to use the same physical processor, but this cannot always be
guaranteed. The POWER Hypervisor uses the concept of a home node for virtual
processors, enabling it to select the best available physical processor from a
cache affinity perspective for the virtual processor that is to be scheduled.

Affinity scheduling is designed to preserve the content of memory caches, so
that the working data set of a job can be read or written in the shortest time
period possible. Affinity is actively managed by the POWER Hypervisor.
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Figure 2-9 shows the relationship between two partitions using a physical
shared-processor pool of a single physical processor. One partition has two
virtual processors and the other a single virtual processor. The figure also shows
how the capacity entitlement is evenly divided over the number of virtual
processors.

When you set up a partition profile, you set up the desired, minimum, and
maximum values you want for the profile. When a partition is started, the system
chooses the partition's entitled processor capacity from this specified capacity
range. The value that is chosen represents a commitment of capacity that is
reserved for the partition. This capacity cannot be used to start another
micro-partition because the overcommittment of capacity is not permitted.

KEY:

¢ N e N\ p physical processor
vp virtual processor

Micro-partition 1
AIX V5.3
Entitled Capacity 0.5

Micro-partition 2
Linux
Entitled Capacity 0.4
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- J o\ )
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Figure 2-9 Distribution of processor capacity entitlement on virtual processors

When starting a micro-partition, preference is given to the desired value, but this
value cannot always be used because there may not be enough unassigned
capacity in the system. In that case, a different value is chosen, which must be
greater than or equal to the minimum capacity attribute. If the minimum capacity
requirement cannot be met, the micro-partition will not start.

The processor entitlement capacity is reserved for the partitions in the sequence
the partitions are started. For example, consider a scenario where a physical
shared-processor pool that has 2.0 processing units is available.
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Partitions 1, 2, and 3 are activated in sequence:

» Partition 1 activated
Min. =1.0, max = 2.0, desired = 1.5
Allocated capacity entitlement: 1.5

» Partition 2 activated
Min. = 1.0, max = 2.0, desired = 1.0
Partition 2 does not start because the minimum capacity is not met.

» Partition 3 activated
Min. = 0.1, max = 1.0, desired = 0.8
Allocated capacity entitlement: 0.5

Note: The maximum value is only used as an upper limit for dynamic
operations.

Figure 2-10 shows the behavior of a capped micro-partition of the physical
shared-processor pool. Micro-partitions using the capped mode are not able to
assign more processing capacity from the physical shared-processor pool than
the capacity entitlement will allow.

Pool Idle Capacity Available

Maximum Processor Capacity

Processor | Entitied Processor Capacity

Capacity [ = \_/
Ceded Capacity

Utilization
inimum Processor Capacity /—\

Utilized Capacity

Time

Figure 2-10 Example of capacity distribution of a capped micro-partition
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Figure 2-11 shows the usage of the physical shared-processor pool by an
uncapped partition. The uncapped partition is able to utilize the unused
processing capacity from the physical shared processor pool if it requires more

than its entitled capacity.

Pool Idle Capacity Available

Maximum Processor Capacity

Processor
Capacity
Entitled Processor Capacity

Utilization &

Minimum Processor Capacity

Ceded Capacity

Utilized Capacity

Time

Figure 2-11 Example of capacity distribution of an uncapped micro-partition

2.3.3 POWERS6 Multiple Shared-Processor Pools

Multiple Shared-Processor Pools (MSPPs) is a new capability supported on
POWERS® servers. This capability allows a system administrator to create a set of
micro-partitions with the purpose of controlling the processor capacity that can
be consumed from the physical shared-processor pool.
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To implement MSPPs, there is a set of underlying techniques and technologies.
An overview of the architecture of Multiple Shared-Processor Pools can be seen
in Figure 2-12.
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Figure 2-12 Overview of the architecture of Multiple Shared-Processor Pools

Micro-partitions are created and then identified as members of either the default
Shared-Processor Pool, or a user-defined Shared-Processor Pool,,. The virtual
processors that exist within the set of micro-partitions are monitored by the
POWER Hypervisor and processor capacity is managed according to
user-defined attributes.

With the Multiple Shared-Processor Pools capability, there is a set of terminology
that should be understood:

Physical Shared-Processor Pool
The set of processors installed on a System p server that are used to run
a set of micro-partitions. There is a maximum of one physical
shared-processor pool on POWERG6-based System p servers.

All active physical processors are part of the physical-processor pool
unless they are assigned to a dedicated-processor partition where:

e The LPAR is active and is not capable of capacity donation, or

¢ The LPAR is inactive (powered-off) and the systems administrator
has chosen not to make the processors available for
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shared-processor work, see 3.5.8, “Dedicated donating processors”
on page 215

Shared-Processor Pool,, (SPP,)
A specific group of micro-partitions (and their associated virtual
processors) that are designated by the system administrator to be in a
set for the purpose of controlling the processor capacity that the set of
micro-partitions can consume from the physical shared-processor pool.
The set of micro-partitions form a unit through which processor capacity
from the physical shared-processor pool can be managed.

Note: The subscript # indicates the identifier for the
Shared-Processor Pool. For example, the term SPPy indicates the
Shared-Processor Pool ID=0 (the default Shared-Processor Pool
has the ID=0).

Maximum Pool Capacity
Each Shared-Processor Pool has a maximum capacity associated with it.
The Maximum Pool Capacity defines the upper boundary of the
processor capacity that can be utilized by the set of micro-partitions in the
Shared-Processor Pool. The Maximum Pool Capacity must be
represented by a whole number of processor units.

Reserved Pool Capacity
The system administrator can assign an entitled capacity to a
Shared-Processor Pool for the purpose of reserving processor capacity
from the physical shared-processor pool for the express use of the
micro-partitions in the Shared-Processor Pool. The Reserved Pool
Capacity is in addition to the processor capacity entitlements of the
individual micro-partitions in the Shared-Processor Pool. The Reserved
Pool Capacity is distributed amongst uncapped micro-partitions in the
Shared-Processor Pool according to their uncapped weighting. The
default value for the Reserved Pool Capacity is zero (0).

Entitled Pool Capacity
Associated with a Shared-Processor Pool is an Entitled Pool Capacity.
The Entitled Pool Capacity of a Shared-Processor Pool defines the
guaranteed processor capacity that is available to the group of
micro-partitions in the Shared processor Pool. The Entitled Pool Capacity
is the sum of the entitlement capacities of the micro-partitions in the
Shared-Processor Pool plus the Reserved Pool Capacity.

This can be represented by the following formula:
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n
EntitledPoolCapacity = ZMicropartionEntit/ement + ReservedPoolCapacity
0

where n represents the number of micro-partitions in the
Shared-Processor Pool.

Using the information in Table 2-3 as an example and a Reserved Pool Capacity
of 1.5, it is easy to calculate the Entitled Pool Capacity.

Table 2-3 Entitled capacities for micro-partitions in a Shared-Processor Pool

Micro-partitions in a Entitled capacity for
Shared-Processor Pool micro-partition
Micro-partition O 0.5

Micro-partition 1 1.75

Micro-partition 2 0.25

Micro-partition 3 0.25

Micro-partition 4 1.25

Micro-partition 5 0.50

The sum of the entitled capacities for the micro-partitions in this
Shared-Processor Pool is 4.50, which gives us the following calculation:

EntitledPoolCapacity = 4.50 + 1.50

which gives:
EntitledPoolCapacity = 6.0

If the System p server is under heavy load, each micro-partition within a
Shared-Processor Pool is guaranteed its processor entitlement plus any capacity
that it may be allocated from the Reserved Pool Capacity if the micro-partition is
uncapped.

If some micro-partitions in a Shared-Processor Pool do not use their capacity
entitlement, the unused capacity is ceded and other uncapped micro-partitions
within the same Shared-Processor Pool are allocated the additional capacity
according to their uncapped weighting. In this way, the Entitled Pool Capacity of a
Shared-Processor Pool is distributed to the set of micro-partitions within that
Shared-Processor Pool.
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The example in Figure 2-13 shows a Shared-Processor Pool under load; some
micro-partitions require more processing capacity than their entitled capacity.
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Figure 2-13 Redistribution of ceded capacity within Shared-Processor Pooly

Each micro-partition in Shared-Processor Pooly (SPP) shown in Figure 2-13 is
guaranteed to receive its processor entitlement if it is required. However, some
micro-partitions in SPP4 have not used their entire entitlement and so will cede
the capacity. The ceded capacity is redistributed to the other uncapped
micro-partitions within SPP{ on an uncapped weighted basis. However, the
ceded capacity may not be enough to satisfy the demand, and so additional
capacity can be sourced from the Reserve Pool Capacity of the
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Shared-Processor Pool and distributed according to the uncapped weight of the
requesting micro-partitions.

All POWERBG6-based System p servers that support the Multiple
Shared-Processor Pools capability will have a minimum of one (the default)
Shared-Processor Pool and up to a maximum of 64 Shared-Processor Pools.
The default Shared-Processor Pool always has an ID of 0 and is referred to as
Shared-Processor Poolg (SPPy).

Figure 2-14 shows a case where Multiple Shared-Processor Pools have been
created: SPP{, SPP,, and SPP5. Each of the Multiple Shared-Processor Pools
has its own Reserved Pool Capacity (not shown) which it can distribute to its
micro-partitions on an uncapped weighted basis. In addition, each of the Multiple
Shared-Processor Pools can accumulate unused/ceded processor capacity from
the under-utilized micro-partitions and again redistribute it accordingly.
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Figure 2-14 Example of Multiple Shared-Processor Pools

Note: The default Shared-Processor Pool has an ID value of zero (SPPg) and
is not shown for the sake of clarity at this stage.

SPP, appears to be heavily loaded as there is little unused capacity and several
micro-partitions receiving addition capacity. SPP, has a moderate loading,
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whereas SPPj is lightly loaded with most micro-partitions are ceding processor
capacity.

Default Shared-Processor Pool (SPP)

On any POWERSG6-based System p server supporting Multiple Shared-Processor
Pools, a default Shared-Processor Pool is always automatically defined. The
default Shared-Processor Pool has a pool identifier of zero (SPP-ID = 0) and can
also be referred to as SPPg. The default Shared-Processor Pool has the same
attributes as a user-defined Shared-Processor Pool except that these attributes
are not directly under the control of the system administrator—they have fixed
values.

Table 2-4 Attribute values for the default Shared-Processor Pool (SPPO)

SPP, attribute Description Value

Shared-Processor Pool ID | Default Shared-Processor | 0
Pool identifier

Maximum Pool Capacity The maximum allowed The value is equal to the
capacity - the upper number of active physical
capacity boundary for the processors in the physical
Shared-Processor Pool. shared-processor pool (all
For SPPy, this value capacity in the physical
cannot be changed. shared-processor pool).

The number of processors
can vary as physical
processors enter or leave
the physical
shared-processor pool
through dynamic/other
partition activity.

Reserved Pool Capacity Reserved processor 0
capacity for this
Shared-Processor Pool.
For the default
Shared-Processor Pool,
this value cannot be

changed.

Entitled Pool Capacity Sum of the capacity Sum (total) of the entitled
entitlements of the capacities of the
micro-partitions in the micro-partitions in the
default Shared-Processor default Shared-Processor
Pool plus the Reserved Pool.

Pool Capacity (which is
always zero in the default

Shared-Processor Pool)
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The maximum capacity of SPP can change indirectly through system
administrator action such as powering on a dedicated processor partition, or
dynamically moving physical processors in or out of the physical
shared-processor pool.

Note: The default behavior of the system, with only SPPg defined, is the
current behavior of a POWERS5 server with only a physical shared-processor
pool defined. Micro-partitions are created within SPP by default, and
processor resources are shared in the same way.

Creating Multiple Shared-Processor Pools

The default Shared-Processor Pool (SPP) is automatically activated by the
system and is always present. Its Maximum Pool Capacity is set to the capacity
of the physical shared-processor pool. For SPPg, the Reserved Pool Capacity is
always O.

All other Shared-Processor Pools exist, but by default, are inactive. By changing
the Maximum Pool Capacity of a Shared-Processor Pool to a value greater than
zero, it becomes active and can accept micro-partitions (either transferred from

SPPg or newly created).

The system administrator can use the HMC to activate additional Multiple
Shared-Processor Pools. As a minimum, the Maximum Pool Capacity will need to
be specified. If you wish to specify a Reserved Pool Capacity, there must be
enough unallocated physical processor capacity to guarantee the entitiement.
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In the example shown in Figure 2-15, a Shared-Processor Pool has been
activated. Within the newly activated Shared-Processor Pool,, a set of eight
micro-partitions have also been created.

SPP,, (Default) SPP, (ID =1)

MPC =6 MPC =4

RPC =0.0 RPC = 0.5
)
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KEY:
EC Entitled Capacity for the micro-partition
MPC Max. Pool Capacity
RPC Reserved Pool Capacity
p Physical processor
SPPn Shared-Processor Pool ID=n

Figure 2-15 POWERG6-based server with two Shared-Processor Pools defined

Shared-Processor Pool; has been activated with the following attribute values:
» ID=1

» Maximum Pool Capacity = 4

» Reserved Pool Capacity = 0.5

You can calculate the Entitled Pool Capacity by totalling the entitled capacities for

the micro-partitions = 2.0 and adding the Reserved Pool Capacity of 0.5. Thus,
2.5 is the Entitled Pool Capacity for Shared-Processor Pool;.

The Maximum Pool Capacity is set to 4. This means that if the Entitled Pool
Capacity for SPP4 is totally consumed by the micro-partitions within SPP4, then

52 PowerVM Virtualization on IBM System p: Introduction and Configuration



any uncapped micro-partitions in SPP{ may be eligible for additional processor

capacity that has been ceded by micro-partitions in other Shared-Processor
Pools in the system. As the Maximum Pool Capacity is set to 4, the additional

processor capacity that the uncapped micro-partitions in SPP4 can receive is a

maximum of an additional 1.5.

Levels of processor capacity resolution

There are two levels of processor capacity resolution implemented by the

POWER Hypervisor and Multiple Shared-Processor Pools:

Levelg

The first level, Levely, is the resolution of capacity within the same
Shared-Processor Pool. Unused processor cycles from within a

Shared-Processor Pool are harvested and then redistributed to any

eligible micro-partition within the same Shared-Processor Pool.

Levely

When all Levely capacity has been resolved within the Multiple

Shared-Processor Pools, the POWER Hypervisor harvests unused
processor cycles and redistributes them to eligible micro-partitions
regardless of the Multiple Shared-Processor Pools structure. This is
the second level of processor capacity resolution.

You can see the two levels of unused capacity redistribution implemented by the

POWER Hypervisor in Figure 2-16.
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within the same Shared-Processor Pool
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POWER Hypervisor harvests unused
processor capacity from Shared-Processor
Pools and redistributes it across all
uncapped micro-partitions regardless of the
Shared-Processor Pool structure

Figure 2-16 The two levels of unused capacity redistribution
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Capacity allocation above the Entitled Pool Capacity (Level,)
The POWER Hypervisor initially manages the Entitled Pool Capacity at the
Shared-Processor Pool level. This is where unused processor capacity within a
Shared-Processor Pool is harvested and then redistributed to uncapped
micro-partitions within the same Shared-Processor Pool. This level of processor
capacity management is sometimes referred to as Levely capacity resolution.

At a higher level, the POWER Hypervisor harvests unused processor capacity
from the Multiple Shared-Processor Pools that do not consume all of their
Entitled Pool Capacity. If a particular Shared-Processor Pool is heavily loaded
and some of the uncapped micro-partitions within it require additional processor
capacity (above the Entitled Pool Capacity) then the POWER Hypervisor
redistributes some of the extra capacity to the uncapped micro-partitions. This
level of processor capacity management is sometimes referred to as Level,
capacity resolution.

To redistribute unused processor capacity to uncapped micro-partitions in
Multiple Shared-Processor Pools above the Entitled Pool Capacity, the POWER
Hypervisor uses a higher level of redistribution, Level;.

Important: Level; capacity resolution - when allocating additional processor
capacity in excess of the Entitled Pool Capacity of the Shared-Processor Pool,
the POWER Hypervisor takes the uncapped weights of all micro-partitions in
the system into account, regardless of the Multiple Shared-Processor Pool
Structure.

Where there is unused processor capacity in underutilized Shared-Processor
Pools, the micro-partitions within the Shared-Processor Pools cede the capacity
to the POWER Hypervisor.

In busy Shared-Processor Pools where the micro-partitions have used all of the
Entitled Pool Capacity, the POWER Hypervisor will allocate additional cycles to
micro-partitions where:

» The Maximum Pool Capacity of the Shared-Processor Pool hosting the
micro-partition has not been met.

» (and) The micro-partition is uncapped.
» (and) The micro-partition has enough virtual-processors to take advantage of
the additional capacity.

Under these circumstances, the POWER Hypervisor allocates additional
processor capacity to micro-partitions on the basis of their uncapped weights
independent of the Shared-Processor Pool hosting the micro-partitions. This can
be referred to as Level; capacity resolution. Consequently, when allocating
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additional processor capacity in excess of the Entitled Pool Capacity of the
Shared-Processor Pools, the POWER Hypervisor takes the uncapped weights of
all micro-partitions in the system into account, regardless of the Multiple
Shared-Processor Pools structure.

You can see in Figure 2-16 on page 53 that in Levely, the POWER Hypervisor
restricts the scope for processor capacity management to the individual
Shared-Processor Pool. It resolves capacity management issues within the
restricted scope (bounded by the Shared-Processor Pool) before harvesting or
allocating processor cycles at the higher level, Levely.

Once Levely capacity management is resolved, unused processor capacity can
be redistributed. Level; allocates these unused processor cycles on an
uncapped-weighted basis looking across all the micro-partitions on the system
regardless of the Shared-Processor Pools structure. Therefore, the scope for
Level; is the total set of micro-partitions on the system, and the reallocation of
cycles takes into account the uncapped weights of individual micro-partitions
competing for additional processor capacity regardless of the Shared-Processor
Pool definitions on the system.

Dynamic adjustment of Maximum Pool Capacity

The Maximum Pool Capacity of a Shared-Processor Pool, other than the default
Shared-Processor Poolg, can be adjusted dynamically from the HMC using either
the graphical or CLI interface.

Dynamic adjustment of Reserve Pool Capacity

The Reserved Pool Capacity of a Shared-Processor Pool, other than the default
Shared-Processor Pooly, can be adjusted dynamically from the HMC using either
the graphical or CLI interface.

Dynamic movement between Shared-Processor Pools

A micro-partition can be moved dynamically from one Shared-Processor Pool to
another using the HMC using either the graphical or CLI interface. As the Entitled
Pool Capacity is partly made up of the sum of the entitled capacities of the
micro-partitions, removing a micro-partition from a Shared-Processor Pool will
reduce the Entitled Pool Capacity for that Shared-Processor Pool. Similarly, the
Entitled Pool Capacity of the Shared-Processor Pool that the micro-partition joins
will increase.
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Figure 2-17 depicts an example of a micro-partition moving from one
Shared-Processor Pool to another.
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Figure 2-17 Example of a micro-partition moving between Shared-Processor Pools

The movement of micro-partitions between Shared-Processor Pools is really a
simple reassignment of the Shared-Processor Pool-ID that a particular
micro-partition is associated with. From the example in Figure 2-17 we can see
that a micro-partition within Shared-Processor Pool, is reassigned to the default
Shared-Processor Pooly.

This movement reduces the Entitled Pool Capacity of Shared-Processor Pool; by
0.5 and correspondingly increases the Entitled Pool Capacity of
Shared-Processor Pool, by 0.5 as well. The Reserved Pool Capacity and
Maximum Pool Capacity values are not affected.
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Note: The Maximum Pool Capacity must be equal to or greater than the
Entitled Pool Capacity in a Shared-Processor Pool. If the movement of a
micro-partition to a target Shared-Processor Pool pushes the Entitled Pool
Capacity past the Maximum Pool Capacity, then movement of the
micro-partition will fail.

Deleting a Shared-Processor Pool

Shared-Processor Pools cannot be deleted from the system. However, they are
deactivated by setting the Maximum Pool Capacity and the Reserved Pool
Capacity to zero. The Shared-Processor Pool will still exist but will not be active.
Use the HMC interface to deactivate a Shared-Processor Pool. A
Shared-Processor Pool cannot be deactivated unless all micro-partitions hosted
by the Shared-Processor Pool have been removed.

Notes:

1. Shared-Processor Pools cannot be deleted from the system—they are
deactivated.

2. A Shared-Processor Pool cannot be deactivated unless all micro-partitions
hosted by the Shared-Processor Pool have been removed.

Live Partition Mobility and Multiple Shared-Processor Pools

A micro-partition may leave a Shared-Processor Pool due to PowerVM Live
Partition Mobility. Similarly, a micro-partition may join a Shared-Processor Pool in
the same way. When performing PowerVM Live Partition Mobility, you are given
the opportunity to designate a destination Shared-Processor Pool on the target
server to receive and host the migrating micro-partition.

As several simultaneous micro-partition migrations are supported by PowerVM
Live Partition Mobility, it is conceivable to migrate the entire Shared-Processor
Pool from one server to another.

2.3.4 Examples of Multiple Shared-Processor Pools

This section puts Multiple Shared-Processor Pool technologies and capabilities
into a more relevant context.
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Figure 2-18 provides an example of how a Web-facing deployment maps onto a
set of micro-partitions within a Shared-Processor Pool structure. There are three
Web servers, two application servers, and a single database server.

Internet

/ [

Shared-Processor Pool, 4
[ Web Server Web Server [ Web Server ]
EC 0.5 EC 0.5 EC 0.5

2 ]
3 a
[ App Server ] [ App Server ] e o
s o S
EC 0.5 EC 0.5 2 ° 2
55|85 5|9 < g

2 - O I O 3

0 N O I g

818|38|z2|2|%

s (=s|=s|[<|<| 0 x

Database Server \ ) S . .
1 2 3 4 5 6 RPC 1.0

EC 1.0

Set of micro-partitions

Web serving deployment pattern

KEY:

EC Entitled Capacity for the micro-partition
RPC Reserved Pool Capacity

n Shared-Processor Pool identifier

Figure 2-18 Example of a Web-facing deployment mapped onto a set of micro-partitions

Each of the Web server micro-partitions and application server micro-partitions
have an entitled capacity of 0.5 and the database server micro-partition has an
entitled capacity of 1.0, making the total entitled capacity for this group of
micro-partitions 3.5 processors. In addition to this, Shared-Processor Pool,, has a
Reserved Pool Capacity of 1.0 which makes the Entitled Pool Capacity for
Shared-Processor Pool,, 4.5 processors.

If you assume that all of the micro-partitions in Shared-Processor Pool,, are
uncapped (and they have adequate virtual processors configured), then all
micro-partitions will become eligible to receive extra processor capacity when
required. The Reserved Pool Capacity of 1.0 ensures that there will always be
some capacity to be allocated above the entitled capacity of the individual
micro-partitions even if the micro-partitions in Shared-Processor Pool,, are under
heavy load.
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You can see this resolution of processor capacity within Shared-Processor Pool,,
in Figure 2-19. The left of the diagram outlines the definition of Shared-Processor
Pool,, and the micro-partitions that make it up. The example on the right of the
diagram emphasizes the processor capacity resolution that takes place within
Shared-Processor Pool,, during operation.
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Figure 2-19 Web deployment using within a Shared-Processor Pool

In this example, during operation (one 10-ms POWER Hypervisor dispatch cycle)
the Web servers are underutilized and cede processor capacity. However, the
application servers and database server are heavily loaded and require far more
processor cycles. These extra cycles are sourced from the Reserved Pool
Capacity and the ceded capacity from the Web servers. This additional
processor capacity is allocated to the application servers and database server
using their uncapped weighting factor within Shared-Processor Pool,, (Levely
capacity resolution).

You will notice that the Maximum Pool Capacity is 0.5 above the Entitled Pool
Capacity of Shared-Processor Pool,, and so Level; capacity resolution can
operate. This means that the uncapped micro-partitions within Shared-Processor
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Pool,, could also receive some additional processor capacity from Level, as long
as the total capacity consumed is no greater than 5 processors (0.5 above the
Entitled Pool Capacity).

Important: Level; capacity - additional processor capacity above the Entitled
Pool Capacity and up to the Maximum Pool Capacity is not allocated to the
Shared-Processor Pool for distribution to the micro-partitions within it.

The additional cycles are allocated directly to individual micro-partitions on an
uncapped weighted basis within the system as a whole regardless of the
Multiple Shared-Processor Pools structure. The total additional (Level,)
capacity allocated to micro-partitions within a particular Shared-Processor
Pool cannot be greater than the Maximum Pool Capacity for that
Shared-Processor Pool.

The example shown in Figure 2-19 on page 59 outlines a functional deployment
group, in this case a Web-facing deployment. Such a deployment group is likely
to provide a specific service and is self-contained. This is particularly useful for
providing controlled processor capacity to a specific business line (such as Sales
or Manufacturing) and their functional applications.

There are other circumstances in which you might want to control the allocation
of processor capacity and yet gain the advantages of capacity redistribution
using the Multiple Shared-Processor Pools capabilities. In Figure 2-20 on

page 61 you can see a set of micro-partitions that are all database servers. You
can see from the micro-partition definitions (left of the diagram) the entitled
capacity of each micro-partition, but there is no Reserved Pool Capacity.

Also, the Entitled Pool Capacity equals the Maximum Pool Capacity (EPC =
MPC). This essentially caps Shared-Processor Pool,, and prohibits the
micro-partitions within Shared-Processor Pool,, from receiving any additional
processor capacity from Level; capacity resolution.
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Figure 2-20 Capped Shared-Processor Pool offering database services

Such an arrangement restricts the processor capacity for Shared-Processor
Pool,, and therefore can restrict the software licensing liability, yet it provides the
flexibility of processor capacity resolution within Shared-Processor Pool,, (Levely
capacity resolution). This optimizes the use of any software licensing because
the maximum amount of work is done for the investment in the software license.

In the example in Figure 2-20, the Shared-Processor Pool,, configuration limits
the processor capacity of 6 processors, which provides the opportunity to
maximize the workload throughput for the corresponding software investment.

You can, of course, change this definition to include a Reserved Pool Capacity.
This additional guaranteed capacity will be distributed to the micro-partitions
within Shared-Processor Pool,, on an uncapped weighted basis (when a
micro-partition requires the extra resources and has enough virtual processors to
exploit it). For the example in Figure 2-20, to accommodate an increase in
Reserved Pool Capacity you will also have to increase the Maximum Pool
Capacity. In addition, for the increase in the processor capacity for
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Shared-Processor Pooly, there will probably be an increase in the software
licensing costs.

If the Maximum Pool Capacity is increased further so that it is greater than the
Entitled Pool Capacity, then uncapped micro-partitions within Shared-Processor
Pool,, may become eligible for Level; capacity resolution—additional processor
capacity from elsewhere in the system. This may mean that any software for
Shared-Processor Pool,, would likely be licensed for the Maximum Pool Capacity
whether or not the micro-partitions in Shared-Processor Pool,, actually receive
additional cycles above the Entitled Pool Capacity.

Figure 2-21 gives a simple example of a system with Multiple Shared-Processor
Pools. One of the three Shared-Processor Pools is Shared-Processor Pooly, the
default Shared-Processor Pool.

As you can see, the Maximum Pool Capacity and the Entitled Pool Capacity for
the DB_Services Shared-Processor Pool (Shared-Processor Pool,) are equal,
(MCP=EPC=6). Thus, DB_Services is effectively capped and cannot receive any
additional processor capacity beyond that guaranteed to it by it's Entitled Pool
Capacity. Consequently, it is only affected by Levely capacity resolution.

Level, processor capacity resolution: Capacity allocation above the Entitled Pool Capacity (but below the Max. Pool Capacity) ]
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Figure 2-21 Example of a system with Multiple Shared-Processor Pools
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However, the Prod_Web Shared-Processor Pool (SPP4) has a Maximum Pool
Capacity greater than its Entitled Pool Capacity and, therefore, the
micro-partitions within Prod_Web may be allocated additional capacity using
Level; capacity resolution.

Shared-Processor Pool (default) and SPP both participate in Level; capacity
resolution under certain circumstances. As the attributes of SPP are set to
default values and cannot be altered by the systems administrator, it is always
capable of consuming all the processor capacity in the physical
shared-processor pool. Of course, this is assuming that at least one
micro-partition in SPP is uncapped and there are enough virtual processors to
utilize the additional capacity.

2.3.5 Shared dedicated capacity

POWERS6-based servers offer the capability of harvesting unused processor
cycles from dedicated-processor partitions. These unused cycles are then
donated to the physical shared-processor pool associated with
Micro-Partitioning. This ensures the opportunity for maximum processor
utilization throughout the system.

The system administrator can control which dedicated-processor partitions can
donate unused cycles and the dedicated-processor partition must be identified
as a donating partition. For more information, see 3.5.8, “Dedicated donating
processors” on page 215.

2.4 Virtual I/O Server

The Virtual I/0O Server is part of the IBM System p PowerVM Standard Edition or
Enterprise Edition hardware feature. The Virtual I/O Server allows the sharing of
physical resources between partitions to allow more efficient utilization. A
possible use is for server consolidation.

Figure 2-22 on page 64 shows a very basic overview of a Virtual /O Server
configuration.
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Figure 2-22 Simple Virtual I/O Server configuration

The list below shows the new functions which were added in Version 1.5 of the

Virtual I/O Server:
File-backed virtual SCSI devices

>

>

>

>

>

The following paragraphs describe the main functions and features of the Virtual

Expansion pack with Kerberos, SNMPv3 and LDAP

IVM support for physical I/O (POWERG6 only)

PowerVM Live Partition Mobility support

Additional CLI statistics in svmon, vmstat fcstat and topas

vSCSI eRAS

Tivoli® Identity Manager (TIM) support

Support for POWERSG blades

I/O Server.

2.4.1 Supported platforms

The Virtual /0 Server can run on any POWER5 or POWERG6-based System p
server which has the PowerVM Standard Edition or Enterprise Edition feature
enabled. Also supported are BladeCenter® JS21 and BladeCenter JS22 servers.
Virtual I/0O Servers can be deployed in pairs to provide continuous availability.

2.4.2 Storage virtualization

The Virtual 1/0 Server allows virtualization of physical storage resources.

Virtualized storage devices are accessed by the client partitions through virtual
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SCSil devices. All virtual SCSI devices are accessed as standard SCSI compliant
LUNSs by the client partition.

Virtualized storage devices can be backed by the following types of storage

devices:
Internal physical disks

External LUNs

Optical Storage

Server internal disks such as SCSI disks located in
1/0O drawers.

LUNSs residing external storage subsystems from
IBM as well as certain third party storage
manufacturers. See “External storage subsystems”
on page 65 for more detailed information about
supported solutions.

Devices such as DVD-RAM, DVD-ROM and
CD-ROM. Writing to a shared optical device is
currently limited to DVD-RAM. DVD+RW and
DVD-RW are not supported. A virtual optical device
can only be assigned to one client partition at a time.

Additionally, the following logical storage devices can be used to back virtualized

storage devices:
Logical volumes

Files

Internal disks as well as LUNs residing on external
storage subsystems can be split into logical volumes
on the Virtual I/0 Server and then be exported to the
client partitions.

A single file in a file residing in a local filesystem on
the Virtual I/O Server. The file can for example be an
ISO image.

External storage subsystems
A large number of IBM storage solutions are supported, including:

» DS8000™ series
» DS6000™ series
» DS4000™ series

» NSeries network attaches storage with Fibre Channel or iSCSI attach

» Enterprise Storage Server® (ESS)
» SAN Volume Controller (SVC)

Additionally, the Virtual 1/0O Server has been tested on selected configurations
that include specific models from the following disk subsystem suppliers:

» EMC
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» HDS
» HP
» Netapp

You can find a complete list of supported configurations on the IBM Internet at:

http://wwwld.software.ibm.com/webapp/set2/sas/f/vios/documentation/d
atasheet.html

2.4.3 Shared Ethernet Adapter

The Virtual I/0O Server allows shared access to external networks through the
Shared Ethernet Adapter (SEA). The Shared Ethernet Adapter supports the
following features:

Link Aggregation Bundling of several physical network adapters
into one logical device using EtherChannel
functionality.

SEA failover The SEA failover feature allows highly available
configurations by using two Shared Ethernet
Adapters running in two different Virtual 1/0
Servers.

TCP segmentation offload = The SEA supports the large send and large
receive features.

GVRP GVRP (GARP VLAN Registration Protocol) is a
protocol that facilitates control of VLANs within
larger networks. It helps to maintain VLAN
configurations dynamically based on network
adapter configurations.

2.4.4 Network security

The Virtual 1/0 Server supports OpenSSH for secure remote logins. It also
provides a firewall for limiting access by ports, network services and IP
addresses.

With Virtual I/O Server 1.5, an expansion pack is provided that delivers additional
security functions. These include:

SNMP v3 SNMPv3 provides secure access by a combination of
authenticating and encrypting packets over the network.
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Kerberos Kerberos is a system that provides a central
authentication mechanism for a variety of client/server
applications using passwords and secret keys.

LDAP LDAP is a directory service that can be used for
centralized user management.

2.4.5 Command line interface

The Virtual I/O Server provides a command line interface to perform
management tasks such as:

» Management of mappings between physical and virtual resources

» Gathering and displaying utilization data of resources through commands like
topas, vmstat, iostat or viostat for performance management

» Troubleshooting of physical and virtual resources using the hardware error log
» Updating the Virtual I/O Server

» Securing the Virtual I/O Server by configuring user security and firewall
policies

Note: Some tasks can also be performed through SMIT style menus using the
cfgassist command.

2.4.6 Hardware Management Console integration

The Hardware Management Console (HMC) provides functions to simplify the
handling of the Virtual I/O Server environment. For example, an overview of the
Virtual Ethernet and Virtual SCSI topologies is available. It is also possible to
execute Virtual 1/0 Server commands from the HMC.

2.4.7 System Planning Tool support
Using the System Planning Tool, complex Virtual I/O Server configurations can
be planned and deployed including:
» Virtual SCSI adapter configuration
» Virtual Ethernet adapter configuration
» Shared Ethernet Adapter configuration with failover and EtherChannel
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More information about how to use the System Planning Tool can be found in
3.6.3, “Simplification by using system plans and System Planning Tool” on
page 222.

2.4.8 Performance Toolbox support

Included with the Virtual I/O Server is a Performance Toolbox (PTX®) agent
which extracts performance data. This data can be viewed through an X
Windows® GUI if you have licensed the AIX Performance Toolbox.

2.4.9 Integrated Virtualization Manager

The Integrated Virtualization Manager (IVM) is used to manage selected
POWERS or POWERG6-based System servers using a Web-based graphical
interface without requiring an HMC.

This reduces the hardware needed for the adoption of virtualization technology,
particularly for low-end systems. This solution fits in small and functionally simple
environments where only few servers are deployed or some advanced HMC
functions are required.

The Integrated Virtualization Manager (IVM) is a basic hardware management
solution, included in the VIO software that inherits key Hardware Management
Console (HMC) features. For further information on IVM, see 2.5, “Integrated
Virtualization Manager” on page 70 or the Redpaper Integrated Virtualization
manager on IBM System p5, REDP-4061.

2.4.10 Tivoli support

Included with the Virtual I1/0O Server are a number of preinstalled Tivoli agents
which allow easy integration into an existing Tivoli Systems Management
infrastructure.

IBM Tivoli Monitoring System Edition for System p (ITMSE)

ITMSE enables you to monitor the health and availability of the Virtual I/O server.
It also provides graphical views of the virtualization environment. You will need a
server running the Tivoli Enterprise Management Server and Tivoli Enterprise
Portal in order to view the information collected by the agent.

IBM Tivoli Monitoring System Edition for System p can be downloaded for no
cost for one year at:

http://www-306.1bm.com/software/tivoli/products/monitor-systemp/
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More information about ITMSE can be found in Advanced POWER Virtualization:
Managing and Monitoring, SG24-7590.

Tivoli Storage Manager (TSM) client

The Tivoli Storage Manager (TSM) client can be used to back up Virtual I/0
Server configuration data to a TSM server.

More information about TSM can be found at:

http://www-306.1bm.com/software/tivoli/products/storage-mgr/

IBM Tivoli Application Dependency Discovery Manager

IBM Tivoli Application Dependency Discovery Manager (TADDM) provides
deep-dive discovery for System p servers including their dependencies on the
network and applications along with its configuration data, subsystems, and
virtualized LPARs. TADDM is currently capable of recognizing a Virtual I/O
Server and the software level it is running.

More information about TADDM can be found at:
http://www-306.1bm.com/software/tivoli/products/taddm/

IBM Tivoli Usage and Accounting Management agent

The IBM Tivoli Usage and Accounting Management (ITUAM) agent can be used
to collect accounting and usage data of Virtual I/O Sever resources so that they
can be fed into ITUAM where they can be analyzed and used for reporting and
billing.

More information about ITUAM can be found at:

http://www-306.1ibm.com/software/tivoli/products/usage-accounting/

Tivoli Identity Manager

Tivoli Identity Manager (TIM) provides a secure, automated and policy-based
user management solution which can be used the manage Virtual /0O Server
users.

More information about TIM can be found at:

http://www-306.1bm.com/software/tivoli/products/identity-mgr/
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2.5 Integrated Virtualization Manager

This section provides a short introduction to the Integrated Virtualization
Manager. For further information and detailed configuration steps refer to the
Redpaper Integrated Virtualization Manager on IBM System p5, REDP-4061.

For a smaller or distributed environment, not all functions of an HMC are
required, and the deployment of an additional server may not be suitable.

IBM has developed the IVM, a hardware management solution that performs a
subset of the HMC features for a single server, avoiding the need for a dedicated
HMC server. IVM manages standalone servers so a second server managed by
IVM would have its own instance of the IVM. With the subset of HMC server
functionality, IVM provides a solution that enables the administrator to quickly set
up a system. The IVM is integrated within the Virtual I/O Server product, which
services I/O and processor virtualization in IBM System p systems.

The primary hardware management solution IBM has developed relies on an
appliance server called Hardware Management Console (HMC), packaged as an
external tower or rack-mounted server.

The HMC is a centralized point of hardware control. A single HMC can handle
multiple POWERS and/or POWERG6 systems, and two HMCs may manage the
same set of servers in a dual-active configuration providing resilience.

Hardware management is done using the HMC interface (Web browser-based
starting with HMC version 7), which communicates to the servers using a
standard Ethernet connection to the service processor of each POWERS5 or
POWERS®6 system. Interacting with the service processor, the HMC is able to
create, manage, and modify logical partitions, modify the hardware configuration
of the managed system, and manage service calls.

2.5.1 IVM setup guidelines

To manage a system using IVM, some implicit rules apply to the server
configuration and setup. The following guidelines are designed to assist you:

» The system is configured in the Factory Default mode, which means that a
single partition with service authority predefined owns all the hardware
resources. If the system is not configured in Factory Default mode because it
is already partitioned or attached to an HMC, you can reset the system to the
Factory Default mode using the Advanced System Management Interface
(ASMI) for the service processor.

» The predefined partition is started automatically at system power on. A
terminal console will be required for the initial IVM install and configuration of
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an IP address, before the IVM GUI can be used. A null-modem serial cable
and a computer running Windows (HyperTerm) or Linux (minicom) can be
used for this.

» The PowerVM Standard Edition or Enterprise Edition feature has to be
enabled. When ordering one of the features with the system, it should be
enabled by default; otherwise, it can be enabled using the ASMI.

» Virtual I/O Server Version 1.2 or higher has to be installed on the predefined
partition.

The Virtual 1/0 Server then automatically allocates all I/O resources. All other
LPARs are configured using the built-in IVM on the Virtual 1/0 Server. Starting
with IVM 1.5.1.1 and supported POWERS6 systems, you can assign physical
adapters to LPARSs, otherwise all physical resources are owned by the IVM
partition.

The configuration can be done using the IVM GUI or by using the command line
interface on the IVM Server. The administrator can use a Web browser to
connect to IVM to set up the system configuration.

Figure 2-23 shows a sample configuration using IVM on a POWER6 machine
with dedicated physical and virtual adapters configured.

IVM on administrator’s browser

System p Server
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System attention LED Inactive

virtual Storage Management

o Uiew/Modify Virtual Storage
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@ T e 7

Figure 2-23 Integrated Virtualization Manager configuration on a POWERG6 server

The tight relationship between the Virtual I/O Server and IVM enables the
administrator to manage a partitioned system without the HMC. The software
that is normally running on the HMC has been reworked to fit inside the Virtual
I/O Server, selecting the subset of functions required by the IVM configuration
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model. Since IVM is running using system resources, the design has been
developed to have minimal impact on their consumption.

IVM does not require network connectivity with the system’s service processor. A
specific device named the Virtual Management Channel (VMC) has been
developed on Virtual I/0 Server to enable a direct POWER Hypervisor
configuration without requiring additional network connections to be set up. This
device is activated by default when Virtual I/0O Server is installed as the first
partition on a system without an HMC console.

The VMC device allows IVM to provide basic logical partitioning functions:
» Logical partitioning configuration, including dynamic LPAR

» Boot, start, and stop actions for individual partitions

» Displaying partition status

» Managing virtual Ethernet

» Managing virtual storage

» Providing basic system management

Since IVM is executing in an LPAR, it has limited service functions and ASMI
must be used. For example, system power-on must be done by physically
pushing the system power-on button or remotely accessing ASMI, since IVM is
not executing while the system is powered off. ASMI and IVM together provide a
basic, but effective, solution for a single partitioned server.

LPAR management with IVM is accomplished through a Web interface developed
to make administration tasks easier and quicker for those unfamiliar with the full
HMC solution. It is important to recognize, though, that the HMC can manage
more than one server simultaneously and offers some advanced features not
present in IVM. Being integrated within the Virtual I/O Server code, IVM also
handles all virtualization tasks that normally require Virtual I/O Server commands
to be run.

IVM manages the system in a similar way to the HMC, but using a different
interface. A new System p administrator will quickly learn the required skills,
while an HMC expert should study the differences before using IVM.

2.5.2 Partition configuration with IVM

LPAR configuration is made by assigning processors, memory, and I/O using a
Web GUI wizard. In each step of the process, simple questions are asked of the
administrator, and the range of possible answers are provided. Most of the
parameters related to LPAR setup are hidden during creation time to ease the
setup and can be changed after the creation in the partition properties if needed.

72 PowerVM Virtualization on IBM System p: Introduction and Configuration



Resources that are assigned to an LPAR are immediately allocated and are no
longer available to other partitions, regardless of the fact that the LPAR is
activated or powered down. This behavior makes management more direct and
different than an HMC-managed system, where resource overcommitment is
allowed.

LPARs in an IVM-managed system are isolated exactly as in all POWERS5 and
POWERS®6 systems and cannot interact except using the virtual (and now
physical) devices. Only IVM has been enabled to perform limited actions on the
other LPARSs, such as:

» Power on and power off

» Shut down the operating system gracefully
» Create and delete LPARs

» View and change configuration of LPARs

Starting with Virtual I/O Server Version 1.3, dynamic LPAR is supported with
IVM.

Processors
An LPAR can be defined either with dedicated or with shared processors.

When shared processors are selected for a partition, the wizard lets the
administrator choose only the number of virtual processors to be activated. For
each virtual processor, 0.1 processing units are implicitly assigned and the LPAR
is created in uncapped mode, with a weight of 128.

Processing unit value, uncapped mode, and the weight can be changed,
modifying the LPAR configuration after it has been created.

Virtual Ethernet

The IVM managed system is configured with four predefined virtual Ethernet
networks, each having a virtual Ethernet ID ranging from 1 to 4. Starting with IVM
Version 1.5, you can now add additional VLANs and adapters to LPARs across
the entire 802.1Q supported range of 1-4096 (using IVM line-mode commands).

Prior to Version 1.5, every LPAR can have up to two virtual Ethernet adapters
that can be connected to any of the four virtual networks in the system.

Each virtual Ethernet network can be bridged by Virtual I/O Server to a physical
network using only one physical adapter or, if POWERS6 systems, logical HEA
adapter. The same physical adapter cannot bridge more than one virtual
network.
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The virtual Ethernet network is a bootable device and can be used to install the
LPAR’s operating system.

Virtual storage

Every LPAR is equipped with one or more virtual SCSI disks using a single
virtual SCSI adapter. The virtual disks are bootable devices and treated by the
operating system as normal SCSI disks.

Virtual optical device

Any optical device equipped on the Virtual I/O Server partition (either CD-ROM,
DVD-ROM, or DVD-RAM) can be virtualized and assigned at any logical
partition, one at a time, using the same virtual SCSI adapter provided to virtual
disks. Virtual optical devices can be used to install the operating system and, if
DVD-RAM, to make backups.

Virtual TTY

In order to allow LPAR installation and management, IVM provides a virtual
terminal environment for LPAR console handling. When a new LPAR is defined, it
is automatically assigned a client virtual serial adapter to be used as the default
console device. With IVM, a matching server virtual terminal adapter is created
and linked to the LPAR’s client virtual client.

Integrated Virtual Ethernet

For supported POWERG6 systems, the IVM allows the configuration of Integrated
Virtual Ethernet and the assignment of HEA adapters to LPARs.

The wizard allows the user to configure speed and duplex of the physical HEA
ports and will present the user with a simple checkbox to allow the configuration
of one logical HEA adapter per physical HEA port when defining LPARs.

Values such as MCS are set to their minimum values; for more information, see
Integrated Virtual Ethernet Adapter, REDP-4340.

Physical adapters

Starting with IVM 1.5 on selected POWERS6 systems you can assign dedicated
I/O adapters to partitions other than the IVM LPAR. Using this functionality you
can have IVM-controlled LPARs with dedicated Ethernet or disk adapters in
addition to the virtual resources described above.

Note: At the time of writing, Multiple Shared Processor Pools are not
supported on IVM-managed POWERG6 systems.
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2.6 Virtual SCSI introduction

Virtual SCSl is used to refer to a virtualized implementation of the SCSI protocol.
Virtual SCSI requires POWERS5 or POWERS6 hardware with the PowerVM
Standard or Enterprise edition feature activated. It provides virtual SCSI support
for AIX Version 5.3 and 6.1 and supported versions of Linux.

Considering the two most popular ways of provisioning storage to servers:
» Integrated disks

With integrated server disks growing ever larger requiring fewer disks for a
given amount of storage, a significant cost can be associated with the
adapters and the attachment of these disks to servers. With such large disks
it is also more difficult to utilize all the available space.

» External storage subsystems, for example SAN disks or NAS disks

Again with the introduction of ever larger and cheaper disks driving down the
costs per gigabyte of storage, this leaves the costs of adapters (and
additionally any switches and cabling) as a significant investment if a number
of servers are involved.

For systems such as development or test servers, where there are much lower
storage bandwidth requirements, it would be beneficial to combine the storage
requirements through a single adapter to better utilize the available bandwidth.
Taking into account the cost savings of not only the server adapters, but also:

» Switches and switch ports (SAN or Etherchannel)
» Purchase of cables
» Installation of cables and patching panels

Very quickly the cost benefits for virtualizing storage can be realized, and that is
before considering any additional benefits from the simplification of processes or
organization in the business.

At the time of writing, PowerVM on the IBM System p platform supports up to 10
partitions per processor, up to a maximum of 254 partitions per server. The
server hardware, depending on the machine model and number of attached 1/0
drawers, can provide up to 240 I/O slots and 192 internal SCSI disks per
machine. With each partition typically requiring one 1/O slot for disk attachment
and a second Ethernet attachment, it is possible to build approximately 120
dedicated I/O partitions with a single server.

254 partitions require 508 slots to provision one network adapter and one disk
adapter per partition, and that is before any resilience or adapter redundancy is
considered. To overcome these physical requirements, I/O resources can be

Chapter 2. Virtualization technologies on System p servers 75



shared. Virtual SCSI, provided via the Virtual I/O Server, provides the means to
do this.

Most customers are deploying a pair of Virtual I/O Servers per physical server
and using multi-path 1/0 or LVM mirroring technology to provide resilient access
to storage. This configuration provides continuous availability to the disk
resources, even if there is a requirement to perform maintenance on the Virtual
I/O Servers.

Note: You will see different terms in this book that refer to the various
components involved with virtual SCSI. Depending on the context, these
terms may vary. With SCSI, usually the terms initiator and target are used, so
you may see terms such as virtual SCSI initiator and virtual SCSI target. On
the HMC or IVM, the terms virtual SCSI server adapter and virtual SCSI client
adapter are used, which are synonymous.

2.6.1 Partition access to virtual SCSI devices

76

The following sections describe the virtual SCSI architecture and the protocols
used.

Virtual SCSI client and server architecture overview

Virtual SCSl is based on a client/server relationship. The Virtual I/O Server owns
the physical resources and acts as server or, in SCSI terms, target device. The
client logical partitions access the virtual SCSI backing storage devices provided
by the Virtual 1/0O Server as clients.

The virtual I/O adapters are configured using an HMC or through the Integrated
Virtualization Manager on smaller systems. The provisioning of virtual disk
resources is provided by the Virtual I/O Server.

Physical disks presented to the Virtual /O Server can be exported and assigned
to a client partition in a number of different ways:
» The entire disk is presented to the client partition.

» The disk is divided into several logical volumes, which can be presented to a
single client or multiple different clients.

» With the introduction of Virtual /0O Server 1.5, files can be created on these
disks and file-backed storage can be created.

The logical volumes or files can be assigned to different partitions. Therefore,
virtual SCSI enables sharing of adapters as well as disk devices.
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To make a physical disk, logical volume or file backed storage device available to
a client partition, it is assigned to a virtual SCSI server adapter in the Virtual I/O
Server. The virtual SCSI adapter is represented by a vhost device as follows:

vhost0 Available Virtual SCSI Server Adapter

The client partition accesses its assigned disks through a virtual SCSI client
adapter. The virtual SCSI client adapter sees the disks, logical volumes or
file-backed storage through this virtual adapter as virtual SCSI disk devices. The
commands in the following example show how the disks appear on an AlX client
partition:

# 1sdev -Cc disk -s vscsi
hdisk2 Available Virtual SCSI Disk Drive

# 1scfg -vpl hdisk2
hdisk2 U9117.MMA.100F6A0-V4-C40-T1-L810000000000 Virtual SCSI Disk
Drive

The vhost SCSI adapter is the same as a normal SCSI adapter. You can have
multiple disks available from it. Usually one virtual SCSI server mapped to one
virtual SCSI client will be configured, mapping backing devices through to
individual LPARSs. It is possible to map these virtual SCSI servers to multiple
LPARs, which is useful for creating virtual optical devices, allowing CD or DVD
media devices to be moved amongst LPARs using simple AIX commands.

The mapping of Virtual I/O Server virtual SCSI adapters to virtual SCSI client
adapters is performed on the HMC or the IVM. See 3.6.1, “Virtual SCSI
resources” on page 218 for more details.
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Figure 2-24 shows an example where one physical disk is divided into two logical
volumes by the Virtual I/O Server. Each of the two client partitions is assigned
one logical volume, which is then accessed through a virtual /O adapter (VSCSI
Client Adapter). Inside the partition, the disk is seen as a normal hdisk.

I/O Server Partition Client Partition 1 Client Partition 2
. . Physical
Physical Disk
(SCS, FC) Adapter
LVM
3 3 D D
Logical Logical W W
Volume 1 Volume 2
vSCSl vSCSI vSCSI vSCSI
Server Server Client Client
Adapter Adapter Adapter Adapter

POWER Hypervisor

Figure 2-24  Virtual SCSI architecture overview

Multiple backing devices per virtual SCSI link

Once these virtual SCSI server/client links have been set up, one or more
backing devices (whole disks, logical volumes or files) can be presented using
the same link.

At the time of writing each link can handle 510 1/O requests in parallel (also
referred to as the queue depth), meaning multiple backing devices can be
assigned to each link; see Figure 2-25 on page 79.
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Figure 2-25 Queue depths and virtual SCSI considerations

Each device will have an associated queue depth, which is the number of I/O
requests each device can handle concurrently. Table 2-5 shows some default

values and some suggested maximum number of devices to present through a
single virtual SCSI server/client linkage.

Note: If you have disks with high 1/0 requirements or have tuned the queue

depths, make sure you take these into consideration. The file-backed devices

will inherit the queue depth of their backing device.

Table 2-5 Suggested maximum number of devices per virtual SCSI link

Disk Type Default Queue Depth Suggested max per
virtual SCSI linkage

Internal SCSI disk 3 85

SAN disk 10 26
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SCSI Remote Direct Memory Access

The SCSI family of standards provides many different transport protocols that
define the rules for exchanging information between SCSI initiators and targets.
Virtual SCSI uses the SCSI RDMA Protocol (SRP), which defines the rules for
exchanging SCSI information in an environment where the SCSI initiators and
targets have the ability to directly transfer information between their respective
memory address spaces.

SCSI requests and responses are sent using the virtual SCSI adapters that
communicate through the POWER Hypervisor.

The actual data transfer, however, is done directly between a data buffer in the
client partition and the physical adapter in the Virtual I/O Server using the Logical
Remote Direct Memory Access (LRDMA) protocol.

Figure 2-26 demonstrates data transfer using LRDMA. The VSCSI initiator of the
client partition uses the POWER Hypervisor to request data access from the
VSCSI target device.

The Virtual 1/0 Server then determines which physical adapter this data is to be
transferred from and sends it’s address to the POWER Hypervisor. The POWER
Hypervisor maps this physical adapter address to the client partition’s data buffer
address to set up the data transfer directly from the physical adapter of the
Virtual I/O Server to the client partition’s data buffer.

vSCSI Client I/O Server
Data
Buffer Physical
vSCSI vSCSI |, , Adapter
\ Initiator Target Driver
Data._.:-._____.: SCSI Control

POWER Hypervisor

\ PCI Adapter —

Figure 2-26 Logical Remote Direct Memory Access
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Dynamic partitioning for virtual SCSI devices

Virtual SCSI server and client devices can be assigned and removed dynamically
using the HMC or IVM. This should be coordinated with the linking and removal
of the backing devices in the Virtual I/O Servers.

With a physical device mapped to a virtual server (vhost) adapter, there are two
options for moving disks between partitions:

» Reassign the VSCSI adapter on the server partition to a new client partition,
then create a VSCSI client adapter in the new target partition. On the client,
the cfgmgr command is run and the new VSCSI disk is available.

» If the virtual SCSI server and client adapters are already created for the new
LPAR, just remove and recreate the linkage (vtscsi) device on the VIO server
and then run the cfgmgr command on the target LPAR.

Virtual SCSI optical devices

A DVD or CD device can be virtualized and assigned to Virtual I/O clients. Only
one virtual I/O client can have access to the drive at a time. The advantage of a
virtual optical device is that you do not have to move the parent SCSI adapter
between virtual I/O clients.

Note: The virtual optical drive cannot be moved to another Virtual I/O Server
since client SCSI adapters cannot be created in a Virtual I1/0O Server. If you
want the CD or DVD drive in another Virtual I/O Server, the virtual device must
be de-configured and the parent SCSI adapter must be de-configured and
moved, as described later in this section.

For more information, see 3.5.3, “Virtual SCSI optical devices” on page 190.

2.6.2 General virtual SCSI considerations

The following areas should be considered when implementing virtual SCSI:

» At the time of writing, virtual SCSI supports Fibre Channel, parallel SCSI,
SCSI RAID devices, and optical devices, including DVD-RAM and DVD-ROM.
Other protocols, such as SSA and tape devices, are not supported.

» A logical volume on the Virtual I/O Server used as a virtual SCSI disk cannot
exceed 1 TB in size.

» The SCSI protocol defines mandatory and optional commands. While virtual
SCSI supports all the mandatory commands, not all optional commands are
supported.
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Important: Although logical volumes that span multiple physical volumes are
possible, for optimum performance, a logical volume should reside wholly on a
single physical volume. To guarantee this, volume groups can be composed of
single physical volumes.

Keeping an exported storage pool backing device or logical volume on a single
hdisk results in optimized performance.

Bad Block Relocation on Virtual I/O Server Version 1.3 and above is
supported as long as a virtual SCSI device is not striped, mirrored, and when
the LV spans multiple PV.

To verify that a logical volume does not span multiple disks, run the following:

$ 1slv -pv app_vg

app_vg:N/A
PV COPIES IN BAND DISTRIBUTION
hdisk5 320:000:000  99% 000:319:001:000:000

Only one disk should appear in the resulting list.

Installation and migration considerations
The following are the major installation and migration considerations:

» Planning client partition root volume group sizes prior to creating logical
volumes is recommended. Increasing a rootvg by extending its associated
Virtual /0O Server logical volume is not supported.

» Migrating a disk from physically connected SCSI to a virtually connected
SCSI device is not supported at this time. At the time of writing the only tested
method for migration involved a backup and restore of the data when
migrating from a physical device to a virtual device.

» Virtual SCSI itself does not have any maximums in terms of number of
supported devices or adapters. At the time of writing, the Virtual I/O Server
supports a maximum of 1024 virtual 1/O slots per Virtual I/O Server. A
maximum of 256 virtual I/O slots can be assigned to a single client partition.

Every I/O slot needs some physical server resources to be created.
Therefore, the resources assigned to the Virtual I1/0O Server puts a limit on the
number of virtual adapters that can be configured.

Performance considerations

Provided that there is sufficient CPU processing capacity available, the
performance of virtual SCSI should be comparable to dedicated 1/O devices.
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Virtual Ethernet, having non-persistent traffic, runs at a higher priority than the
virtual SCSI on the VIO server. To make sure that high volumes of networking
traffic will not starve the virtual SCSI of CPU cycles, a threaded mode of
operation has been implemented for the Virtual I/O Server by default since
version 1.2.

2.7 Virtual and Shared Ethernet introduction

Virtual Ethernet enables inter-partition communication without the need for
physical network adapters assigned to each partition. Virtual Ethernet allows the
administrator to define in-memory connections between partitions handled at the
system level (POWER Hypervisor and operating systems interaction). These
connections exhibit characteristics similar to physical high-bandwidth Ethernet
connections and support the industry standard protocols (such as IPv4, IPv6,
ICMP, or ARP). Shared Ethernet enables multiple partitions to share physical
adapters for access to external networks.

Virtual Ethernet requires the following:

» An IBM System p server (POWERS5 or POWERS)

» The appropriate level of AIX (5L v5.3 or v6.1) or Linux

» Hardware Management Console (HMC) or Integrated Virtualization Manager
(IVM) to define the virtual Ethernet devices

Virtual Ethernet does not require the purchase of any additional features or
software. However, Shared Ethernet Adapters and the Virtual 1/0O Server
software does require the PowerVM feature (Standard or Enterprise editions).

The concepts of Virtual and Shared Ethernet on IBM System p are introduced in
the following sections:

» Virtual LAN: a general overview of Virtual LAN concepts and its use with AIX
is given.

» Inter-partition networking: using virtual Ethernet

» Sharing of physical Ethernet adapters: on IBM System p to allow multiple
partitions to access external networks

» An Example: Virtual LAN and Shared Ethernet Adapter
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2.7.1 Virtual LAN

This section discusses the general concepts of Virtual LAN (VLAN) technology.
Specific reference to its implementation within AlX is given after emphasizing the
benefits of VLANS.

Virtual LAN overview

Virtual LAN is a technology used for establishing virtual network segments, also
called network partitions, on top of physical switch devices. A Virtual LAN is a
layer-2 (L2) concept of the OSI model, so it operates below TCP/IP. If configured
appropriately, a single switch can support multiple VLANs, and a VLAN definition
can also straddle multiple switches. VLANSs on a switch can be separated or
overlapping regarding the switch-ports assigned to them.

Typically, a VLAN is a single broadcast domain that enables all nodes in the
VLAN to communicate with each other without any routing (L3 forwarding) or
inter-VLAN bridging (L2 forwarding). For TCP/IP, this means that all node’s
interfaces in the same VLAN typically share the same IP subnet/netmask and
can resolve all IP addresses on this VLAN to MAC addresses by using the
Address Resolution Protocol (ARP). Even if a VLAN spans multiple switches,
from the TCP/IP point-of-view, all nodes on the same VLAN can be reached with
a single hop. This is in contrast to communication with nodes in other VLANS:
their IP addresses cannot (and need not) be resolved by ARP, because these
nodes are reached by making an additional hop through an L3 router (which
UNIX administrators sometimes refer to as a gateway).

In Figure 2-27 on page 85, two VLANs (VLAN 1 and 2) are defined on three
switches (Switch A, B, and C). There are seven hosts (A-1, A-2, B-1, B-2, B-3,
C-1, and C-2) connected to the three switches. The physical network topology of
the LAN forms a tree, which is typical for a non-redundant LAN:

» Switch A

— Node A-1

— Node A-2

— Switch B
¢ Node B-1
* Node B-2
¢ Node B-3

— Switch C
* Node C-1
¢ Node C-2
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Figure 2-27 Example of VLANs

In many situations, the physical network topology has to take into account the
physical constraints of the environment, such as rooms, walls, floors, buildings,
and campuses, to name a few. But VLANs can be independent of the physical
topology:

» VLAN 1
— Node A-1
— Node B-1
— Node B-2
— Node C-1
» VLAN?2
— Node A-2
— Node B-3
— Node C-2
Although nodes C-1 and C-2 are physically connected to the same switch C,

traffic between two nodes is blocked. To enable communication between VLAN 1
and 2, L3 routing or inter-VLAN bridging would have to be established between
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them; this would typically be provided by an L3 device, for example, a router or
firewall plugged into switch A.

Consider the uplinks between the switches: they carry traffic for both VLANSs 1
and 2. Thus, there only has to be one physical uplink from B to A, not one per
VLAN. The switches will not be confused and will not mix up the different VLANS’
traffic, because packets travelling through the trunk ports over the uplink will have
been tagged appropriately.

Virtual LAN benefits

The use of VLAN technology provides more flexible network deployment over
traditional network technology. It can help overcome physical constraints of the
environment and help reduce the number of required switches, ports, adapters,
cabling, and uplinks. This simplification in physical deployment does not come for
free: the configuration of switches and hosts becomes more complex when using
VLANSs. But the overall complexity is not increased; it is just shifted from physical
to virtual.

VLANSs also have the potential to improve network performance. By splitting up a
network into different VLANSs, you also split up broadcast domains. Thus, when a
node sends a broadcast, only the nodes on the same VLAN will be interrupted by
receiving the broadcast. The reason is that normally broadcasts are not
forwarded by routers. You have to keep this in mind if you implement VLANs and
want to use protocols that rely on broadcasting, such as BOOTP or DHCP for IP
auto-configuration.

It is also common practice to use VLANSs if Gigabit Ethernet’'s Jumbo Frames are
implemented in an environment, where not all nodes or switches are able to use
or are compatible with Jumbo Frames. Jumbo Frames allow for an MTU size of
9000 instead of Ethernet’s default 1500. This may improve throughput and
reduce processor load on the receiving node in a heavy loaded scenario, such as
backing up files over the network.

VLANSs can provide additional security by allowing an administrator to block
packets from one domain to another domain on the same switch. This provides
an additional control on what LAN traffic is visible to specific Ethernet ports on
the switch. Packet filters and firewalls can be placed between VLANSs, and
Network Address Translation (NAT) could be implemented between VLANSs.
VLANSs can make the system less vulnerable to attacks.

AIX virtual LAN support
Some of the technologies for implementing VLANS include:

» Port-based VLAN
» Layer-2 VLAN
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» Policy-based VLAN
» |EEE 802.1Q VLAN

Note: VLAN support in AIX and PowerVM is based on the IEEE 802.1Q VLAN
implementation.

Port-based VLAN can also be used with AIX and is completely transparent to

AIX. VLAN support is not specific to PowerVM, it is available on all IBM System p
servers with the appropriate level of AlX.

The IEEE 802.1Q VLAN support is achieved by letting the AIX VLAN device

driver add a VLAN ID tag to every Ethernet frame, as shown in Figure 2-28, and
the Ethernet switches restricting the frames to ports that are authorized to

receive frames with that VLAN ID.

Layer 2

To and from application
or higher-level protocols

data
| |
S — |l - AP [
| |
| |
data
IP- header|
payload
|
e P R
1
|
Ethernet IP- header| data 1)
o
header o
payload
| 14bytes |
| 1
| |
| |
Ethernet IP- header| data 9
header ©
payload
18 bytes _g 5
Q
8 3

a chunk of data

an IP packet
(max. 1500 bytes)

an untagged
Ethernet frame

(max. 1518 bytes)

a tagged Ethernet frame
(max. 1522 bytes)

4 bytes

To and from an VLAN tagged
port on an Ethernet switch

Figure 2-28 The VID is placed in the extended Ethernet header

Chapter 2. Virtualization technologies on System p servers

87




The VLAN ID is placed in the Ethernet header and consequently does not create
an additional header. To be able to do this, the Ethernet frame size for tagged
frames was increased from 1518 bytes to 1522 bytes and the Ethernet header
format was slightly modified with the introduction of IEEE802.1Q. Thus, in
contrast to, for example, Point-to-Point-Protocol-over-Ethernet (PPPoE), which is
commonly used for xDSL with a MTU of 1492, you do not have to care about
reducing the TCP/IP’s MTU of 1500 with respect to VLAN ID tagging.

Notes:

1. You do not have to reduce the TCP/IP default MTU size of 1500 for
Ethernet due to the additional 4 bytes introduced by IEEE 802.1Q VLANS.

2. If you increase the TCP/IP’s MTU size for virtual Ethernet adapters that are
implemented by the POWER Hypervisor, as introduced in 2.7.2,
“Inter-partition networking with virtual Ethernet” on page 91, you must take
the additional 4 bytes introduced by IEEE 802.1Q VLANSs into account: the
maximum MTU is 65394 without VLANs and 65390 bytes with VLANSs. This
is due to a limit of 65408 bytes for virtual Ethernet frames transmitted
through the POWER Hypervisor. (The Ethernet headers are 14 and 18
bytes, respectively, but there is no need for the 4-byte CRC in the POWER
Hypervisor).

A port on a VLAN-capable switch has a default port virtual LAN ID (PVID) that
indicates the default VLAN the port belongs to. The switch adds the PVID tag to
untagged packets that are received by that port. In addition to a PVID, a port may
belong to additional VLANs and have those VLAN IDs assigned to it that indicate
the additional VLANs the port belongs to.

» A switch port with a PVID only is called an untagged port.
Untagged ports are used to connect VLAN-unaware hosts.

» A port with a PVID and additional VIDs is called a tagged port.
Tagged ports are used to connect VLAN-aware hosts.

VLAN-aware means that the host is IEEE 802.1Q compatible and can
manipulate VLAN tags, and thus can interpret them, add them, and remove them
from Ethernet frames. A VLAN-unaware host could be confused by receiving a
tagged Ethernet frame. It would drop the frame and indicate a frame error.

Receiving packets on a tagged port
A tagged port uses the following rules when receiving a packet from a host:

1. Tagged port receives an untagged packet: the packet will be tagged with the
PVID, then forwarded.
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2. Tagged port receives a packet tagged with the PVID or one of the assigned
VIDs: the packet will be forwarded without modification.

3. Tagged port receives a packet tagged with any VLAN ID other than the PVID
or assigned additional VIDs: the packet will be discarded.

Thus, a tagged port will only accept untagged packets and packets with a VLAN
ID (PVID or additional VIDs) tag of these VLANSs that the port has been assigned
to. The second case is the most typical.

Receiving packets on an untagged port

A switch port configured in the untagged mode is only allowed to have a PVID
and will receive untagged packets or packets tagged with the PVID. The
untagged port feature helps systems that do not understand VLAN tagging
(VLAN unaware hosts) to communicate with other systems using standard
Ethernet.

An untagged port uses the following rules when receiving a packet from a host:

1. Untagged port receives an untagged packet: the packet is tagged with the
PVID, then forwarded

2. Untagged port receives a packet tagged with the PVID: the packet is
forwarded without modification

3. Untagged port receives a packet tagged with any VLAN ID other than the
PVID: the packet is discarded

The first case is the most typical; the other two should not occur in a properly
configured system.

After having successfully received a packet over a tagged or untagged port, the
switch internally does not need to handle untagged packets any more, just
tagged packets. This is the reason why multiple VLANs can easily share one
physical uplink to a neighbor switch. The physical uplink is being made through
trunk ports that have all the appropriate VLANs assigned.
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Sending packets on a tagged or untagged port

Before sending a packet out, the destination ports of the packet must be
determined by the switch based on the destination MAC address in the packet.
The destination port must have a PVID or VID matching the VLAN ID of the
packet. If the packet is a broadcast (or multicast), it is forwarded to all (or many)
ports in the VLAN, even using uplinks to other switches. If no valid destination
port can be determined, the packet is simply discarded. Finally, after internally
forwarding the packet to the destination switch ports, before sending the packet
out to the receiving host, the VLAN ID may be stripped-off or not, depending on
the port-type:

» Tagged port sends out a packet: the PVID or VID remains tagged to the
packet.

» Untagged port sends out a packet: the PVID is stripped from the packet.

Therefore, tagged and untagged switch ports behave similarly with respect to
receiving packets, but they behave differently with respect to sending packets
out.

Ethernet adapters and interfaces in AIX
AIX differentiates between a network adapter and network interface:

Network adapter Represents the layer-2 device, for example, the Ethernet
adapter ent0 has a MAC address, such as
06:56:C0:00:20:03

Network interface Represents the layer-3 device, for example the Ethernet
interface en0 has an IP address, such as 9.3.5.195

Typically, a network interface is attached to a network adapter, for example, an
Ethernet interface en0 is attached to an Ethernet adapter ent0. There are also
some network interfaces in AIX that are not attached to a network adapter, for
example, the loopback interface 100 or a Virtual IP Address (VIPA) interface, such
as vio, if defined.

Note: Linux does not distinguish between a network adapter and a network
interface with respect to device naming: there is just one device name for both.
In Linux, a network device ethO represents the network adapter and the
network interface, and the device has attributes from layer-2 and layer-3, such
as a MAC address and an IP address.

When using VLAN, EtherChannel (EC), Link Aggregation, (LA) or Network
Interface Backup (NIB) with AIX, the general concept is that Ethernet adapters
are being associated with other Ethernet adapters, as shown in Figure 2-29 on
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page 91. EtherChannel and Link Aggregation will be explained in more detail in
4.3.4, “Using Link Aggregation on the Virtual I/O Server” on page 258.

By configuring VLANSs on a physical Ethernet adapter in AlX, for each VLAN ID
being configured by the administrator, another Ethernet adapter representing this
VLAN will be created automatically. There are some slight differences with regard
to what happens to the original adapters: with EC, LA, and NIB, the member
adapters will not be available for any other use, for example, to be attached to an
interface. Contrary to this, when creating a VLAN adapter, the attached Ethernet
adapter will remain in the available state and an interface can still be attached to
it in addition to the VLAN adapter.

If you have one physical Ethernet adapter with device name ent0, which is
connected to a tagged switch port with PVID=1 and VID=100, the administrator
will generate an additional device name ent1 for the VLAN with VID=100. The
original device name ent0 will represent the untagged Port VLAN with PVID=1.
Ethernet interfaces can be put on both adapters: en0O would be stacked on ent0
and en1 on ent1, and different IP addresses will be configured to en0 and en1.
This is shown in Figure 2-29.

AlX host with VLAN AIX host with Link Aggregation
en N en3
(interface) ‘z (interface)

VID

IP addr
enl ent1 ent3
(interface) (adapter) (adapter)
/ | “'--.....__‘_ backup
entd entd ent1 ent2
(adapter) (adapter) (adapter) (adapter)
/ I v
single -4~ . appears like mulliple _ e — — — —f — — — — — .,{J._ = dppear
phys. link ~|4- > multiple phys. links ——— e —————— ; i~ like single
PVID=1 | tagged \l port I port ‘ port port
VID=100 port e —
Ethernet switch Ethernet switch E u I Ethernet switch

Figure 2-29 adapters and interfaces with VLANs (left) and LA (right)

2.7.2 Inter-partition networking with virtual Ethernet

The POWER Hypervisor implements an IEEE 802.1Q VLAN style virtual
Ethernet switch. Similar to a physical IEEE 802.1Q Ethernet switch it can support
tagged and untagged ports. A virtual switch does not really need ports, so the
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virtual ports correspond directly to virtual Ethernet adapters that can be assigned
to partitions from the HMC or IVM. There is no need to explicitly attach a virtual
Ethernet adapter to a virtual Ethernet switch port. To draw on the analogy of
physical Ethernet switches, a virtual Ethernet switch port is configured when you
configure the virtual Ethernet adapter on the HMC or IVM.

For AlX, a virtual Ethernet adapter is not much different from a physical Ethernet
adapter. It can be used:

» To configure an Ethernet interface with an IP address onto it
» To configure VLAN adapters (one per VID) onto it
» As a member of a Network Interface Backup adapter

But it cannot be used for EtherChannel or Link Aggregation.

The POWER Hypervisor’s virtual Ethernet switch can support virtual Ethernet
frames of up to 65408 bytes size, which is much larger than what physical
switches support: 1522 bytes is standard and 9000 bytes are supported with
Gigabit Ethernet Jumbo Frames. Thus, with the POWER Hypervisor’s virtual
Ethernet, you can increase TCP/IP’s MTU size to 65394 (= 65408 - 14 for the
header, no CRC) in the non-VLAN-case and to 65390 (= 65408 - 14 - 4 for the
VLAN, again no CRC) if you use VLAN.

Increasing the MTU size could benefit performance because it may improve the
efficiency of the transport. This is dependant on the communication data
requirements of the running workload.

2.7.3 Sharing physical Ethernet adapters

Virtual Ethernet enables inter-partition communication on the same server. There
are two approaches to connect a virtual Ethernet to an external network:

Routing Layer-3 IP packet forwarding
Bridging Layer-2 Ethernet frame forwarding
Routing

By enabling the IP forwarding capabilities of an AlX or Linux partition with virtual
and physical Ethernet adapters, the partition can act as router. Figure 2-30 on
page 93 shows a sample configuration. The client partitions have their default
routes set to the partition. This routes the traffic to the external network.

Note: In this type of configuration, the partition that routes the traffic to the
external network cannot be the Virtual I/O Server. This is because you cannot
enable IP forwarding from the Virtual /O Server command line interface.
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The routing approach has the following characteristics:

» It does not require the purchase of either PowerVM features and use of a
Virtual 1/0O Server.

» [P filtering, firewalling, or Quality of Service (QoS) could be implemented on
these routing partitions.

» The routing partitions could also act as endpoints for IPsec tunnels, thus
providing for encrypted communication over external networks for all
partitions, without having to configure IPSec on all partitions.

» Continuous availability can be enhanced by implementing more than one
such routing partition and by configuring IP multipathing on the clients, or by
implementing IP address fail over on routing partitions. This is discussed in
4.3, “Shared Ethernet redundancy” on page 251.
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Figure 2-30 Connection to external network using routing

Shared Ethernet Adapter

A Shared Ethernet Adapter (SEA) can be used to connect a physical Ethernet
network to a virtual Ethernet network. It also provides the ability for several client
partitions to share one physical adapter. Using a SEA, you can connect internal
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and external VLANSs using a physical adapter. The SEA hosted in the Virtual I/O
Server acts as a layer-2 bridge between the internal and external network.

A SEA is a layer-2 network bridge to securely transport network traffic between
virtual Ethernet networks and physical network adapters. The Shared Ethernet
Adapter service runs in the Virtual I/O Server. It cannot be run in a general
purpose AlX or Linux partition.

Tip: A Linux partition can provide bridging function as well, with the brct1
command.

There are some things to consider on the use of SEA:

» Virtual Ethernet requires the POWER Hypervisor and PowerVM feature
(Standard or Enterprise Edition) and the installation of a Virtual /0O Server.

» Virtual Ethernet cannot be used prior to AIX 5L Version 5.3. Thus, an AIX 5L
Version 5.2 partition will need a physical Ethernet adapter.

The Shared Ethernet Adapter allows partitions to communicate outside the
system without having to dedicate a physical I/O slot and a physical network
adapter to a client partition. The Shared Ethernet Adapter has the following
characteristics:

» Virtual Ethernet MAC addresses of virtual Ethernet adapters are visible to
outside systems (using the arp -a command).

» Unicast, broadcast, and multicast is supported, so protocols that rely on
broadcast or multicast, such as Address Resolution Protocol (ARP), Dynamic
Host Configuration Protocol (DHCP), Boot Protocol (BOOTP), and Neighbor
Discovery Protocol (NDP) can work across an SEA.

In order to bridge network traffic between the virtual Ethernet and external
networks, the Virtual I/O Server has to be configured with at least one physical
Ethernet adapter. One SEA can be shared by multiple virtual Ethernet adapters
and each can support multiple VLANSs. Figure 2-31 on page 95 shows a
configuration example of an SEA with one physical and two virtual Ethernet
adapters. An SEA can include up to 16 virtual Ethernet adapters on the Virtual
I/O Server that share the physical access.
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Figure 2-31 Shared Ethernet Adapter

external network

A virtual Ethernet adapter connected to the Shared Ethernet Adapter must have
the Access External Networks check box (named the frunk flag in some earlier
releases of the HMC) enabled. Once an Ethernet frame is sent from a virtual
Ethernet adapter on a client partition to the POWER Hypervisor, the POWER
Hypervisor searches for the destination MAC address within the VLAN. If no
such MAC address exists within the VLAN, it forwards the frame to the virtual
Ethernet adapter on the VLAN that has the Access External Networks option
enabled. This virtual Ethernet adapter corresponds to a port of a layer-2 bridge,
while the physical Ethernet adapter constitutes another port of the same bridge.
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Note: A Shared Ethernet Adapter does not need to have IP configured to be
able to perform the Ethernet bridging functionality. It is very convenient to
configure IP on the Virtual I/O Server. This is because the Virtual I/0O Server
can then be reached by TCP/IP, for example, to perform dynamic LPAR
operations or to enable remote login. This can be done by configuring an IP
address directly on the SEA device, but it can also be defined on an additional
virtual Ethernet adapter in the Virtual 1/O Server carrying the IP address. This
leaves the SEA without the IP address, allowing for maintenance on the SEA
without losing IP connectivity if SEA failover has been configured. Neither has
a remarkable impact on Ethernet performance.

The SEA directs packets based on the VLAN ID tags. One of the virtual adapters
in the Shared Ethernet Adapter on the Virtual I/O Server must be designated as
the default PVID adapter. Ethernet frames without any VLAN ID tags that the
SEA receives from the external network are forwarded to this adapter and
assigned the default PVID. In Figure 2-31 on page 95, ent2 is designated as the
default adapter, so all untagged frames received by ent0 from the external
network will be forwarded to ent2. Since ent1 is not the default PVID adapter,
only VID=2 will be used on this adapter, and the PVID=99 of ent1 is not
important. It could be set to any unused VLAN ID. Alternatively, ent1 and ent2
could also be merged into a single virtual adapter ent1 with PVID=1 and VID=2,
being flagged as the default adapter.

When the SEA receives or sends IP (IPv4 or IPv6) packets that are larger than
the MTU of the adapter that the packet is forwarded through, either IP
fragmentation is performed, or an ICMP packet too big message is returned to
the sender, if the Do not fragment flag is set in the IP header. This is used, for
example, with Path MTU discovery.

Theoretically, one adapter can act as the only contact with external networks for
all client partitions. For more demanding network traffic scenarios (large number
of client partitions or heavy network usage), it is important to adjust the
throughput capabilities of the physical Ethernet configuration to accommodate
the demand.

There are several different ways to configure physical and virtual Ethernet
adapters into Shared Ethernet Adapters to maximize throughput:

» Using Link Aggregation (EtherChannel), several physical network adapters
can be aggregated. Refer to 4.3.4, “Using Link Aggregation on the Virtual I/O
Server” on page 258 for more details.

» Using several Shared Ethernet Adapters provides more queues and more
performance.
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Other aspects that have to be taken into consideration are availability (refer to
4.3, “Shared Ethernet redundancy” on page 251) and the ability to connect to
different networks.

When to use routing or bridging

Where several servers are consolidated onto a single system or where LPARs
are moved to another server, bridging is often the preferred choice. This is
because the network topology does not have to be changed and IP subnets and
IP addresses of the consolidated servers can stay unmodified. Even an existing
multiple VLAN scheme can be bridged.

Routing may be worth consideration under various circumstances:

» Additional functions to basic packet forwarding are required and should be
performed in a central place:

IP filtering

Firewalling
QoS Routing
IPsec tunneling

» The external network is a layer-3-switched Ethernet with the dynamic routing
protocol OSPF, as found in many IBM System z™ environments.

» Avoid purchasing the PowerVM feature (Standard or Enterprise Edition)
because the routing approach does not require the use of the Virtual 1/0
Server.

To summarize: in most typical environments, bridging will be the most
appropriate option, being simpler to configure. It should be considered as the
default approach.

2.7.4 Virtual and Shared Ethernet configuration example

After having introduced the basic concepts of VLANS, virtual Ethernet, and
Shared Ethernet Adapters in the previous sections, this section discusses in
more detail how communication between partitions and with external networks
operates. The sample configuration in Figure 2-32 on page 98 is used as an
example.

The configuration is using four client partitions (Partition 1 through Partition 4)
running AIX and one Virtual 1/O Server (VIOS). Each of the client partitions is

defined with one virtual Ethernet adapter. The Virtual I/O Server has a Shared
Ethernet Adapter (SEA) that bridges traffic to the external network.
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Figure 2-32 VLAN configuration example

Inter-partition networking
Partition 2 and Partition 4 are using virtual Ethernet adapters with the Port virtual
LAN ID (PVID) only. This means that:

>

>

| 2

The operating system running in such a partition is not aware of the VLANSs.
Only packets for the VLAN specified as PVID are received.

Packets have their VLAN tag removed by the POWER Hypervisor before the
partitions receive them.

Packets sent by these partitions have a VLAN tag attached for the VLAN
specified as PVID by the POWER Hypervisor.

In addition to the PVID, the virtual Ethernet adapters in Partition 1 and Partition 3
are also configured for VLAN 10 using a VLAN Ethernet adapter (ent1) and
network interface (en1) created through the smitty vlian command on AlX (using
the vconfig command on Linux). This means that:

>

Packets sent through network interfaces en1 are tagged for VLAN 10 by the
VLAN Ethernet adapter ent1 in AIX.

Only packets for VLAN 10 are received by the network interfaces en1.

Packets sent through en0 are not tagged by AlX, but are automatically tagged
for the VLAN specified as PVID by the POWER Hypervisor.
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» Only packets for the VLAN specified as PVID are received by the network
interfaces en0.

In the configuration shown in Figure 2-32 on page 98, the Virtual I/0O Server
(VIOS) bridges both VLAN 1 and VLAN 10 through the Shared Ethernet Adapter
(SEA) to the external Ethernet switch. But the Virtual I/O Server itself can only
communicate with VLAN 1 through its network interface en2 attached to the
SEA. Because this is associated with the PVID, VLAN tags are automatically
added and removed by the POWER Hypervisor when sending and receiving
packets to other internal partitions through interface en2.

Table 2-6 summarizes which partitions in the virtual Ethernet configuration from
Figure 2-32 on page 98 can communicate with each other internally through
which network interfaces.

Table 2-6 Inter-partition VLAN communication
Internal VLAN Partition / network interface

1 Partition 1/ en0
Partition 2 / en0
Virtual 1/0 Server / en2

2 Partition 3/ en0
Partition 4 / en0
10 Partition 1 / en1

Partition 3 / en1

If the Virtual I/O Server is required to communicate with VLAN 10 as well, then it
would need to have an additional Ethernet adapter and network interface with an
IP address for VLAN 10, as shown on the left of Figure 2-33 on page 100. A
VLAN-unaware virtual Ethernet adapter with a PVID only, as shown in the left of
Figure 2-33 on page 100, would be sufficient; there is no need for a VLAN-aware
Ethernet adapter (ent4), as shown in the center of Figure 2-33 on page 100. The
simpler configuration with a PVID only would be effective, since the Virtual
IO/Server already has access to VLAN 1 through the network interface (en2)
attached to the SEA (ent2). Alternatively, you could associate an additional VLAN
Ethernet adapter (ent3) to the SEA (ent2), as shown on the right in Figure 2-33
on page 100.
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Figure 2-33 Adding virtual Ethernet adapters on the Virtual I/O Server for VLANs

Note: Although it is possible to configure multiple IP addresses on a Virtual
I/O Server, it is recommended to have no more than one, because some
commands of the command line interface make this assumption. Thus, a
Virtual 1/0 Server should have one IP address or no IP address.

An IP address is necessary on a Virtual I/O Server to allow communication
with the HMC through RMC, which is a prerequisite to perform dynamic LPAR
operations. Thus, we recommend having exactly one IP address on a Virtual
I/O Server, if you want to be able to use dynamic LPAR with the Virtual I/O
Server.

Communication with external networks

The Shared Ethernet Adapter (SEA) of Figure 2-32 on page 98 is configured with
default PVID 1 and default adapter ent1. This means that untagged packets or
packets with VID=1 that are received by the SEA from the external network are
forwarded to adapter ent1. The virtual Ethernet adapter ent1 has the additional
VID 10. Thus, packets tagged with VID 10 will be forwarded to ent1 as well.

The handling of outgoing traffic to the external network depends on the VLAN tag
of the outgoing packets:

» Packets tagged with VLAN 1, which matches the PVID of the virtual Ethernet
Adapter ent1, are untagged by the POWER Hypervisor before they are
received by ent1, bridged to ent0 by the SEA, and sent out to the external
network.
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» Packets tagged with a VLAN other than the PVID 1 of the virtual Ethernet
adapter ent1, such as VID 10, are processed with the VLAN tag unmodified.

In the virtual Ethernet and VLAN configuration example of Figure 2-32 on
page 98, partition 1 and partition 2 have access to the external Ethernet through
network interface ent0 using PVID 1.

» Since packets with VLAN 1 are using the PVID, the POWER Hypervisor will
remove the VLAN tags before these packets are received by ent0 of partition
1 and 2.

» Since VLAN 1 is also the PVID of ent1 of the SEA in the Virtual I/O Server,
these packets will be processed by the SEA without VLAN tags and will be
send out untagged to the external network.

» Therefore, VLAN-unaware destination devices on the external network will be
able to receive the packets as well.

Partition 1 and Partition 3 have access to the external Ethernet through network
interface en1 and VLAN 10.

» These packets are sent out by the VLAN Ethernet adapter ent1, tagged with
VLAN 10, through the physical Ethernet adapter ent0.

» The virtual Ethernet adapter ent1 of the SEA in the Virtual I/O Server also
uses VID 10 and will receive the packet from the POWER Hypervisor with the
VLAN tag unmodified. The packet will then be sent out through ent0 with the
VLAN tag unmodified.

» Therefore, only VLAN-capable destination devices will be able to receive
these.

Partition 4 has no access to the external Ethernet.

Table 2-7 summarizes which partitions in the virtual Ethernet configuration from
Figure 2-32 on page 98 can communicate with which external VLANs through
which network interface.

Table 2-7 VLAN communication to external network
External VLAN Partition / network interface

1 Partition 1/ en0
Partition 2 / en0
Virtual I/0O Server / en2

10 Partition 1/ en1
Partition 3/ en1
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If this configuration must be extended to enable Partition 4 to communicate with
devices on the external network, but without making Partition 4 VLAN-aware, the
following alternatives could be considered:

» An additional physical Ethernet adapter could be added to Partition 4.

» An additional virtual Ethernet adapter ent1 with PVID=1 could be added to
Partition 4. Then Partition 4 would be able to communicate with devices on
the external network using the default VLAN=1.

» An additional virtual Ethernet adapter ent1 with PVID=10 could be added to
Partition 4. Then Partition 4 would be able to communicate with devices on
the external network using VLAN=10.

» VLAN 2 could be added as additional VID to ent1 of the Virtual I/O Server
partition, thus bridging VLAN 2 to the external Ethernet, just like VLAN 10.
Then Partition 4 would be able to communicate with devices on the external
network using VLAN=2. This would work only if VLAN 2 is also known to the
external Ethernet and there are some devices on the external network in
VLAN 2.

» Partition 3 could act as a router between VLAN 2 and VLAN 10 by enabling IP
forwarding on Partition 3 and adding a default route via Partition 3 to
Partition 4.

2.7.5 PowerVM Enterprise Edition and virtual Ethernet

A major additional capability of PowerVM Enterprise Edition is PowerVM Live
Partition Mobility. PowerVM Live Partition Mobility allows you to migrate running
AIX and Linux partitions (and their hosted applications) from one physical server
to another without disrupting the infrastructure services. The migration operation
maintains complete system transactional integrity. The migration transfers the
entire system environment, including processor state, memory, attached virtual
devices, and connected users.

For more information, refer to IBM System p Live Partition Mobility, SG24-7460.

Note: PowerVM Live Partition Mobility is not supported by the PowerVM
Standard Edition feature.

PowerVM Live Partition Mobility supports two types of migration; Inactive
migration, and Active migration.

» Inactive migration moves the definition of a powered off logical partition from
one system to another along with its network and disk configuration.

» Active migration moves a running logical partition from a source system to a
destination system with no disruption of partition operation or user service.
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PowerVM Live Partition Mobility requires a specific hardware infrastructure and
configuration. The primary requirements for the migration of a logical partition
are:

» Two POWERG6-based systems controlled by the same HMC (and optional
redundant HMC is supported) or two POWERG-based systems controlled by
IVM.

» The destination system must have enough processor capacity and memory
resources to host the mobile partition.

» The operating system, applications, and data of the mobile partition must
reside on virtual storage on SAN storage.

» No physical adapters may be used by the mobile partition at the time of the
migration.

» The mobile partition’s network and disk access must be virtualized using one
or more Virtual I/O Servers.

— The Virtual I/O Servers on both systems must have a shared Ethernet
adapter configured to bridge to the same Ethernet network used by the
mobile partition

— The Virtual I/O Server on both systems must be capable of providing
virtual access to all disk resources used by the mobile partition

Note: PowerVM Live Partition Mobility depends on the use of the Virtual 1/0
Server and fully virtualized resources for both disk storage and networks.

2.8 Linux virtual I/O concepts

In addition to AlX, Linux can also be used on IBM System p. Linux can be
installed in a dedicated or shared processor partition. Linux running in a partition
can use physical devices and virtual devices. It can also participate in virtual
Ethernet and can access external networks through Shared Ethernet Adapters
(SEAs). A Linux partition can use virtual SCSI disks.

The following terms and definitions are general:

Virtual I/O client Any partition that is using virtualized devices provided by
other partitions.

Virtual I/O Server Any server of and I/O partition that is providing virtualized
devices to be used by other partitions.

PowerVM VIOS The PowerVM Virtual /0O Server from IBM for System p.
This is a special-function appliance partition that can only
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be used as an Virtual I/O Server, but is not intended to run
general applications.

VIO client and VIO server are roles. By this definition, a system could be a VIO
client and a VIO server at the same time. In most cases, this should be avoided,
because it complicates administration through complex dependencies.

A partition of a System p can host four different types of systems:
» AIX: Can only be a VIO client.

» Linux: Can be a VIO client.

» PowerVM VIOS: A VIO server only.

» i5/0S on select systems.

2.8.1 Linux device drivers for IBM System p virtual devices

IBM worked with Linux developers to create device drivers for the Linux 2.6
kernel that enable Linux to use the IBM System p virtualization features.

Table 2.1 shows all the kernel modules for IBM System p virtual devices.

Table 2-8 Kernel modules for IBM System p5 virtual devices

Linux 2.6 Supported virtual device Source file locations, relative to
kernel module lustr/src/linux/drivers/

hvcs virtual console server char/hvc*

ibmveth virtual Ethernet net/ibmveth*

ibmvscsic virtual SCSI - client/initiator scsi/ibmvscsi*

The Linux 2.6 kernel source can be downloaded from:
ftp://ftp.kernel.org/pub/1inux/kernel/v2.6/

Precompiled Linux kernel modules are included with some Linux distributions.

2.8.2 Linux as a VIO client
.Linux running in a partition of a System p can use virtual Ethernet adapters and

virtual devices provided by Virtual I/O Servers. A Linux VIO client can use both
PowerVM Virtual I/O Server and Linux Virtual /0O Server at the same time.

Virtual console
System p provides a virtual console /dev/hvcO to each Linux partition.
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Virtual Ethernet

To use virtual Ethernet adapters with Linux, the Linux kernel module ibmveth
must be loaded. If IEEE 802.1Q VLANSs are used, then, in addition, the Linux
kernel module 8021 must be available. Virtual Ethernet adapters use the same
naming scheme like physical Ethernet adapters, such as ethO for the first
adapter. VLANSs are configured by the vconfig command.

Linux can use inter-partition networking with other partitions and share access to
external networks with other Linux and AIX partitions, for example, through a
Shared Ethernet Adapter (SEA) of a PowerVM Virtual I/O Server.

Virtual SCSI client

The IBM virtual SCSI client for Linux is implemented by the ibmvscsic Linux
kernel module. When this kernel module is loaded, it will scan and auto-discover
any virtual SCSI disks provided by the Virtual /O Servers. Discovery can also be
triggered manually after additional virtual SCSI disks have been added to the
virtual SCSI adapter at the Virtual 1/0 Server.

Virtual SCSI disks will be named just as regular SCSI disks, for example,
/dev/sda for the first SCSI disk or /dev/sdb3 for the third partition on the second
SCSI disk.

MPIO

Linux has support for generic and some vendor-specific implementations of
Multi-Path 1/0 (MPIO), and some vendors provide additional MPIO-capable
device drivers for Linux.

MPIO involving the Linux client can be configured the following ways:
» MPIO access to the same disk through two Virtual I/O servers

» MPIO access to the same disk through one Virtual I/O server that has two
paths to the same disk

MPIO Single client and single Virtual I/O Server

Figure 2-34 on page 106 shows how MPIO can be implemented in the Virtual 1/0
Server to provide redundant access to external disks for the VIO client. However,
implementing MPIO in the Virtual I/O Server instead of in the VIO client does not
provide the same degree of high availability to the VIO client, because the VIO
client has to be shut down when the single Virtual I/O Server is brought down, for
example, when the Virtual I/O Server is upgraded.
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Figure 2-34 MPIO Single Client with Single VIOS with dual paths to the same disk

MPIO Single client and dual Virtual I/O Server

MPIO can also be implemented using a single virtual Linux client and a dual
Virtual I/O AIX server where the two Virtual I/O servers are accessing the same
disks. This creates an environment of flexibility and reliability. In the event that
one Virtual I/0O Server is shut down, the virtual client can utilize the other Virtual
I/O Server to access the single disk. This capability is possible in SLES 9, SLES
10, RHEL 4, and RHEL 5. Red Hat distributions require one boot parameter for
this configuration to work correctly. The parameter “install mpath” must be added
to the kernel boot line for the configuration shown in Figure 2-35 on page 107 to
work correctly.
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Figure 2-35 MPIO Single Client with Dual VIOS accessing the same disk

Mirroring

Linux can mirror disks by use of the RAID-Tools. Thus, for redundancy, you may
mirror each virtual disk provided by one Virtual I/0O Server to another virtual disk
provided by a different Virtual /0O Server.

Attention: Be aware that using Linux’s RAID-Tools to mirror the boot and root
partitions, and enabling the Linux system to boot from mirrored disks, may
require modification of the default boot scheme.

Currently, LVM mirroring of virtual disks within the PowerVM Virtual I/O Server is
not recommended. Implementing mirroring in a single Virtual I/O Server instead
of mirroring the VIO client storage within the client through two Virtual I/O
Servers does not provide the same degree of high availability. This is because
the VIO client would lose its connection to the storage when the single Virtual I/O
Server is upgraded or serviced. The difference between mirroring in the VIO
client and in the Virtual 1/0O Server is shown in Figure 2-36 on page 108.
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Note: Currently LVM mirroring of virtual disks on the PowerVM Virtual 1/0
Server is not recommended.

VIO client - VIO client E]

VIOS 1

(3] L3
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phy. disk phy. disk phy. disk phy. disk

Figure 2-36 Implementing Mirroring in the VIO client or VIO server

LYM
The Linux OS Logical Volume Manager can use any mix of virtual and physical
disks.

Attention: Be aware that using Linux’s LVM for the root partition, and
enabling the Linux system to boot with the root file system on a logical volume,
may require modification of the default boot scheme.
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2.8.3 Considerations

The use of Linux as a VIO client or server is subject to the following
considerations:

» Supported VIO clients are AlX and specific Linux distributions.
» For AIX VIO clients, only the PowerVM Virtual I/O Server is supported by IBM.

» Use of the PowerVM Virtual I1/0 Server may require the purchase of an
additional feature, depending on the IBM System p model.

» Dynamic LPAR on Linux partitions uses the Hot-Plugging subsystem and
behaves differently from AIX. Some operations require a reboot of the Linux
system, for example, resizing of memory, adding fiber channel cards, etc.

2.8.4 Further reading

The following are sources of additional information that can help you to configure
and use PowerVM features with Linux VIO clients and servers:

» Linux for pSeries installation and administration (SLES 9), by Chris Walden
<cmwalden @ us.ibm.com>, published at IBM DeveloperWorks, found at:

http://www-128.1ibm.com/developerworks/Tinux/library/1-pow-pinstall/

» Linux virtualization on POWERS5: A hands-on setup guide, by John Engel
<engel @ us.ibm.com>, published at IBM DeveloperWorks, found at:

http://www-128.1bm.com/developerworks/edu/1-dw-1inux-pow-virutal.htm
1

» POWERS Virtualization: How to set up the SUSE Linux Virtual I/O Server, by
Nigel Griffiths, <nag @ uk.ibm.com>, found at:

http://www-128.ibm.com/developerworks/eserver/1ibrary/es-susevio/

2.9 Software licensing in a virtualized environment

As the virtualization capabilities of IBM System p servers evolves, so should the
software licensing models to support and take best advantage of this. A number
of software vendors, including IBM, are working towards new licensing methods
to best take advantage of these technologies. By making use of features such as
Multiple Shared-Processor Pool technology (MSPP) there is an opportunity for
software vendors to provide new and innovative licensing terms, allowing us to
be able to define pools of processors supporting different licensed software.
Within this shared processor pool all of the LPARs can be uncapped, allowing
them to flex within the license boundary set by the MSPP.
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For more information it is suggested that you contact your software vendor. For
IBM software, at the time of writing, the latest information describing the
sub-capacity licensing model can be found here:

http://www-306.1bm.com/software/lotus/passportadvantage/licensing.html

and a statement of direction covering System p virtualization technologies is at:

http://www-01.ibm.com/common/ssi/rep_ca/3/897/ENUS207-273/ENUS207273.PD
F

2.9.1 Software licensing methods for UNIX operating systems

Most software vendors license operating systems using a per-CPU model may
be applying different weighting factors, depending on the power of the
processors. As part of the license agreement most companies will provide some
form of software maintenance agreement which provides support and updates
for the operating system.

An IBM System p server can have a number of installed processors, not all of
which need to be activated. These processors can be supplied as Capacity
Upgrade on Demand processors which can be activated with a simple code. For
the active processors an operating system license and software maintenance
agreement should be in place.

For example, a System p570 server with 16 installed processors, 8 of which are
active, would require an operating system software license to cover the 8 active

processors only. When a Capacity Upgrade on Demand code is requested, it will
cover the additional operating system licensing and software maintenance cost

associated with activating additional processors.

2.9.2 Licensing factors in a virtualized system

With the mainstream adoption of virtualization, more and more Independent
Software Vendors are adapting their licensing to accommodate the new
virtualization technologies. At the time of writing there was no clear
sub-processor licensing model prevalent in the industry. Rather, a number of
different models exist, varying with the Independent Software Vendors. When
calculating the cost of licensing and evaluating which virtualization technology to
use, the following factors should be considered:

» ISV recognition of virtualization technology and capacity capping method
» ISV sub-capacity licensing available for selected software products

v

ISV method for monitoring and management of sub-capacity licensing

v

ISV flexibility as license requirements change
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A careful consideration of the licensing factors in advance can help reduce the
overall cost in providing business applications. Traditional software licensing has
been based on a fixed machine with a fixed amount of resources. With these new
PowerVM technologies there are a number of challenges to this model:

» It is possible to migrate partitions between different physical machines (with
different speeds and numbers of total processors activated).

» Consider a number of LPARs which, at different times, are all using four
processors. However, these can all now be grouped using Multiple Shared
Processor Pool technology, which will cap the overall CPU always at four
CPUs in total.

Once the ISV support for these technologies is in place, it is anticipated that it will
be possible to increase the utilization within a fixed cost of software licenses.

Active processors and hardware boundaries

The upper boundary for licensing is always the quantity of active processors in
the physical system (assigned and unassigned), since only active processors
can be real engines for software.

Above the physical system level, on IBM System p servers, LPARs can be
defined. Most software vendors consider each LPAR as a standalone server and,
depending on whether it is using dedicated processors or micro-partitioning, will
license software per-LPAR.

The quantity of processors for a certain partition can vary over time, for example
with dynamic LPAR operations, but the overall licenses should equal or exceed
the total number of processors used by the software at any point in time. If you
are using uncapped micro-partitions, then the licensing must take into account
the fact that the LPAR can use extra processor cycles above the initial capacity
entitlement.

2.9.3 Capacity capping of LPARs

There are two main models for licensing software:

» Pre-pay license based on server capacity or number of users

» Post-pay license based on auditing and accounting for actual capacity used
With most software vendors offering the pre-pay method, the question most
vendors will ask will be about how much capacity an LPAR could use. With this in

mind the following sections illustrate how to calculate the amount of processing
power an LPAR could use.
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Dedicated or dedicated donating partitions

In an LPAR with dedicated processors, the initial licensing should be based on
the number of processors assigned to the LPAR at activation. Depending on the
partition profile maximums, if there are additional active processors or Capacity
Upgrade on Demand processors available in the system, these can be added
dynamically allowing operators to increase the quantity of processors.

The number of software licenses should be considered before any additional
processors are added, even temporarily, for example with dynamic LPAR
operations. Clients should note that some ISVs can require licenses for the
maximum possible number of processors for each of the partitions where the
software is installed (the maximum quantity of processors in the partition profile).

The sharing of idle processor cycles from running dedicated processor partitions
will not change the licensing considerations.

Micro-partitions

A number of factors should be considered when calculating the capacity of
micro-partitions. To allow the POWER Hypervisor to create micro-partitions the
physical processors are presented to the operating system as virtual processors.
As micro-partitions are allocated processing time by the POWER Hypervisor,
these virtual processors are dispatched on physical processors on a time-share
basis.

With each logical processor mapping to a physical processor, the maximum
capacity an uncapped micro-partition can use is the number of available virtual
processors, assuming:

» This capacity does not exceed the number of active processors in the physical
machine.

» This capacity does not exceed the available capacity in the shared processing
pool (more on this below).

The following sections discuss the different configurations possible and the
licensing implications of each.

Capped micro-partition

For a micro-partition, the desired entitled capacity is a guaranteed capacity of
computing power that a partition is given upon activation. For a capped
micro-partition, the entitled capacity is also the maximum processing power the
partition can use,

Using DLPAR operations, you can vary this between the maximum or minimum
values in the profile by executing dynamic LPAR operations.
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Uncapped micro-partition without MSPP technology

For an uncapped micro-partition, the entitled capacity given to the partition is not
necessarily a limit on the processing power. An uncapped micro-partition can use
more than the entitled capacity if there are some available resources within the
system.

In this case, on a POWERS5 system using the Shared Processor Pool or using
only the default shared processor pool on POWERS, the limiting factor for
uncapped micro-partition is the number of virtual processors. The micro-partition
can use up to the number of physical processors in the shared processor pool,
since each virtual processor is dispatched to a physical processor.

With only the single pool, the total resources available in the shared processor
pool will be equal to the activated processors in the machine minus any
dedicated (non-donating) partitions. This assumes that at a point in time all other
partitions will be completely idle.

The total licensing liability for an uncapped partition without MSPP technology
will be either the number of virtual processors or the number of processors in the
shared processor pool, whichever is smallest.

Uncapped micro-partition with MSPP technology

As above, for an uncapped micro-partition the entitled capacity given to the
partition is not necessarily a limit on the processing power. An uncapped
micro-partition can use more than the entitled capacity if there are some
available resources within the system.

For POWERS6 systems, using Multiple Shared Processor Pool technology, it is
possible to group micro-partitions together and place a limit on the overall group
maximum processing units. After defining a Shared Processor Pool group,
operators can group specific micro-partitions together that are running the same
software (software licensing terms permitting) allowing a pool of capacity that
can then be shared among a number of different micro-partitions. However,
overall, the total capacity used at any point in time will never exceed the pool
maximum.

Summary of licensing factors
Depending on the licensing model supported by the software vendor, it is
possible to work out licensing costs based on:

» Capped versus uncapped
» Number of virtual processors

» Unused processing cycles available in the machine, from dedicated donating
LPARs and other micro-partitions
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» (Multiple) shared processor pool maximum
» Active physical processors in the system

An example of the license boundaries is illustrated in Figure 2-37.
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CUoD Active Processors in system

Figure 2-37 License boundaries with different processor and pool modes

System with Capacity Upgrade on Demand processors
Processors in the CUoD pool do not count for licensing purposes until:

» They become temporarily or permanently active and are assigned to LPARs
» They become temporarily or permanently active in systems with PowerVM
and can be used by micro-partitions.

Clients can provision licenses of selected software for temporary or permanent
use on their systems. Such licenses can be used to align with the possible
temporary or permanent use of CUoD processors in existing or new AlX or Linux
partitions.

For more information about processors on demand On/Off, refer to 2.10.4,
“Capacity Upgrade on Demand” on page 123.

2.9.4 License planning and license provisioning of IBM software

With the widespread introduction of multi-core chips, IBM software is moving to a
licensing model based on a Processor Value Unit.
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In the past a new processor may have provided a throughput gain with a speed
increase over an existing generation. Nowadays a new processor may improve
throughput using other methods, such as:

» Number of cores per physical chip
» Number of threads each core can simultaneously dispatch
» Size and speed of cache

» Specialist processing units, for example decimal floating point in POWERG

The traditional measure for software licensing, the number and speed of
processors, is no longer a direct comparison of chip performance. In addition to
this vendors are introducing virtualization technologies, allowing the definition of
logical servers that use fractions of processing power.

The Processor Value Units will allow the licensing of software to reflect the
relative processor performance and allow the licensing of sub-capacity units.

For non-IBM software it is suggested that you contact your independent software
vendor sales representative. For more information on IBM software licensing, see
the links in 2.9, “Software licensing in a virtualized environment” on page 109.

Selected IBM software programs eligible under IBM Passport Advantage® and
licensed on a per-processor basis may qualify for sub-capacity terms, so licenses
are required only for those partitions where the programs are installed. To be
eligible for sub-capacity terms, the client must agree to the terms of the IBM
International Passport Advantage Agreement Attachment for sub-capacity
Terms.

Capacity Upgrade on Demand

Only selected IBM software for the System p is eligible for on demand licensing.
When planning for software charges on a per-processor basis for the systems,
the client should also differentiate between the following:

Initial licensing The client calculates the initial license entitlements,
based on the licensing rules and the drivers for licensing.
The client purchases processor licenses based on the
planned needs. The client can also purchase temporary
On/Off licenses of selected System p related software.

Additional licensing The client checks the actual usage of software licenses
or future planned needs and calculates the additional
license entitlements (temporary On/Off licenses also)
based on the licensing rules and the drivers for licensing.

On demand licensing The client contacts IBM or a Business Partner for the
submission of a Passport Advantage Program
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enrollment. The client follows the procedures of the
licensing method (sub-capacity licensing for selected
IBM Passport Advantage eligible programs) including
any auditing requirements and is billed for the capacity
used.

2.9.5 Sub-capacity licensing for IBM software

With the introduction of POWERSG and AIX 6.1 technologies, there have been a
number of challenges to the traditional licensing model, the traditional model
being based on a fixed number of processors in a machine with a fixed serial
number. Some of these challenges are discussed in 2.9.2, “Licensing factors in a
virtualized system” on page 110.

IBM already offers some software under sub-capacity licenses. For more
information on the terms, see:

http://www-306.1ibm.com/software/lotus/passportadvantage/licensing.html

At the time of writing this book, IBM is working to adopt these technologies into
their licensing model. More information can be found at:

http://www-01.1ibm.com/common/ssi/rep _ca/3/897/ENUS207-273/ENUS207273.PDF

Example of how sub-capacity licensing might be used

At the time of writing this book the final licensing scheme was not available.
However, it is anticipated that by using micro-partitioning an implementation
similar to the following may be possible.

Considering the traditional server with a fixed number of cores running an MQ
and DB2® workload, the licensing calculation might be similar to that in
Figure 2-38 on page 117.
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Single non-partitioned Server Cores to be Licensed:
WebSphere MQ|DB2
8 8| Total Cores
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Installed Processors in the System

Figure 2-38 Licensing requirements for a non-partitioned server

Taking advantage of IBM System p virtualization technology, depending on the
final licensing terms, it would be possible to take advantage of micro-partitioning
to reduce the licensing costs in a manner similar to that in Figure 2-39.

LPAR 1 LPAR 2 LPAR 3 LPAR 4 Cores to be Licensed:
WebSphere | WebSphere | webSphere WebSphere|DB2
MQ MQ MQ 4 4|LPAR1
4]- LPAR2
bB2 2]- LPAR3
Other - - LPAR4
Software 10 4|Sub-total
6 4|Total Capacity of Pool
6 4|Total Cores for licensing

10 Cores required

HE
Y T
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Y T
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Y T
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Y T

CPU| (CPU| |CPU| |CPU||CPU| |CPU|||CPU||CPU

Shared Processor Pool
Active Processors in the System

Figure 2-39 Licensing requirements in a micro-partitioned server
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For additional information about terms and conditions for sub-capacity licensing
of selected IBM software for your geography, contact your IBM representative or
visit:

http://www.ibm.com/software/passportadvantage

2.9.6 Linux operating system licensing

License terms and conditions of Linux operating system distributions are
provided by the Linux distributor, but all base Linux operating systems are
licensed under the GPL. Distributor pricing for Linux includes media,
packaging/shipping, and documentation costs, and they may offer additional
programs under other licenses as well as bundled service and support.

IBM offers the ability to accept orders and payment for Novell SUSE LINUX and
Red Hat, Inc. Linux distributions for the System p systems. This includes
shipping program media with initial System p system orders. Clients or
authorized business partners are responsible for the installation of the Linux OS,
with orders handled pursuant to license agreements between the client and the
Linux distributor.

Clients should consider the quantity of virtual processors in micro-partitions for
scalability and licensing purposes (uncapped partitions) when installing Linux in
a virtualized System p system.

Each Linux distributor sets its own pricing method for their distribution, service,
and support. Consult the distributor's Web site for information or visit:

http://www.novell.com/products/server/
https://www.redhat.com/software/rhel/compare/server/

2.10 Introduction to simultaneous multithreading

Simultaneous Multithreading (SMT) is a method used to increase the throughput
for a given amount of hardware. The principle behind SMT is to allow instructions
from more than one thread to be executed at the same time on a processor. This
allows the processor to continue performing useful work even if one thread has to
wait for data to be loaded.

To perform work a Central Processing Unit needs input information in the form of
instructions. Ideally this information will have been loaded into the CPU cache,

which allows the information to be quickly accessed. If this information cannot be
found in the processor cache, it must be fetched from other storage (other levels
of cache, memory or disk) which, in computer terms, can take a long time. While
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this is happening, the CPU has no information to process, which can result in the
CPU idling instead of performing useful work.

2.10.1 POWER processor SMT

The SMT implementation for POWERSG differs slightly from that in POWERS5,
increasing the throughput improvements offered by SMT as seen in most
commercial workloads.

Comparing, at a high level, the implementation of SMT in the two processors:

» In POWERS, the processor uses two separate program counters, one for
each thread. Instruction fetches alternate between the two threads. The two
threads share the instruction cache.

» In POWERS, the two threads form a single group of up to seven instructions
to be dispatched simultaneously (with up to five from a single thread),
increasing the throughput benefit over POWERS5 by between 15 to 30
percent.

Although almost all applications benefit from SMT, some highly optimized
workloads may not. For this reason, the POWER processors support
single-threaded (ST) execution mode. In this mode, the POWER processor gives
all the physical processor resources to the active thread.

It is possible to switch between ST and SMT modes dynamically (without
rebooting) in AIX 5.3 or 6.1. Linux partitions require a restart to change SMT
mode.

The benefit of SMT is greatest where there are numerous concurrently executing
threads, as is typical in commercial environments, for example, for a Web server
or database server. Some specific workloads, for example certain high
performance computing workloads, will generally perform better with ST.

2.10.2 SMT and AIX

The AIX operating system scheduler dispatches execution threads to logical
processors. Dedicated and virtual processors have one or two logical processors
associated with them, depending on whether SMT is enabled or not. Within each
partition it is possible to list the dedicated or virtual processors and their
associated logical processors. Because a pair of logical processors will be
associated with a single virtual or dedicated processor, they will all be in the
same partition.

Figure 2-40 on page 120 shows the relationship between physical (at the bottom
of the figure), dedicated (the physical tied to a CPU, not a virtual CPU) and
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logical processors for dedicated and micro-processor partitions. It is possible to
have some micro-partitions with SMT enabled and others with SMT disabled
running within the same physical system.

Dedicated-processors,

SMT=off Shared=processors, SMT=on

Operating System Operating System

Logical Logical Logical [l Logical Logical I Logical Logical [ Logical Logical Ml Logical
cPU cPU cPU cPU

Shared Processor Pool

Figure 2-40 Physical, virtual, and logical processors

SMT control in AIX

SMT is controlled by the AIX smtct1 command or with the system management
interface tool (SMIT). SMT can be enabled or disabled in two different ways:

» Dynamically on a logical partition
» After the next operating system reboot is performed

Setting SMT mode using the command line
The smtct1 command must be run by users with root authority.

The two flags associated with smtct1 are -m and -w; they are defined as follows:

-m off Will set SMT mode to disabled.
-m on Will set SMT mode to enabled.
-w boot Makes the SMT mode change effective on the next and

subsequent reboots.

-W how Makes the mode change effective immediately, but will not persist
across reboot.

The smtct1 command does not rebuild the boot image. If you want to change the
default SMT mode of AlX, the boshoot command must be used to rebuild the
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boot image. The boot image in AIX Version 5.3 and later has been extended to
include an indicator that controls the default SMT mode.

Note: If neither the -w boot nor the -w now flags are entered, the mode
change is made immediately and will persist across reboots. The boot image
must be remade with the boshoot command in order for a mode change to
persist across subsequent boots, regardless of -w flag usage.

The smtct1 command entered without a flag will show the current state of SMT in
the partition. An example of the smtct1 command in AlIX 6.1 follows:

# smtctl

This system is SMT capable.

SMT is currently enabled.

SMT boot mode is not set.

SMT threads are bound to the same virtual processor.

procO has 2 SMT threads.
Bind processor 0 is bound with proc0
Bind processor 1 is bound with proc0

proc2 has 2 SMT threads.
Bind processor 2 is bound with proc2
Bind processor 3 1is bound with proc2
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Setting SMT mode using SMIT

Use the smitty smt fast path to access the SMIT SMT control panel. From the
main SMIT panel, the selection sequence is Performance & Resource
Scheduling — Simultaneous Multi-Threading Processor Mode — Change
SMT Mode. Figure 2-41 shows the SMIT SMT panel.

Change 3MT Mode

Type or select walues in entry fields.
Press Enter AFTER making all desired changes.

[Entry Fields]
SMT Mode enahle +

SMT Change Effective: Now and subsedquent box +

SMT Change Effective:

Mowe cursor to desired item and press Enter.

[Tlow and subsecquent boots
Howr
Only on subsequent boots

Fl=Help F2=Refreszh Fi=Cancel
Fl| FS=Image FlO=Exit Enter=Do
E=z| /=Find n=Find Next

Fa

Figure 2-41 SMIT SMT panel with options

SMT performance monitor and tuning

AlIX includes additional commands or extended options to existing commands for
the monitoring and tuning of system parameters in SMT mode. For more
information, see Advanced POWER Virtualization: Managing and Monitoring,
SG24-7590.

2.10.3 SMT control in Linux

To enable or disable SMT at boot, use the following boot option at the boot
prompt:

boot: linux smt-enabled=on

Change the on to off to disable SMT at boot time. The default is SMT on.
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2.10.4 Capacity Upgrade on Demand

Capacity Upgrade on Demand (CUoD) adds operational and configuration
flexibility for the IBM System p platform. Available as a set of fee-based offerings,
CUoD allows additional resources to be added as they are needed. Processors
and memory can be brought online to meet increasing workload demands. If the
system is configured for dynamic LPAR, this can be accomplished without
impacting operations.

Capacity Upgrade on Demand (CUoD) for System p servers allows you to
increase available processor and memory resource, paying for increased
capacity only as your needs grow, through the following:

» Permanent capacity for non-disruptive growth

Provides a means of planned growth for clients who know they will need
increased capacity but aren't sure when. This allows you to install more
processors and memory than are initially required and then bring that
additional capacity online as demand increases. With AIX and Linux
operating environments that support dynamic LPAR, processor and memory
resource can be allocated dynamically without interrupting system or partition
operations.

Available processor resource can be incremented in one processor units
while memory can be incremented in 1 GB units. As workload demands
require more processing power, you can increase available processor
resource by placing an order for an activation feature code. You receive an
electronically encrypted activation key over the Internet that unlocks the
desired amount of processors. There is no hardware to ship and install, and
no additional contract is required.

» On/Off Capacity on Demand

Provides for planned and unplanned short-term growth driven by temporary
processing requirements such as seasonal activity, period-end requirements
or special promotions. Activation is user managed. On/Off CoD provides a
flexible capability for planned or predictable peek processing requirements for
p570, p5-570 (1.65/1.9/2.2 GHz), p5-590, and p5-595 servers.

When you order an On/Off CoD feature for p570, p5-570, p5-590, and p5-595
servers, you receive an enablement key that enables the administrator to turn
processors and memory on and off as desired, in increments of one
processor and 1 GB of memory. The system monitors the amount and
duration of the activations and generates a usage report which must be sent
to IBM monthly. Billing for the processors and memory is then based on the
usage report on a quarterly basis. You pay only for the processor days and
memory days after you have used them.
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» Reserve Capacity on Demand

Provides automated use of CUoD processors on IBM POWERS5
processor-based systems including the p5-570, p5-590 and p5-595 servers
for planned and unplanned short-term workloads which are run in a shared
processor pool.

Reserve CoD allows p5-570 (1.65/1.9/2.1 GHz), p5-590 and p5-595 servers
to have optimized, automatically managed temporary allocation of CUoD
processors. The user purchases a block of 30 Processor Days of usage time
and then assigns processors to the shared processor pool. If the demand for
processing power from the partitions in the shared pool is both less than the
defined maximum processor allocation and more than the available assigned
resource, processors can be allocated from the reserve pool. The server then
automatically manages the workload and only charges against the Processor
Day account when the workload exceeds 100% of the base (permanently
activated) processors in the shared processing pool by 1/10 of a processor
unit.

» Ultility Capacity on Demand

Utility CUoD provides automated use of CUoD processors on the IBM
POWERS®6 processor-based systems including the IBM System p570 for
planned and unplanned short-term workloads which are run in a shared
processor pool.

Utility CoD is for clients with unpredictable or short-term workload demand
spikes who need an automated way to deliver sufficient server performance
as needed. Use is measured in Processor Minute increments, and is reported
by the client at the Utility Capacity On Demand Web site. Clients have the
option to pre-pay or post-pay for processor minutes.

» Trial Capacity on Demand

Provides the flexibility to evaluate how additional resources will affect existing
workloads, or to test new applications.

Owners of System p servers with CUoD capabilities can use all available
CUoD processors and memory resources one time, for up to 30 contiguous
days, at no charge. Trial Capacity on Demand is enabled by registering at the
System p CoD Web site and electronically receiving an activation key. When
clients purchase permanent processor activation on p570, p5-570, p5-590,
and p5-595 servers, they have another 30 contiguous day trial. These
subsequent trials are limited to the use of two processors and 4 GB of
memory.

» Capacity BackUp

Supplements temporarily back up p5-590 and p5-595 servers with the extra
processing capacity they need in case of an unforeseen production server
outage.
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Capacity BackUp (CBU) is available for p5-590 and p5-595 servers to provide
a system backup capability. CBU configurations include four active
processors and either 28 or 60 inactive processors and 900 or 1800 days of
pre-paid On/Off processor days. Clients may purchase additional capacity or
processor days at regular On/Off CoD prices. CoD memory may also be
purchased as part of the backup procedures.

The full resources in a Capacity BackUp system can be temporarily turned on
at any time by using the On/Off CoD activation procedure. This enables the
client to have the necessary performance during an unplanned system
outage.

If IBM HACMP V5 or HACMP/XD software (5765-F62) is installed, scripts can
be launched during a failover process which can automatically activate LPAR
and CoD resources. This assists clients to provide round-the-clock business
continuity and disaster recovery with no loss of data without any need for
manual intervention. For more information on how to use HACMP with CBU
for automated backup capability, see Appendix H: Using DLPAR and CUoD in
an HACMP Cluster in HACMP for AIX 5L Administration Guide Version 5.4,
SC23-4862.

The ability of CBU configurations to effectively back up production systems
can be tested using Trial CoD. This temporary backup is most frequently
purchased to provide disaster recovery or critical production backup, but the
same technology can be applied in other circumstances where production is
temporarily moved. This could include upgrades, planned maintenance, and
other similar activities.

Capacity BackUp offerings are not intended to be used as full-time backup
servers for 24x7 high-availability solutions. Since CBU is intended for
temporary backup, additional processor resource cannot be permanently
activated. High usage of additional processors may add significant cost to an
IT operation.

Before removing a CUoD processor (for example, when using On/Off CUoD,
which enables users to temporarily activate processors), you should ensure that
there are enough processing units remaining to continue running the workload
when the target processor is deactivated. You can dynamically remove the
needed capacity entitlement from the partitions.

For further CUoD information, refer to the following Web site:

http://www.ibm.com/systems/p/advantages/cod/index.html
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2.10.5 Instruction retry recovery

POWERS®6 processors introduce a new state-of-the art reliability feature,
instruction retry recovery (IRR). IRR is usually only available on mainframe
systems. IRR provides full hardware error recovery of those registers that are
defined by the instruction set architecture. This is accomplished by taking a
checkpoint of the defined state for both of the core threads and recovering the
machine state back to a known good point.

2.10.6 Dynamic processor de-allocation and processor sparing

If a physical processor reaches a failure threshold and needs to be taken offline
(garded out), the POWER Hypervisor will analyze the system environment to
determine what action will be taken to replace the processor resource. The
options for handling this condition are the following:

» If there is a CUoD processor available, the POWER Hypervisor will
transparently switch the processor to the physical shared processor pool, and
no partition loss of capacity would result and an error is logged.

» If there is at least 1.0 unallocated processor capacity available, it can be used
to replace the capacity lost due to the failing processor.

If not enough unallocated resource exists, the POWER Hypervisor will determine
how much capacity each micro-partition must lose to eliminate the 1.00
processor units from the physical shared processor pool. As soon as each
partition varies off the processing capacity and virtual processors, the failing
processor is taken offline by the service processor and POWER Hypervisor.

The amount of capacity that is allocated to each micro-partition is proportional to
the total amount of entitled capacity in the partition. This is based on the amount
of capacity that can be varied off, which is controlled by the minimum processing
capacity of the partition defined in the attribute min in the partition profile.

2.10.7 Dynamic resources

In both dedicated-processor partitions and micro-partitions, resources can be
dynamically added and removed. In order to execute dynamic LPAR operations,
each LPAR required communication access to the HMC or IVM.

Dedicated-processor partitions
Support for dynamic resources in dedicated-processor partitions provides for the
dynamic movement of the following resources:

» One dedicated processor
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» A 16 MB memory region (dependent on installed memory)
» One I/O adapter slot (either physical or virtual)

It is only possible to dynamically add, move, or remove whole processors. When
you dynamically remove a processor from a dedicated partition, the processor is
then assigned to the shared processor pool.

Dynamic resources are supported in dedicated-processor partitions running AlX
5L Version 5.2 or later.

Micro-partitions

The resources and attributes for micro-partitions include processor capacity,
capped or uncapped mode, memory, and virtual or physical I/O adapter slots. All
of these can be dynamically changed. For micro-partitions, it is possible to carry
out the following operations dynamically:

» Remove, move, or add entitled capacity

» Change the weight of an uncapped attribute

» Add and remove virtual processors

» Change mode between capped and uncapped

Dynamic LPAR operations

There are several things you should be aware of when carrying out dynamic
LPAR operations that pertain to both virtualized and non-virtualized server
resources:

» Make sure resources such as physical and virtual adapters being added and
moved between partitions are not being used by other partitions. This means
doing the appropriate cleanup on the client side by deleting them from the
operating system or taking them offline by executing PCI hot-plug procedures
if they are physical adapters.

» You will be able to dynamically add memory to a running partition up to the
maximum setting that you had defined in the profile.

» The HMC must be able to communicate to the logical partitions over a
network for RMC connections.

» Be aware of performance implications when removing memory from logical
partitions.

» Running applications can be dynamic LPAR-aware when doing dynamic
resource allocation and deallocation so it is able to resize itself and
accommodate changes in hardware resources.
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2.10.8 Shared processor considerations

The following considerations should be taken into account when implementing
micro-partitions:

>

The minimum size for a micro-partition is 0.1 processing units of a physical
processor. So the number of micro-partitions you can create for a system
depends mostly on the number of activated processors in a system.

The maximum number of micro-partitions supported in a System p server is
254.

The maximum number of virtual processors in a micro-partition is 64.

The minimum number of processing units you can have for each virtual
processor depends on the server model. The maximum number of processing
units that you can have for each virtual processor is always 1.00. This means
that a micro-partition cannot use more processing units than the number of
virtual processors that it is assigned, even if the micro-partition is uncapped.

A partition is either a dedicated-processor partition or a micro-partition, it
cannot be both. However, processor capacity for a micro-partition may come
from Shared Dedicated Capacity. This is unused processor capacity from
processor(s) dedicated to a partition but are capable of capacity donation.
This situation does not change the characteristics of either the
dedicated-processor partition or the micro-partition.

If you wish to dynamically remove a virtual processor, you cannot select a
specific virtual processor to be removed. The operating system will choose
the virtual processor to be removed.

AIX will utilize affinity domain information provided by firmware (POWER
Hypervisor) to build associations of virtual processors to memory, and it will
continue to show preference to redispatching a thread to the virtual processor
that it last ran on. However, this cannot be guaranteed in all circumstances.

An uncapped micro-partition with a weight of 0 is effectively the same as a
micro-partition that is capped. This is because it will never receive any
additional capacity above it's capacity entittement. The HMC or IVM can
dynamically change the weighting of a micro-partition. Similarly, the HMC or
IVM can change the mode of a micro-partition from capped to uncapped (and
the reverse).

Number of virtual processors

In general, the value of the minimum, desired, and maximum virtual processor
attributes should parallel those of the minimum, desired, and maximum capacity
attributes in some fashion. A special allowance should be made for uncapped
micro-partitions, since they are allowed to consume more than their capacity
entitlement.
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If the micro-partition is uncapped, the administrator may want to define the
desired and maximum virtual processor attributes greater than the corresponding
capacity entitlement attributes. The exact value is installation-specific, but 50 to

100 percent more is reasonable.

Table 2-9 shows several reasonable settings of number of virtual processor,
processing units, and the capped and uncapped mode.

Table 2-9 Reasonable settings for shared processor partitions

vl\g':a DE:ISI;;ed Max VPs | Min PUP De;:;ed Max. PU | Capped
1 2 4 0.1 2.0 4.0 Y
1 3or4 6or8 0.1 2.0 8.0 N
2 2 6 2.0 2.0 6.0 Y
2 3or4 8or10 2.0 2.0 10.0 N

a - Virtual processors
b - Processing units

Virtual and physical processor relationship

The nature of the Micro-Partitioning technology increases system flexibility and
utilization. Part of the mechanism enabling these benefits is the abstraction of
processors into virtual processors and then scheduling the virtual processors on
to physical processors to run. This approach guarantees that the correct
processor capacity is delivered consistently to the micro-partition running during
the POWER Hypervisor dispatch window.

Virtual processors have the concept of a home physical processor. The POWER
Hypervisor tries to maximize and capitalize on memory affinity wherever
possible. To do this, the POWER Hypervisor attempts to schedule the virtual
processor to the same physical processor whenever possible, but if this is
unavailable, it will broaden the search in a specific manner to gain the most
benefit from whatever memory affinity is achievable.

Some transactional workloads are very sensitive to any variance in the elapsed
time to complete each individual transaction rather than a volume of transactions
in a given (short) time. Due to the nature of scheduling for virtual processors, it
may not be possible to deliver this level of transaction consistency in all
circumstances. If you have such a sensitive workload, you should undertake
testing to determine the correct partitioning approach to use.
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2.11 Integrated Virtual Ethernet overview

POWERS6-based systems have extended the virtualization capabilities for
networking solutions. Integrated Virtual Ethernet (IVE) is the collective name
referring to a number of technologies including:

» Hardware - Host Ethernet Adapter (HEA)
» Software components
» POWER Hypervisor functions

Together these technologies make up IVE and provide integrated high-speed
Ethernet adapter ports with hardware-assisted virtualization capability.

IVE is a standard set of features that is offered on selected POWERG6-based
System p servers. You can select from different offerings according to the
specific IBM System p server. IVE offers the following capability:

» Either two 10 Gbps Ethernet ports (on fiber), or four 1 Gbps Ethernet ports
(on copper), or two 1 Gbps Ethernet ports (on copper)

» External network connectivity for partitions using dedicated ports without the
need for a Virtual I/O Server

» Industry-standard acceleration with flexible configuration possibilities

» The performance of the GX+ bus

IVE offers greater throughput and lower latency than PCle or PCI-X bus
connected Ethernet adapters because it is connected to the GX+ bus of the
POWERS6-based System p server. In addition, IVE includes special hardware

features that provide logical Ethernet adapters which can communicate directly
with logical partitions running on the system.

IVE offers an alternative to the use of virtual Ethernet or the Shared Ethernet
Adapter service of the Virtual I/O Server.

Figure 2-42 on page 131 shows a sample Virtual I/O Server and Integrated
Virtual Ethernet configuration.
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Figure 2-42 Virtual I/O Server SEA comparison with Integrated Virtual Ethernet

The IVE design is comprised of the virtualization of a network port that can
connect to external networks and share this connectivity to all virtualized logical
ports without using the Virtual I/O Server. This approach can reduce complexity
in overall system deployment.

Logical ports have the following characteristics:

» Logical ports are grouped together into a port-group and any port-group offers
16 ports with one or two physical ports in the group.

» An IVE has layer-2 switches, one per physical port-group.
» Each logical port can be assigned to any partition and partitions can have one
logical port per physical port.

» Every logical port on a particular IVE has a unique MAC address which is
determined by a base-address stored in the VPD (vital product data) of that
card.

» Alogical port belongs only to one physical port and one virtual switchg—there
may be two logical ports in the same port-group that do not share a virtual
switch if located on different physical ports.

» From alogical point of view, any logical port could be the Ethernet interface of
a client device.

» Partitions that have logical ports associated with the same physical port (and
therefore the same virtual layer-2 switch) and can communicate without the
need for external hardware.
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» You can use NIB between 2 logical ports on different physical adapters to
provide redundancy.

For more information regarding Integrated Virtual Ethernet, refer to the

Redpaper, Integrated Virtual Ethernet Adapter Technical Overview and
Introduction, REDP-4340.
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Setting up virtualization: the
basics

This chapter introduces the basics of configuring a virtual environment on an
IBM System p server. The Virtual I/0O Server installation and configuration is

covered in its entirety and a basic scenario of configuring a Virtual I/O Server

along with deploying client partitions is also demonstrated.

The topics include:

>

>

>

Getting started

Creating a Virtual /0O Server partition

Virtual /0 Server software installation

Basic Virtual /0 Server scenario

Interaction with UNIX client partitions

Using the System Planning Tool for deployment
Using system plans to document the configuration

© Copyright IBM Corp. 2004, 2005, 2007, 2008. All rights reserved.
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3.1 Getting started

This section provides the following information about the operating environment
of the Virtual I/O Server:

» 3.1.1, “Command line interface” on page 134 of the Virtual I/O Server, also
named the IOSCLI

» 3.1.2, “Hardware resources managed” on page 138
» 3.1.3, “Software packaging and support” on page 139

3.1.1 Command line interface

The Virtual 1/0 Server provides a restricted, scriptable command line interface
(IOSCLI). All Virtual 1/0 Server configurations should be made on this IOSCLI
using the restricted shell provided.

Important: Only supported 3rd party storage configuration should be done
under the oem_setup_env shell environment. The cfgassist command offers
smit menus for common configuration tasks, as shown in Figure 3-1.

& 9,3.5.128 : ¥I0_Serverl / p570

File Edit Font Encoding Optiohs

Config dssist for WIOD =
Mowe cursor to desired item and press Enter.
Get Date and TimeZone

Chatge Passwords
Set System Jecurity

WIOS TCP/IP Configuration
Install and Update Software

Esc+l=Help Esc+Z=Refresh Esc+3=Cancel Fa=Tnamge
Fo=5%hell FlO=Exit Enter=Do

Figure 3-1 The Config Assist for VIOS menu
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The following Virtual I/O Server administration activities are done through the
Virtual I/O Server command line interface:

» Device management (physical and virtual)

» Network configuration

» Software installation and update

» Security

» User management

» Installation of OEM software

» Maintenance tasks

For the initial login to the Virtual /O Server, use the padmin user ID, which is the

primary administrator. Upon login, a password change is required. There is no
default.

Upon logging into the Virtual 1/0O Server, you will be placed into a restricted Korn
shell, which works the same way as a regular Korn shell with some restrictions.
Specifically, users cannot do the following:

» Change the current working directory.

» Set the value of the SHELL, ENV, or PATH variable.

» Specify the path name of the command that contains a redirect output of a
command with a >, >I, <>, or >.

As a result of these restrictions, you are not able to run commands that are not
accessible to your PATH variable. These restrictions prevent you from directly
sending the output of the command to a file, requiring you to pipe the output to
the tee command instead.

After you are logged on, you can enter the help command to get an overview of
the supported commands, as in Example 3-1.

Example 3-1 Supported commands on Virtual I/O Server Version 1.5

$ help
Install Commands Security Commands
ioslevel 1sfailedlogin
license 1sgcl
Tssw viosecure
oem_platform_level mk1dap
oem_setup_env Tdapadd
remote_management Tdapsearch
updateios snmpv3_ssw

mkkrb5cint
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LAN Commands
cfglnagg
cfgnamesrv
entstat
fcstat
hostmap
hostname
Isnetsvc
Istcpip
mktcpip
chtcpip
netstat
optimizenet
ping
rmtcpip
startnetsvc
stopnetsvc
traceroute
vasistat

Device Commands
chdev
chpath
cfgdev
1sdev
1smap
Ispath
mkpath
mkvdev
mkvt
rmdev
rmpath
rmvdev
rmvt

Physical Volume Commands

Tspv
migratepv

Logical Volume Commands

chlv
cplv
extendlv
1slv
mk1v

UserID Commands
chuser

Tsuser

mkuser

passwd

rmuser

Maintenance Commands

alt_root_vg
backup
backupios
bootlist
cattracerpt
chdate
chlang
cfgassist
cl_snmp
dsmc
diagmenu
errlog

fsck
invscout
Tdfware
loginmsg
Isfware
IsTparinfo
motd

mount

pdump
replphyvol
restore
restorevgstruct
save_base
savevgstruct
showmount
shutdown
snap
snmp_info
snmp_trap
startsysdump
starttrace
stoptrace
svmon
sysstat
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mk1vcopy
rmlv
rmlvcopy

Volume Group Commands
activatevg
chvg
deactivatevg
exportvg
extendvg
importvg
1svg
mirrorios
mkvg
redefvg
reducevg
syncvg
unmirrorios

Storage Pool Commands
chbdsp

chsp

1ssp

mkbdsp

mksp

rmbdsp

rmsp

Virtual Media Commands
chrep
chvopt
loadopt
Isrep
Tsvopt
mkrep
mkvopt
rmrep
rmvopt
unloadopt

topas
uname
unmount
viostat
vmstat
wkldmgr
wkldagent
wkldout

Monitoring Commands
cfgsvc
Issvc
startsvc
stopsvc

Shell Commands
awk
cat
chmod
clear
cp
crontab
date
ftp
grep
head
1s
man
mkdir
more
mv
rm
sed
stty
tail
tee
vi
wall
we
who
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To receive further help about these commands, use the help command, as
shown in Example 3-2.

Example 3-2 Help command

$ help errlog
Usage: errlog [[ -1s][-seq Sequence number] | -rm Days]]

Displays or clears the error log.

-1s Displays information about errors in the error Tog file
in a detailed format.

-seq Displays information about a specific error in the error log file
by the sequence number.

-rm Deletes all entries from the error log older than the
number of days specified by the Days parameter.

3.1.2 Hardware resources managed

The PowerVM feature (Standard or Enterprise) that enables Micro-Partitioning on
a server provides the Virtual I/0O Server installation media. A Virtual /O Server
partition with dedicated physical resources to share to other partitions is also
required. The following minimum hardware requirements must be met to create
the Virtual I/O Server:

POWERS or POWERSG6 server
The Virtual /0O capable machine.
Hardware Management Console or IVM

The HMC is needed to create the partition and assign
resources or an installed IVM either on the predefined
partition or pre-installed.

Storage adapter The server partition needs at least one storage adapter.

Physical disk If you want to share your disk to client partitions, you need
a disk large enough to make sufficient-sized logical
volumes on it.

Ethernet adapter This adapter is needed if you want to allow securely
routed network traffic from a virtual Ethernet to a real
network adapter.

Memory At least 512 MB of memory is required. Similar to an
operating system, the complexity of the 1/0 subsystem
and the number of the virtual devices have a bearing on
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the amount of memory required, such as when using
multiple paths to SAN storage devices.

The Virtual /0 Server is designed for selected configurations that include
specific models of IBM and other vendor storage products.

Consult your IBM representative or Business Partner for the latest information
and included configurations.

Virtual devices exported to client partitions by the Virtual I/O Server must be
attached through supported adapters. An updated list of supported adapters and
storage devices is found at:

http://www.software.ibm.com/webapp/set2/sas/f/vios/documentation/datasheet.html

Careful planning is recommended before you begin the configuration and
installation of your Virtual I/O Server and client partitions. Depending on the type
of workload and needs of an application, it is possible to mix virtual and physical
devices in the client partitions.

3.1.3 Software packaging and support

Installation of the Virtual I/O Server partition is performed from a special
DVD-ROM that is provided to clients that order the PowerVM feature. For the
p5-590 and p5-595, this feature is included. The Virtual I/O Server software is
only supported in Virtual I/O Server partitions.

The Virtual I/O Server DVD-ROM installation media can be installed in the
following ways:

» Media (assigning the DVD-ROM drive to the partition and booting from the
media).

» The HMC (inserting the media in the DVD-ROM drive on the HMC and using
the installios command).

» Using the DVD-ROM media together with the NIM server and executing the
smitty installios command (the secure shell needs to be working between
NIM and HMC).

» NIM by copying the DVD-ROM media to the NIM server and generating NIM
resources for installation.
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Example 3-3 shows the steps to copy the DVD mksysb image of the Virtual 1/0
Server on to a NIM repository.

Example 3-3 Copying the Virtual I/O Server DVD media on to a NIM server

# mount /cdrom

# cd /cdrom

# 1s

.Version RPMS installp nimol sbin
OSLEVEL bosinst.data ismp ppc udi

README.vios  image.data mkcd.data root usr

# cd usr/sys/inst.images

# 1s -1

total 3429200

-rw-r--r-- 1 root system 1755750400 Jun 06 2007 mksysb image
# cp mksysb_image /nim/images/viosl.mksysb

# cp /cdrom/bosinst.data /nim/resources

Important:

» Copy the bosinst.data file from the Virtual I/O Server DVD to the NIM
repository and define it as a NIM resource. Specify this resource when you
set up your NIM installation. The bosinst.data script will perform the SSH
For IVM, the DVD/CD drive is automatically virtualized from the Virtual /O
Server to be available to partitions.

» The installios command is not applicable for IVM-managed systems.
» installation from the Virtual I/O Server mksysb image.

For more information about the installation of the Virtual I/O Server, refer to 3.4,
“Virtual I/0 Server software installation” on page 173.
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3.2 Virtual I/O Server enhancements and updates

In this section, we provide information about how to learn more about the Virtual
I/O Server and the available service updates.

To learn how to use the Virtual 1/0 Server in detail, see the following Web page
for additional information:
http://wwwl4.software.ibm.com/infocenter/systems/scope/hw/index.jsp?top
ic=/iphbl/iphblkickoff.htm

Installing a fixpack effectively updates an installed Virtual I/O Server to the new
level.

3.2.1 Tracking the latest virtualization enhancements

The development of new functions for virtualization is an ongoing process.
Therefore, it is best to visit the Web where you can find more information about
the new and existing features:

http://techsupport.services.ibm.com/webapp/set2/sas/f/vios/documentatio
n/home.html

New features in Version 1.2 of the Virtual I/0 Server

This section contains a short overview of the features that are included in Version
1.2 of the Virtual I1/0O Server, such as:

» Virtual optical device support

» Shared Ethernet Adapter failover

» Integrated Virtualization Manager

» Storage pool commands

» HMC enhancements for easier configuration and maintenance

Many of the improvements in the Virtual /O Server Version 1.2 are intended to
simplify the configuration and management of the virtualized I/O environment.

Note: To use all the new features listed in this section, an update of the
system’s microcode, HMC code, and the Virtual I/O Server may be needed.
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New features in Version 1.3 of the Virtual /0 Server
The following provides a list of the new and enhanced features in Version 1.3:

» Virtual I/O Server
The Virtual 1/0 Server received the following major enhancements:

— Newly added software: SSH now comes preinstalled with the Virtual I/O
Server.

— Improved monitoring with additional topas and viestat command
performance metrics.

The topas command received a new -cecdisp flag that shows the overall
performance of the physical machine as well as the load on active LPARs.

The viostat command received a new -extdisk flag that shows detailed
disk statistics. For the viostat command to work with disk history, the
system has to be changed to keep the measurements using the following
command:

$ chdev -dev sysO -attr jostat=true
— Enabled Performance (PTX) agent (PTX is a separately purchased LPP.)
— Increased performance for virtual SCSI and virtual Ethernet

Due to improvements in the code, the performance of both is increased.
— Enhanced command-line interface

Several new commands have been added:

e The wkimgr and wk1dagent commands for handling Workload Manager.
If enabled, they can be used to record performance data that can then
be analyzed by wkldout and viewed.

¢ The chtcpip command for online management of TCP/IP parameters.
¢ The crontab command for handling cron jobs.

¢ The viosecure command for handling the security settings. This is in
fact a central point to control security settings of the Virtual I/O Server,
also handling the local firewall settings to secure the Virtual I/O Server
based either on standard values or customized on a per-port basis.

Other commands that received enhancements are startnetsvc,
stopnetsvc, 1stcpip, 1sdev, and mkbdsp.

— Enabled additional storage solutions

This refers to the enablement of N series Storage Subsystems. The
complete and always updated list of supported storage subsystems,
operating systems, and adapters can be found at:
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http://wwwl4.software.ibm.com/webapp/set2/sas/f/vios/documenta
tion/datasheet.html

» Virtual SCSI and shared Fibre Channel adapters

Disk-based I/O was enhanced in the following ways:

Support for iSCSI TOE adapter and virtual devices backed by System
Storage™ N series iSCSI disks

Virtual SCSI (VSCSI) functional enhancements

Support for SCSI reserve/release for limited configurations. Enables
virtual SCSI for certain clustered/distributed configurations.

Support on the AIX 5L client for a changeable queue depth attribute for
virtual disks. Allows the system administrator to tune the size of the I/O
queue for each virtual disk.

With this enhancement, it is now possible to tune virtual disks using the
command:

$ chdev -dev hdiskN -attr queue depth=X

where N is the number of the hdisk and X denotes the desired depth of
the queue. Therefore it is now possible to have values larger than
three, which was the previous non-changeable default. Improvements
for altering virtual device capacity without disruption.

When expanding the LUN size on an FC attached storage subsystem
as well as extending a Logical Volume within a volume group, the
Virtual 1/0 Server will detect this and the virtual SCSI server adapter
will present this change to the virtual SCSI client adapter. Upon
recognition of the change, the volume group in the LPAR containing the
hdisk represented by the LUN can take adavantage of the bigger disk
with the command:

# chvg -g volume_group

and will immediately be able to use the additional storage capacity.
This is valid for non-rootvg disks only. The chvg command is not
supported with rootvg, as stated in the manual page.

A configurable attribute that, when enabled, allows the virtual client
adapter driver to determine the health of the Virtual I/O Server to
improve and expedite path failover processing.

The vscsi_path_to attribute of the virtual SCSI client adapter was
added. A value of 0 (default) disables it, while any other value defines
the number of seconds the VSCSI client adapter will wait for
commands issued to the VSCSI server adapter and not serviced. If that
time is exceeded, the VSCSI client adapter attempts the commands
again and waits up to 60 seconds until it fails the outstanding
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commands, writes an error to the error log and, if MPIO is used, tries
another path to the disk. Therefore, this parameter should only be set
for MPIO installations with dual Virtual I/O Servers.

e VSCSI device error log enhancements.

» Virtual Ethernet and shared Ethernet adapter
Ethernet support was enhanced in the following ways:
— TCP Segmentation Offload

TCP segmentation offload (large send) enables TCP large send capability
(also known as segmentation offload) from logical partitions to the physical
adapter. The physical adapter in the SEA must be enabled for TCP
largesend for the segmentation offload from the LPAR to the SEA to work,
and the SEA itself must be enabled for large send. Also, the operating
system must be capable of performing a large send operation. AIX 5L
virtual Ethernet adapters are, by default, capable of large sends.

You can enable or disable TCP large send on the SEA using the CLI chdev
command. To enable it, use the -attr largesend=1 option. To disable it, use
the -attr largesend=0 option. For example, the following command enables
large send for Shared Ethernet Adapter ent1:

# chdev -dev entl -attr Targesend=1.
By default, the setting is disabled (largesend=0).

LPARs can now offload TCP segmentation to Virtual I/O Server Ethernet
adapter, benefitting CPU intensive applications running on the LPAR.

If a physical Ethernet adapter is used that supports large_send (packets of
64 KB are directly handed to the physical adapter layer where they are
processed and split up in the packet size the physical network supports),
this parameter can be enabled to boost performance. All writes to the
physical network will benefit from this; the internal virtual network will use
performance optimized network settings.

To enable large send on a physical adapter on AIX 5L, use the following
command:

# chdev -1 entX -a large_send=yes

To enable large send on a physical adapter on the on the Virtual I/O
Server, use the following command:

# chdev -dev entX -attr large send=yes

As of Virtual I/O Server Version 1.3, the default value for large send on
physical Ethernet adapters is yes. The default for the Shared Ethernet
Adapter is 0 (meaning no).
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This will benefit only outbound traffic that is data to be sent. Inbound traffic
will be received in packets as they arrive from the physical network.

Note: To modify large send on a physical Ethernet adapter, use the
command option:

large_send=yes or large_send=no

To modify large send on a Shared Ethernet Adapter (SEA), use the
command option:

largesend=1 or largesend=0

» Monitoring

Agents for monitoring using Topas (included with AIX) and PTX. PTX is a
separately purchased LPP.

» |VM enhancements

Industry leading functions in this release include:

Support for dynamic logical partitioning (dynamic LPAR) for memory and
processors in managed partitions. This can be done on the command-line
as well as in the IVM Web interface.

IP configuration support for IVM

After initial configuration of TCP/IP, the Web interface can be contacted;
from that time on, new interfaces can be created and configured via the
Web interface.

Task Manager for long-running tasks

The last 40 tasks can graphically be monitored and shown with the button
“Monitor Tasks” in the Web interface. Every task can be examined to see
the properties of that task.

» Similar to volume groups, storage pools are collections of one or more
physical volumes that abstract the organization of the underlying disks. The
physical volumes that comprise a storage pool can be of varying sizes and

types.

Using storage pools, you are no longer required to have extensive knowledge on
how to manage volume groups and logical volumes to create and assign logical
storage to a client partition. Devices created using the storage pool are not
limited to the size of the individual physical volumes. Storage pools are created
and managed using the following commands:

mksp

chsp

Creates a storage pool, using the physical volumes represented
by the physical volume parameter.

Adds or removes physical volumes from a storage pool, or sets
the default storage pool.
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1ssp Lists information about storage pools.

mkbdsp Attaches storage from a storage pool to a virtual SCSI adapter.

rmbdsp Removes storage from a virtual SCSI adapter and returns it to
the storage pool.

The default storage pool is rootvg. We recommend creating another storage pool
where you define your backing devices that are used as virtual disks on your
client partition.

The backing devices are created using the mkbdsp command. In only one step,
you can create a backing device with a specified size and map it to the virtual
SCSI server adapter that is assigned to the appropriate client partition.

Note: When assigning whole physical volumes as backing devices, they
cannot be part of a storage pool. In this case, you have to directly map the
physical disk.

New features in Version 1.4 of the Virtual I/0 Server
» Enablement for POWER6 System p

» Lightweight Directory Access Protocol client (LDAP) to facilitate centralized
user management

» Simple Network Management Protocol (SNMP)

» nSeries and NetApp® storage subsystems

» iSCSI and Fibre Channel attachments

» SAS and SATA interconnects

» Integrated Virtual Ethernet (IVE)

» Virtual I/O Server CLI enhancements

» Added support for dynamic registration and deregistration of VLANs
(Standard IEEE 802.1Q)

Client support for:

» Tivoli Storage Manager (TSM)

» IBM Tivoli Usage and Accounting Manager (ITUAM)

» Tivoli Application Dependency Discovery Manager (TADDM)

» IBM Tivoli Monitoring enhancements (ITM)
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New CLI commands:

| 2

»

>

>

>

save_base
repphyvol
su
alt_root_vg
cfgassist

New features in Version 1.5 of the Virtual I/0 Server

Virtual I/O Server V1.5 delivers several key enhancements in the area of
PowerVM. Visit this Web site for more information:

http://wwwlé4.software.ibm.com/webapp/set2/sas/f/vios/download/fixpack.h

tml

The following functions are enabled or enhanced for Virtual I/O Server 1.5:

>

File-backed virtual SCSI devices. Provides additional flexibility for virtual SCSI
device provisioning and management. In addition to backing a Virtual SCSI
device (disk or optical) by physical storage, a virtual SCSI device can now be
backed by a file. All virtual SCSI devices, including file-backed virtual SCSI
devices, are accessed as standard SCSI-compliant LUNSs.

Virtual I/0 Server installation media includes an expansion pack that delivers
additional Virtual 1/0 Server Security functionality. These include Kerberos
(Network Authentication Service for users and Client and Server
Applications), LDAP (Lightweight Directory Access Protocol client
functionality) and SNMP V3 (Simple Network Management Protocol

Version 3).

Support for POWERG6 BladeCenter JS22.

Partition Mobility enables System p users to move partitions easily from one
POWERS® server to another. Partition Mobility is licensed via the optional
PowerVM Enterprise Edition.

— Live Partition Mobility:

* Move a running LPAR and all of its running applications from one
server to another with no application downtime.

* Avoid application and partition downtime by moving running AlX and
Linux partitions to other systems prior to upgrades/maintenance.

¢ Balance resource utilization across multiple servers.

¢ Limit the impact of planned server outages.
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— Inactive Partition Mobility:
¢ Move a powered-off LPAR from one system to another.

¢ Move a partition and all virtual devices to the destination server, ready
for activation.

— Partition Mobility requirements:
* POWERS® servers and PowerVM Enterprise Edition.

* Virtual I/O Server for virtualizing resources and providing mobility
infrastructure on source and destination servers.

¢ AIlX/Linux partitions with OS levels supporting Partition Mobility.

* HMC managing both source and destination servers or IVM-managed
to IVM-managed server migrations supported.

¢ Partitions can be diskless, dataless, or use SAN-attached storage via
the Virtual I/O Server. Any virtual disks must be SAN-attached and
accessed through Virtual /0 Server.

— Partition Mobility minimum requirements:
* HMC V7R3.2.0, or later

¢ System Firmware EM320_31 (for a 570), EL320_040 (for 520 and 550)
or higher

e AIXV5.3TL7, orlater, or AIX V6.1, or later

e Virtual I/O Server V1.5, or later

¢ Red Hat Enterprise Linux (RHEL) 5.1, or later
e SUSE Linux Enterprise Server (SLES) 10 SP1

» The System Planning Tool (SPT) and the Workload Estimator are designed to

ease the deployment of a virtualized infrastructure.

The SPT consists of tools to assist clients with deploying a virtualized
environment and is available as a no-charge download from:

http://www.ibm.com/systems/support/tools/systemplanningtool/

Use the SPT for designing System p and System i servers and partitions. The
resulting design, represented by a System Plan, can then be imported onto
HMC V5.2, or later, and the IVM, where via the new System Plan feature,
clients can automate configuration of the partitions designed via the SPT. The
System Plan feature of the HMC also allows generation of system plans via
the mksysplan command.

A major new feature in this version of the SPT is support for Virtual I/O Server
resource planning, allowing clients to seamlessly size, plan, and deploy their
Virtual I/0O Server partitions.
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Highlights of SPT include:

Export system configuration to IBM for order processing via the IBM Sales
Configurator (eConfig)

Export system configuration to HMC or IVM for support of Power
Architecture-based systems configuration

Workload Estimator (WLE) integration to aid in sizing workloads
Performance Monitor and WLE integration to aid in sizing workloads

Conversion of HMC-generated system plans to obtain partition
configuration, system units, and expansion units within SPT

Support for System p:

Virtual I/0O Server Resource Planning based on Performance Analysis and
Workload Sizing Tool

SPT integration with Performance Analysis and Sizing (PTX/WLE), which
allows VIO simulation and adds validation of resulting configuration

Virtual I/O Server LPAR Deployment, which automates deployment in a
seamless manner via predefined, validated plan (SPT)

Complex configurations that can be planned and deployed, including
Redundancy, Shared Ethernet, SAN connections and Internal Storage,
and MPIO attachments

Make system plan, which can capture VIO configuration, enabling
configuration recovery

Deployment Planning and Configuration of IVM-managed partitions

Automated configuration of partitions from SPT system plan via
deployment wizard on the IVM partition

System Plan Viewer:

Allows viewing and printing of the System Plan, which contains the
hardware inventory and partition profile attributes for the system

Allows viewing of sysplan report generated by mksysplan on HMC or IVM

Provides reporting enhancements; report shows both HTML and text view,
system diagram

For more information, visit

http://www-304.ibm.com/jct01004c/systems/support/tools/systemplannin
gtool

Added new SMIT menus to Install and Update Virtual I/O Server software.

Added support for large receive for SEA with new SEA attribute
large_receive.
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» Added support for the large receive feature for SEA.

» Added support to identify HEA and PCI-E type devices that can be used to
create SEA using the 1sdev command.

» Added support to invoke ssh and scp from the restricted shell by default.

» IBM Systems Director and IBM Tivoli Management Tools. The IBM Systems
Director Family is a suite of products consisting of a no-charge base (IBM
Director) and for-a-fee extensions. Software support is optionally available for
a fee. Using IBM Director and IVM, System p clients can perform basic
monitoring and management of their System p (as well as cross-platform)
virtualized and nonvirtualized environments from a single console view. Using
these tools, clients can view and perform base management across IBM
Systems in their enterprise. More information about IBM Systems Director
can be found at:

http://www.ibm.com/systems/virtualization/systemsdirector/

— ADDM provides deep-dive discovery for the System p servers (POWERS5,
or later), including its dependencies on the network and applications,
along with its configuration data, subsystems, and virtualized LPARs. The
discovery includes the HMC, Virtual I/O Server, IVM, System p servers,
and each of the LPARs. For more information, visit:
http://www.ibm.com/software/tivoli/products/taddm/

— IBM Tivoli Monitoring

IBM Tivoli Monitoring V6.1 now includes new System p agents, including
an enhanced AIX monitoring agent, as well as new monitoring agents for
the System p Central Electronics Complex, Virtual I/O Server, and HMC.
These agents provide improved monitoring of System p performance,
throughput, health, and availability, for both physical and LPARs.
Monitoring of virtual environments on System p servers is greatly
enhanced with this release. Best practices are built into these monitors to
provide quicker time to value and improved manageability of System p
servers. These enhancements deliver additional performance and
throughput monitoring for AIX and the Virtual I/O Server beyond that
previously provided by the IBM Tivoli Monitoring System Edition for
System p V6.1 product, which is available at no charge to System p
clients.

Clients interested in adding these capabilities may purchase IBM Tivoli
Monitoring V6.1 and, because both products use the same infrastructure,
can upgrade from IBM Tivoli Monitoring System Edition for System p V6.1
with minimal effort.

For further information, visit:

http://www.ibm.com/software/tivoli/products/monitor-systemp/
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To access or download the Readme document, you must sign in with your
IBM ID and password, and then accept license terms.

Tivoli Identity Manager (TIM)
Virtual I/O Server is enabled for user administration from TIM.

When user administration is being managed in the enterprise using TIM, the
client can use the Virtual I/O Server-specific TIM adapter (part of TIM software
packages) to manage Virtual I/O Server-related users, allowing clients to
manage Virtual I/O Server users centrally and apply enterprise-specific security
policies to the Virtual I/O Server administrators and users. For more information
refer to the TIM documentation.

TIM home page:

http://www.ibm.com/software/sysmgmt/products/support/IBMTivolildentityM
anager.html

TIM 4.6 adapters:

http://www.ibm.com/support/docview.wss?rs=644&context=SSTFWV&uid=swg212
46156&10c=en_US&cs=utf-8<=en

IVM V1.5 content

IVM adds support for new POWERS functions and provides significant
enhancements to existing functions.

» POWERG feature support

— PowerVM Live Partition Mobility support: IVM has full support for migrating
an active partition between two physical IVM managed systems with no
application downtime. The partition must be using shared SAN storage or
be running in diskless / dataless mode. Live Partition Mobility is licensed
via PowerVM Enterprise Edition.

— Integrated Virtual Ethernet (also known as Host Ethernet Adapter), allows
multiple partitions to share a single physical Ethernet port without the
need for the Shared Ethernet Adapter bridge.

— Support for Dedicated I/O: IVM now offers support for both shared and
dedicated I/O, thus offering clients a choice when configuring their system.

— Shared Dedicated Capacity allows for the donation of unused dedicated
CPU cycles to the shared processor pool, thus increasing overall system
performance.

— Partition recovery priorities manages a processor failure, designed so that
the partitions with the highest priority continue running.

Chapter 3. Setting up virtualization: the basics 151


http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliIdentityManager.html
http://www.ibm.com/software/sysmgmt/products/support/IBMTivoliIdentityManager.html
http://www.ibm.com/support/docview.wss?rs=644&context=SSTFWV&uid=swg21246156&loc=en_US&cs=utf-8<=en
http://www.ibm.com/support/docview.wss?rs=644&context=SSTFWV&uid=swg21246156&loc=en_US&cs=utf-8<=en

— Processor compatibility mode allows the operating system to run in
POWERS5, POWERSG, or POWER6 enhanced mode.

» Existing feature enhancements

— IVM now supports assigning any number of virtual Ethernet adapters to
partitions, assigning virtual Ethernet IDs, and full support for IEEE 802.1Q
adapters. Virtual optical support has been extended to support loading
and unloading of optical media files to a virtual optical device in the
partition. Read-only support enables multiple partitions to access the
same ISO image simultaneously. Read-write support allows partitions to
treat the device as a DVD-RAM drive. In addition to the optical support,
files may now be used for virtual disk in addition to physical and logical
volumes.

— The virtual terminal or console of a partition may now be accessed via a
secure encrypted (SSH) connection directly from the Web browser.

— User interface enhancements include items such as a more intuitive tasks
layout and improved virtual Ethernet management.

3.2.2 Updating the Virtual I/O Server using fix packs

Existing Virtual I/0 Server installations can move to the latest level by applying
the latest fix pack.

Fix packs provide a migration path for existing Virtual I/0O Server installations.
Applying the latest fix pack will upgrade the Virtual I/O Server to the latest level.
All fix packs are cumulative and contain all fixes from previous fix packs. The
download page maintains a list of all fixes included with each fix pack.

Fix packs are typically a general update intended for all Virtual 1/0O Server
installations. Fix packs can be applied to either HMC-managed or IVM-managed
Virtual I1/0 Servers. All interim fixes applied must be manually removed before
applying any fix pack.

To check the latest release and instructions for the installation of Virtual 1/0
Server, visit:
http://wwwld.software.ibm.com/webapp/set2/sas/f/vios/home.html

Tip: All Virtual 1/O Server fix packs are cumulative and contain all fixes from

previous fix packs. Applying the latest fix pack upgrades an existing Virtual 1/0
Server to the latest supported level.
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3.3 Creating a Virtual I/O Server partition

This section describes the steps to create the Virtual /O Server logical partition
on the HMC and to install the Virtual 1/0O Server software.

3.3.1 Defining the Virtual I/O Server partition

This section shows how to create the logical partition and install the Virtual I/O
Server, named VIO_Server1, from the HMC.

Experience has shown that a shared, uncapped partition is adequate in most
cases to use for the Virtual I/0O Server.

Tip: If you do not have access to a NIM server, you can configure NIM in a
partition temporarily for easy installation of partitions.

Figure 3-2 on page 154 shows the HMC with two attached managed systems.
For our basic Virtual I/O Server configuration setup, we use the managed system
named p570_170. This is a chosen name based on part of the serial number for
easy identification on the HMC.

Note: The user interface of HMC V7 has changed from earlier versions. The
new Web browser-based interface is intuitive. See also Hardware
Management Console V7 Handbook, SG24-7491 for more information.
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L Custom Groups

Contents of: Servers
= Welcome
~ ‘t‘ "’? j = @ ﬁ Tasks ™ Views ¥
(ERE | System e Managem ent Avaibble Available
wai vail
B @ sorvers Sakct ~ | Name ~ | Status | Procassing Units ~ | Memery (GRy | HSterence code
F] pET0_170 El [El pE70_170 Cperating — &
pS70_GAD n
O | W psmoeao Operating 21 21,825

Total: 2 Filterect 2 Sslected: 0

E.D System Plans

_E_ HMC Managem ent
iﬁﬁ Service Managem ent
d>.-3 Updates

4| 1]

Tasks: Servers

Connections

[ B

|€| Applet cam.ibm.hwmea, fws, servlet.taskeontraller . applet. TaskContrallerApplet2 started

Figure 3-2 Hardware Management Console Server view

The following panels will take us through creating our first Virtual 1/O Server
partition.
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1. Select the managed system p570_170, then select Configuration — Create
Logical Partition — VIO Server as shown in Figure 3-3, to start the Create

Logical Partition Wizard.

3 https://9.3.5.126 - hmc1: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explor
Hardware Management Console /.
hscroot | Help | Logoff
Contents of: Servers
B Welcome
i &) (&) (][9] [5) (2] (] () | [rasks” ][ viws~ |
B 5 systeme Management TR T
vai wai
=] Ewgs Select ~ | Nama - | Status ~ Bl 2 et Vi ~ Memory (GB) - | Reforence Code ~
57 5
E el g = | ps70 1702 | Cperating | 4‘ A5
PE70_GAD = i i
LF Custom Groups r 3 b i i
Total: 2 Fitered: 2 Selected: 1
System Plans
g._ HMC Management
bt ;
wl Service Managem ent
d‘b Updates
4 1]
Tasks: p570 170 =
Froperties
Operations
3 Configuration
3 Create Logical Partition
AlX or Linux
y
bility Fricrity
y y
Manace Svstem Profilas =l
|ﬁj https:/i9.3.5.128(hme/bonsaifactionT7Fa?treeFunc=treeSel%:2619%.298kimestamp=1 164946a50d#BonsaiT asksPageTree_treeSel{19) l_ ’_I_ ]_ré_ 8 Internet 4

Figure 3-3 Starting the Create Logical Partition Wizard

Tip: You also have access to the Task area menus by clicking the button next
to a selected item in the Contents area, as shown in Figure 3-4 on page 156.
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3.5.128 - hmcl: Hardware Managemen nsole Workplace (¥7R3.2.0.0) - Microsoft Internet Explorer

Hardware Management Console

Contents of: Servers
B Welcame
~ ’:’ “? j i=2 d(' ﬁ Tasks ¥ Views ¥
[=RE] System = Managsment Available Available
all wvall
B EH sorvers Sokect ~ | Name ~ | Status * | Procassing Units | Mamory (@B Referance Coda ~
- 1 I
pE70 170 v P50 1700 Proparties 2.3| 6| ‘
1 ps70 6aD .
B Gustom Groups | H 50 Gan | Operations » 2.1 21.625
Configuration » Craate Logical Partition AlX or Linux
[By system Plane Connections ¥ | sSystem Pans (3 VIO Sarver
Harchwara Information P | Wanage Custom Groups
S. HMC Managem ent Updates P | View Workioad Management Groups
?jﬁ Sarviceability » Partition Availability Pricrity
e Capacity On Demand (CoD) P | Manage System Profils
@ Updates Manage Partition Cata ]
Shared Processor Pool Management
4 |+
Tasks: p570_170 =
Fropertiss
Operations
Configuration
e — = core<io
Hardware Information
Updates
@ Caruinanhilit LI

[&] Applet com.ibm. hwrnca. fi servet. baskcantroller. applet. TaskControllerApplet2 started ’_ ’_ ’_ ’_ E 4 Internet 4
Figure 3-4 Using the pull-down menu in the HMC Contents area
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2. Enter the partition name and ID as shown in Figure 3-5. (Or keep the ID
selected by the HMC. IDs must be unique.) Check the Mover service box if
the Virtual I/O Server partition to be created will be supporting Partition
Mobility. Click Next to continue.

=101 x|

Create Partition

This wizard helps you create a new logical partition and a default profile for it.
‘You can use the partition properties or profile properties to make chanages after
you complete this wizard.

To create a partition, complete the following information:

System name © pS70_170

[
Partition name : VIO _Serverl

Partition migration:

[T mMaover service partition

[ Mext = | | Cancel |

[&] Dere R 4
Figure 3-5 Defining the partition ID and partition name
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3. Give the partition a profile name as shown in Figure 3-6. This becomes the
default profile. A partition can have several profiles and you can change which
profile is default. Click Next to continue.

=lol=|

Partition Profile

A profile specifies how many processors, how much memory, and which 1,0
devices and slots are to be allocated to the partition.

Every partition needs a default profile, To create the default profile, specify
the following information :

System name: ps70_170

Partition name:  WIO_Serverl
Partition I0: 1

Profile name: default

This profile can assign specific resources to the partition or all resources to
the partition. Click Mext if you want to specify the resources used in the
partition. Select the option below and then click Mext if you want the partition
to have all the resources in the system.

7 Use all the resources in the system.

[[=Back | | mext= | Fisfi|  cancel |

@ Done ’_ ’_ ’_ ’_ E # Internet v
Figure 3-6 Naming the partition profile

Note: If the check box Use all resources in the system is checked, the
logical partition being defined will get all the resources in the managed
system and the partition will behave like a single server.
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4. Select whether processors are to be part of a shared pool or dedicated for this
partition. If shared is selected, it means that this will be a micro-partition. See
Figure 3-7. Click Next to continue.

=l0lx|

Processors

¥ou can assign entire processors to your partition for dedicated use, or you
can assign partial processor units from the shared processor pool. Choose
one of the processing modes below,

@ Shared

 Dedicated

|<Back||Next>|‘CanceI|

[&] pone R ER 4
Figure 3-7 Select whether processors are to be shared or dedicated
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5. Figure 3-8 shows the Processing Settings for micro-partitions. We increased
the default weight of 128 to 191 since this is a Virtual I/O Server partition
which should have priority.

If you want to exploit the Multiple Shared Processor Pools capabilities and
you have defined shared processor pools, you can specify here which pool
this partition should belong to. See 4.12, “Configuring Multiple
Shared-Processor Pools” on page 308.

Click Next to continue.

3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer =0 5'

Create Lpar Wizard : p570_170

Processing Settings

Specify the desired, minimum, and maximum processing settings in the fields
below,

Total usable processing units: 4.00
Minimum processing units i 0.1
Desired processing units: b 0.3
Maximum processing units: ks

1
Shared processor poal: DefaultPanl (0) j

Vir_tu_al processors . .
Minimurm processing units required o, 10
for each virtual processor:

Minimurn wirtual processors: *ll
Desired virtual processors: *ll
Maximum virtual processors: *h

2 Uncapped

Weight : [1g1 g

[=Back |  Mext> | Fiisi| | cancel |

[&] Done ’_,_,_’_E 4 Internet 4
Figure 3-8 Processing Settings for a micro-partition

160 PowerVM Virtualization on IBM System p: Introduction and Configuration



Note: The following rules apply to the processor settings:

» The system will try to allocate the desired values.

» The partition will not start if the managed system cannot provide the
minimum amount of processing units.

» You cannot dynamically increase the amount of processing units to
more than the defined maximum. If you want more processing units, the
partition needs to be stopped and reactivated in order to read the
updated profile (not just rebooted).

» The maximum number of processing units cannot exceed the total
Managed System processing units.

Note: Refer to 2.3, “Overview of Micro-Partitioning technologies” on
page 33 for more information about processing units, capped and
uncapped mode, and virtual processors.

6. Choose the memory settings, as shown in Figure 3-9. Click Next to continue.

=» Memory
/0

< Back I

a https://9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorel

=loix|

Create Lpar Wizard : p570_170

Mext =

Memory

Specify desired, minimurm and maximum amounts of memary for this profile

using a combination of the gigabyte and megabyte fields below.

Installed memaory (MB): 32768

Current memory available for partition usage (MB) @ 32000

Minimum memory Desired M

[0 GB R EGB E EGB
WE M ’D—E M ’D—E M

Finizri Cance| ‘ Help

|@ Done

[T T Benes

Figure 3-9 Memory setting
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Note: The following rules apply to Figure 3-9:
» The system will try to allocate the desired values.

» If the managed system is not able to provide the minimum amount of
memory, the partition will not start.

» You cannot dynamically increase the amount of memory in a partition to
more than the defined maximum. If you want more memory than the
maximum, the partition needs to be stopped and the profile updated
and then restarted.

» The ratio between minimum amount of memory and maximum cannot
be more than 1/64.

7. Select the physical I/O adapters for the partition as shown in Figure 3-10 on
page 163. Required means that the partition will not be able to start unless
these are available to this partition. Desired means that the partition can start
also without these adapters.

Click Add as required.

We are creating a Virtual I/0 Server partition, which in our case requires a
fiber channel adapter to attach SAN disks for the client partitions. It also
requires an Ethernet adapter for Shared Ethernet adapter bridging to external
networks. The SAS adapter is attached to the internal disks on this POWER6
system. Click Next to continue.

The latest editions of the VIOS require a minimum of 30 GB of disk space to
store the installed contents of the installation media.
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Surnrnary

< Back

/) https:/9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer ”” gl x|

Create Lpar Wizard : p570_170

1/0

Physical 170
Detailed below are the physical 1/0 resources for the managed system, Select slot to view the properties of each device,

Add as required I Add as desired | Remove |
22 8 | 2] (# — Select Action —

Select ~ | Unit ~ |Bus ~ Slot ~ Added ~  Description -~ |Location Code o
O U7BSD.001.000YKYW 512 T1 Universal Serial Bus UHC Spec U7B9D.001.000YKYW-P1-T1
O U7880.001.0Q0YKYW 512 T3 Reguired 545 Non-Raid Adapter U7890.001.0Q0YKYW-P1-T3
= U7890.001.0Q0YKYW 513 g4 Reguired PCI 10/100/1000Mbps Ethernet UTP 2-port U7890.001.DQ0DYKYW-P1-C4
O U7890.001.0Q0YKYW 514 &5 Ethernet controller U7890.001.0Q0YKYW-P1-CS
O U7890.001.0Q0YKYW 518 £1 PCI 2D Graphics Accelerator U7890.001.0Q0VEW-P1-C1
O U7890.001.0Q0YKYW 517 g2 Required Fibre Channel Serial Bus U7890.001.0Q0YKW-P1-C2
O U7890.001.0Q0YKYW 518 [o=5] Fibre Channel Serial Bus U7890.001.0Q0YKW-P1-C3
O U7890.001.0Q0YKYW 519 Ca Empty slot U7890.001.0Q0YKYW-P1-Ca

Total: 8 Filtered: 8

Mext = Finian Cancel ‘ Help

|@ Done:

I B = N =

Figure 3-10 Selecting physical adapters for the partition

Note: The adapters for the Virtual I/O Server are set to required since they
are needed to provide I/O to the client partitions. A required adapter cannot
be moved in a dynamic LPAR operation.

To change the setting from required to desired for an adapter you have to
change the profile, stop, and restart the partition.

Notes:

a. Do not set the adapter (if separate adapter) that holds the DVD to
required, as it may be moved in a dynamic LPAR operation later.

b. The installed Ethernet adapter in this system is a 2-port adapter.
Both ports are owned by the same partition.
In general, all devices attached to an adapter are owned by the
partition that holds the adapter.

c. Virtualization will usually reduce the required number of physical
adapters and cables.

d. If possible, use hot-plug Ethernet adapters for the Virtual I/O Server
for increased serviceability.
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8. Create virtual Ethernet and SCSI adapters. The start menu is shown in

Figure 3-11. We increased the maximum number of virtual adapters to 100 to
allow for a flexible numbering scheme.

Important: The default serial adapters are required for console login from
the HMC. Do not change these.

; https://9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer

=10l
Create Lpar Wizard : p570_170

Virtual Adapters

| actions ¥

Wirtual resources allow for the sharing of physical hardware between logical partitions. The current wirtual adapter
settings are listed below,

Mawximum virtual adapters ; * 100 Reserved slot numbers: 0 - 10

MNumber of virtual adapters : 2
el gl | --- Select Action -— *

Select "JTvpe A]Adapter 1D AJConnecting Partition "JConnecting Adapter A]Required '\J
[ Server Serial 0 Yes
O Server Serial 1 Yas

| | Total: 2 Filtered: 2 Selected: O |
| = Back | | Next = | | Cancel |
[& l_l_l_l_ré_ # Internet v

Figure 3-11 The start menu for creating virtual adpters.

Note: The maximum number of adapters must not be set above 1024.
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9. Right-click Actions and select Create — Ethernet Adapter as shown in

Figure 3-12 to open the Create Virtual Ethernet Adapter window.

=

Virtual Adapters

Achions ¥ |
Properties
Edit llow for the sharing of physical hardware between logical partitions. The current virtual adapter
o Reserved slot numbers: 0 - 10
Delete SCSI Adapter...
P — Serial adapter...
el o TEE T
Select "JType "]Adapter D "]Cunnecting Partition "]Cunnecting Adapter "]Required "]
@ Server Serial 0 Yes
@ Server Serial 1 Yes
| | Total: 2 Filtered: 2 Selectec: O |

| < Back | | Mext = | Fuisiy| | Cancel |

=] [T [eemen

Figure 3-12 Selecting to create a virtual Ethernet adapter
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10.Virtual Ethernet adapter is a logical adapter that emulates the function of a
physical I/O adapter in a logical partition. Virtual Ethernet adapters enable
communication to other logical partitions within the managed system without
using physical hardware and cabling. A Virtual /0 Server is only required for
communication to an external network. Input the Adapter ID (in this case 11)
and a VLAN ID (in this case1) as shown in Figure 3-13. IEEE 802.1q is not
needed here since VLAN tagging is not used. Select the Access External
network check box to use this adapter as a gateway between an internal and
an external network. This virtual Ethernet will be configured as part of a
shared Ethernet adapter. You can select the IEEE 802.1Q compatible
adapter check box if you want to add additional virtual LAN IDs.

Click OK when finished.
You can create more adapters if you need more networks.

Note: For more information on Trunk Priority, see 4.3.1, “Shared Ethernet
Adapter failover” on page 252.

/3 https://9.3.5.128 - hmcl: ¥IO Server - Microsoft In B ] |

Create Yirtual Ethernet Adapter - p570_170

virtual ethernet adapter
Adapter ID ¥

VLANID : *[g [ Systemn YLAM Infa.. |

I This adapter is required for partition activation,

Optional Settings

I 1eee 202,19 compatible adapter

Maximum number of YLANS |
Mew WLAMN ID ¢ |1 ol

sdditional WLANS I j Y
M tccess external netwark

Trunk priority : b E
M Cancel || Help

€ DT TS e mremer /4

Figure 3-13 Creating Virtual Ethernet adapter
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Notes:
» Adapter ID and slot ID are used interchangeably.

» Selecting the Access External Networks check box makes sense only
for a Virtual 1/0 Server partition. Do not select this flag when configuring
the client partitions virtual Ethernet adapters.

Tip: You can create an additional virtual Ethernet adapter for the Virtual
I/O Server if you prefer to configure the IP address on a separate adapter
instead of the SEA.

11.Right-click Actions and select Create — SCSI Adapter to open the Create
Virtual SCSI Adapter window shown in Figure 3-14.

Create a server adapter to be used by the virtual optical device (CD or DVD).
Adapter number 90 is used here but you can use any unique number that fits
your configuration. Note that this adapter is set to Any client partition can
connect. Click OK when finished. This adapter is to make things easier from a
system management point of view.

/3 https://9.3.5.128 - hmc1: ¥IO Server - M = 0] x|

Create Virtual SCSI Adapter - p570_170

Wirtual SCSI adapter
Adapter *lan

Type of adapter Corvor j

I This adapter is required for partition activation.

& sy client partition can connect

" Only selected client partition can connect
Client partition : I Editable valus - j
Client adapter 1D : |2

Cancel || Help

[Epone | | | |8 |4 ntemet i

Figure 3-14 Creating the SCSI server adapter for the DVD
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Note: For virtual adapters it is not necessary to check the box. This
adapter is required for partition activation.

12.Right-click Actions and select Create — SCSI Adapter to open the Create
Virtual SCSI Adapter window shown in Figure 3-15 to create additional virtual
SCSI adapters for client partition disks. We will create 4 client partitions later
so we need 4 server adapters with slot numbers 20, 30, 40, 50. Client slot is
set to 21 for all clients.

At this stage, the clients are not known to the HMC. If you create the SCSI
server adapters now, you will have to specify the partition ID in the Client
Adapter field or specify that Any client can connect, which means you will
have to change this after you have created the clients. We plan to have
partition ID of 2, 3, 4 and 5 (the Virtual I/O Server is 1). The HMC will use the
partition names when the client partitions have been created. Click OK when
finished.

/] https://9.3.5.128 - hmcl: YI0 Server - Mici -0l x|

Create Yirtual SCSI Adapter - p570_170

Wirtual SCSI adapter
Adapter *I20

Sereer j

I This adapter is required for partition activation,

Type of adapter :

" pany client partition can connect

* Only selected client partition can connect
Client partition : I2 j

Client adapter 1D |21

Cancel || Help

|€| Done I_ I_ I_ I_ E |ﬂ Intermet i

Figure 3-15 SCSI server adapter for the NIM_server

PowerVM Virtualization on IBM System p: Introduction and Configuration



13.Repeat step 12 to create the SCSI server adapters for the rest of the client
partitions according to Figure 3-25 on page 179. Page 170 shows the list of
created virtual adapters and their slot numbers. Click Next to continue.

.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer 101 x|

Create Lpar Wizard : p570_170

Virtual Adapters

‘ Actions * ‘

virtual resources allow for the sharing of physical hardware between logical partitions, The current
virtual adapter settings are listed below,

Mazimum virtual adapters : &2 100 Reserved slot numbers: 0 - 10
Mumber of virtual adapters : 2
e |
s 2l gl @ B [ Select action — 7]
Select ~ JTvpe - ] Adapter ID ~ ] Connecting Partition ~ ] Connecting Adapter ~ J Required A]
@ Ethernet 11 R e Mo
. Seryver SCSI 20 (23 21 Mo
(i@ Server SCSI 30 (3] 21 Mo
@ Server SCSI 40 (4] 21 Mo
. Seryver SCSI S0 (5] 21 Mo
@ Server SCSI 90 Any Partition Any Partition Slot Mo
@ Server Serial 0 Yes
= Server Serial 1 fes
| Total: 8 Filtered: 8 Selected: 0

] LT T 15 (e nteme /4

Figure 3-16 List of created virtual adapters
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14.The Host Ethernet Adapter, HEA, is a new offering on the POWERS6 system. It
replaces the integrated Ethernet ports on selected systems and can provide
logical Ethernet ports directly to the client partitions without using the Virtual
I/O Server. We will not use any of these ports for the Virtual /O Server. For
information about HEA, see Integrated Virtual Ethernet Adapter Overview and
Introduction, REDP-4340-00 on:

http://www.redbooks.ibm.com

Click Next to continue.

//9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer - |E||5|

Create Lpar Wizard : p570_170

Logical Host Ethernet Adapters (LHEA)

Choose an HEA to define an LHEA for
IU?SQD.DDl.DQDYKYW—Pl j

To configure a Logical Host Ethernet Adapter (LHEA) for this partition profile, select an HEA physical port in the
table below and then click Configure to enter the appropriate information. Select Reset to undo this,

Select Physical Port Location Codes  |Physical Port ID| Port Group| Logical Port IDs| Allowed ¥YLAN IDs|
(@ UF890.001.000YKYW-P1 - C10-T2 0 1
(@ U7890.001.000YKYW-P1 - C10-T1 O 2
LHEA Capahility IBase Minirnum j
Z | HESEL || TG oy |

[=Back | mext> | Fnish|  cancel |

|&] pone l_ l_ l_ l_ E |4 Internet Y
Figure 3-17 Menu for creating Logical Host Ethernet Adapters
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15.Choose Optional Settings for the partition. The partition will boot in normal
mode by default. “Enable connection monitoring” will alert any drop in
connection to the HMC. Automatic start with managed system means that the
partition will start automatically when the system is powered on with the
“Partition auto start” option (selected at power-on). “Enable redundant error
path reporting” allows for call-home error messages to be sent through the
private network in case of open network failure. Click Next to continue.

Important: Enable redundant error path reporting must not be set for
partitions that will be moved using Partition Mobility.

a https:/,9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer - |EI|1|
Create Lpar Wizard : p570_170

Optional Settings

Select optional settings for this partition profile using the fields below,
' Enable connection rmohitoring
O Autormatically start with managed system

" Enable redundant errar path reporting

Boot modes
& Marmal
" System Management Services (SMS)
" Diagnostic with default boat list (DIAG_DEFAULT)
" Diagnostic with stored boot list (DIAG_STORED)
" Open Firmware OK prompt (OPEN_FIRMWARE)

| < Back | | Mext = | | Firiish | | Cancel | |He|p|

@ Done ’_ l_ ’_ ’_ E |° Internet Y
Figure 3-18 Optional Settings menu
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16.The Profile Summary menu shows details about the partition. You can check
details about the I/O devices by clicking Details, or click Back to go back and
modify any of the previous settings. Click Finish to complete the profile.

—» Profile Summary

=100 %]

Profile Summary

chose by clicking Details.

System name:
Partition I:

Partition name:
Partition environment:
Profile name:

Desired mermory:
Desired processing units:
FPhysical Ij0 devices:

Boot mode:

Yirtual If0 adapters:

This is a surrnary of the partition and profile. Click Finish to create the partition and profile. To
change any of your choices, click Back, Y¥ou can see the details of the physical I/0 devices you

wou can modify the profile or partition by using the partition properties or profile properties
after you complete this wizard,

pS70_170

1

VIO _Serverl
virtual I/0 Server
default

1.0 GB 0.0 ME
0.20

3

Marmal

1 Ethernet
5 SCEI
2 Serial

@ Done

l_ l_ l_ l_ E |° Internet

Figure 3-19 The Profile Summary menu
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Figure 3-20 shows the created partition on the HMC.

g https://9.3.5.128 - hmcl: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explorer
Hardware Management Console
hscroot | Help | Logoff
Contents of: p570_170
B Welcome
A Bl (@ = 2 4 (2] # [©) | [kT]
= 1§ system s Management 5 - " aci R
~ ~ - . |Processing | Memary ive - o
Sakct ~ |Name D Status e FEe e Environment
O Bl vio_servert 1 Not Activated 0 o Virtual L0 Server | 00000000
Totak: 1 Fiterack 1 Selected: 0
E‘D System Plans
_E_ HKMC Managem ent Tasks: VIO _Serveri =
g‘.ii Fropertiss
@l Service Management Changs Detault Profils
P = Operations
0 Updates Activate
Delet
Mobility
Configuration
B Hardware Information
Adapters
Console Window
- B Serviceability
- Manage Servi
Refar -
— -
[&] Applet com.ibm.hwmea, fuservist. taskeontrolier applet. TaskControllerApplet2 started [ B [ |8 @ nemnst 7

Figure 3-20 The created partition VIO_Server1

3.4 Virtual I/O Server software installation

This section describes the installation of the Virtual I/O Server Version 1.5
software into the previously created Virtual I/O partition named VIO_Server1.
There are three supported methods of installing the Virtual I/O Server software:

» Using the DVD allocated to the Virtual I/O Server partition and booting from it.

>

Installing the Virtual 1/0 Server software from the HMC using the installios

command, which is using NIM for a network installation. If you just enter
installios without any flags, a wizard will be invoked and the you will be
prompted to interactively enter the information contained in the flags. The
default is to use the optical drive on the HMC for the Virtual 1/0O Server
installation media, but you can also specify a remote file system instead. See
the HMC Information Center for details on how to use installios from the

HMC at:

http://publib.boulder.ibm.com/infocenter/systems/index.jsp
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Note: A network adapter with connection to the HMC network is required
for the Virtual I/O Server installation.

» When installing the media using NIM, the installios command is also
available in AlX both for the NIM server and any NIM client. If you run the
installios command on a NIM client, you are prompted for the location of
the bos.sysmgt.nim.master fileset. The NIM client is then configured as a NIM
master. Use the following link and search for installios for additional
information:

http://publib.boulder.ibm.com/infocenter/pseries/v6rl/index.jsp

Tip: If you plan on using two Virtual I/O Servers (described in 4.1, “Providing
continuous availability for virtual I/O” on page 244), you could install the first
server, apply updates, multipath drivers and customization, then make a NIM
backup and use the image for installing the second Virtual I/O Server.

Take Note: The architecture of POWER processor-based systems may allow
swapping an optical media device used for installs between partitions by
reassigning the Other SCSI Controller. The disks on these systems may be on
their own SCSI Controller. On several systems, the media devices and internal
storage may be part of a single “SAS Controller” group, or simply share a
controller, preventing you from separating the install device and a subset of
the internal disks.

With this in mind, there are two approaches to install a second VIOS.

» NIM install of the second VIOS from an AIX system using the installios
command.

» Assign the install media to the first VIOS and install on the SAS disks that
do not have the optical device as part of the group. Then unassign the
installed disks and install on the disks that are part of the group.

Note: The VIOS has a minimum disk requirement of 30 GB.

The following steps show the installation using the optical install device:
1. Place the Virtual I/0O Server DVD disk in the drive of the System p server.
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2. Activate the VIO_Server1 partition by selecting the partition and the clicking
on Activate, as shown in Figure 3-21. Select the default profile you used to

create this partition.

a https:/#9.3.5.128 - hmc1: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explorer
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Figure 3-21 Activating a partition
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3. Select the VIO_Server1 profile and then check the Open a terminal window
or console session check box, as shown in Figure 3-22, and then click
Advanced.

3 https://9.3.5.128 - hmcl: Activate - Microsoft Internet E

Activate Logical Partition:¥IO_Serverl

Select a profile below to activate the logical partition with.

FPartition name : WIO_Serverl

Partition profiles

M Open a terminal window or console session
0K|| Cancel || Help

N K

|&] pene l_l_l_l_la_lﬂ Inkermet

Figure 3-22 The Activate Logical Partition submenu

4. Under the Boot Mode drop-down list, choose SMS, as shown in Figure 3-23,
and then click OK.
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Figure 3-23 Selecting the SMS menu for startup
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5. Figure 3-24 shows the SMS menu after booting the partition in SMS mode.

{8 0.3.5.128 : VIO_Serverl / ps
File Font Encoding
PowerPC Firmware
¥ersion EM3zZ0_0z27
SM5 1.7 (o) Copyright IBM Corp. 2000,2007 A11 rights reserwved.
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2. Setup Remote IPL (Initial Program Load)
3. Change 5C3T Settings

4. Select Console

5. Select Boot Options

Type mernu item numher and press Enter or select Nawvigation kew:

Java Applet Window
Figure 3-24 The SMS startup menu

6. Follow the following steps to continue and boot the Virtual I/O Server partition.
The process is similar to installing AlX:

a. Choose 5 for Select Boot Options and then press Enter.

b. Choose 1 for Select Install/Boot Device and then press Enter.

c. Choose 9 to list all devices, look for the CD-ROM (press n to get to next
page if required), enter the number for the CD_ROM and then press Enter.

Tip: It is useful to list all devices to check that the required devices are
available. Only adapters will be visible at this point unless underlaying
disks have a bootdevice on them.

d. Choose 2 for Normal Mode Boot and then press Enter.
e. Confirm your choice with 1 for Yes and then press Enter.
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f. Next you are prompted to accept the terminal as console and then to
select installation language.

g. You are then presented with the installation menu. It is recommended to
check the settings (option 2) before proceeding with the installation. Check
if the selected installation disk is correct.

Visit the IBM Systems Information Center for more information on the
installation process:

http://publib.boulder.ibm.com/infocenter/systems/index.jsp

7. When the installation procedure has finished, use the padmin user name to
log in. Upon initial login, you will be asked to supply the password. There is no
default password.

After logging in successfully you will be placed under the Virtual I1/0O Server
command line interface (CLI).

Enter a (and press Enter) to accept the Software Maintenance Agreement terms,
then type in the following command to accept the license:

$ license -accept

You are now ready to use the newly installed Virtual I/O Server software.

3.5 Basic Virtual I/0O Server scenario

178

In this section, a simple configuration consisting of a single Virtual I/O Server
partition servicing virtual SCSI devices and a single network to four logical
partitions is shown. Refer to Figure 3-25 on page 179 for the basic configuration
scenario.
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Figure 3-25 Basic Virtual I/O Server scenario

3.5.1 Creating a Shared Ethernet Adapter

Based on Figure 3-25, the following sections will guide you through configuring
client partitions, including setting up virtual CD/DVD.

To create a Shared Ethernet adapter, perform the following steps:

1. Open a terminal window on the HMC.

2. Use the 1sdev command on the Virtual I/O Server to verify that the Ethernet
trunk adapter (adapter that had the Access external network box checked)
is available (see Example 3-4).

Example 3-4 Check for virtual Ethernet adapter

$ 1sdev -virtual

name
ent2
vasiO
(VASI)
vhost0
vhostl
vhost2
vhost3
vhost4
vsal

status
Available
Available

Available
Available
Available
Available
Available
Available

description

Virtual I/0 Ethernet Adapter (1-lan)

Virtual Asynchronous Services Interface

Virtual
Virtual
Virtual
Virtual
Virtual

SCSI Server Adapter
SCSI Server Adapter
SCSI Server Adapter
SCSI Server Adapter
SCSI Server Adapter

LPAR Virtual Serial Adapter

Chapter 3. Setting up virtualization: the basics

179



3. Select the appropriate physical Ethernet adapter that will be used to create
the Shared Ethernet Adapter. The 1sdev command will show a list of available
physical adapters (see Example 3-5). In this case it is entO0.

Example 3-5 Check for physical Ethernet adapter

$ 1sdev -type adapter

name status description

ent0 Available 2-Port 10/100/1000 Base-TX PCI-X Adapter (14108902)
entl Available 2-Port 10/100/1000 Base-TX PCI-X Adapter (14108902)
ent2 Available Virtual I/0 Ethernet Adapter (1-lan)

fcs0 Available 4Gb FC PCI Express Adapter (df1000fe)

fcsl Available 4Gb FC PCI Express Adapter (df1000fe)

sissas0 Available PCI-X266 Planar 3Gb SAS Adapter

vasio Available Virtual Asynchronous Services Interface (VASI)
vhost0 Available Virtual SCSI Server Adapter

vhostl Available Virtual SCSI Server Adapter

vhost2 Available Virtual SCSI Server Adapter

vhost3 Available Virtual SCSI Server Adapter

vhost4 Available Virtual SCSI Server Adapter

vsal Available LPAR Virtual Serial Adapter

You can use the 1smap -all -net command to check the slot numbers of
the virtual Ethernet adapters. We use ent2 in slot 11 (see
Example 3-6).

Example 3-6 Checking slot numbers

$ 1smap -all -net
SVEA  Physloc

ent2 U9117.MMA.101F170-V1-C11-T1

SEA NO SHARED ETHERNET ADAPTER FOUND

4. Use the mkvdev command to create a new ent3 device as the Shared Ethernet
Adapter. entO will be used as the physical Ethernet adapter and ent2 as the
virtual Ethernet adapter (Example 3-7 on page 181). The -default flag
specifies the default virtual adapter to be used by the SEA for
non-VLAN-tagged packets. For more information on Virtual I/O Server
commands you find the Virtual I/O Server Command Reference at:

http://wwwld.software.ibm.com/webapp/set2/sas/f/vios/documentation/h
ome.html

Note: Any interface with an IP address on the adapters used when
defining the SEA must be detached.
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Example 3-7 Create Shared Ethernet Adapter

$ mkvdev -sea ent0 -vadapter ent2 -default ent2 -defaultid 1
ent3 Available

en3

et3

. Confirm that the newly created Shared Ethernet Adapter is available using the
1smap -all -net command (Example 3-8).

Example 3-8 Confirm that the Shared Ethernet Adapter is available

$ 1smap -all -net
SVEA  Physloc

ent2  U9117.MMA.101F170-V1-C11-T1

SEA ent3

Backing device ent0

Status Available

Physloc U789D.001.DQDYKYW-P1-C4-T1

The Shared Ethernet Adapter will form a bridge, allowing communication
between the inter-partition VLAN and the external network.

We used the following values for our scenario (Table 3-1).
Table 3-1 Network settings

Settings Value
hostname VIO_Server1
IP-address 9.3.5.196
netmask 255.255.254.0
gateway 9.3.4.1
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6. Use the cfgassist command (see Figure 3-26) or the mktcpip command
(see Example 3-9) to configure the interface on the SEA, ent3.

&9.3.5.123 : ¥IO_Serverl / p570
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WIOS TCP/IF Configuration =

Tvpe or select walues in entry fields.
Prezs Enter AFTER making all desired changes.
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* Internet ADDRES: (dotted decimal)
Network MaSE (dotted decimal)

* Network INTERFACE

Default Gateway (dotted decimal)

NAMESERYER.
Internet ADLDRESS (dotted decimal) [{2.3.4.2
DOMATH Name [Jitsc.austin. ibm. comy]
CableType +
F=sc+l=Help Esc+Z=RHefresh Esc4+3=Cancel Esc+d=List
Esc+5=Feset Fo=Conmard F7=Edit Fi=Image
Fo=3hell Fl0=Exit Enter=Dao
-]

Figure 3-26 Setting TCP/IP parameters using the cfgassist command

Note: There is no performance penalty for adding the IP address to the
SEA interface instead of keeping it on a separate virtual Ethernet adapter.
However, the SEA can be redefined without having to detach the interface
when the interface is kept on a separate virtual Ethernet adapter. This
provides increased serviceability.

Example 3-9 Defining IP settings on the created SEA

$ mktcpip -hostname VIO Serverl -inetaddr 9.3.5.196 -interface en3\
-netmask 255.255.254.0 -gateway 9.3.4.1

3.5.2 Defining virtual disks

Virtual disks can either be whole physical disks, logical volumes, or files. The
physical disks can either be local disks or SAN attached disks. SAN disks can be
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used both for the Virtual I/0O Server rootvg (using SAN boot) and for virtual 1/0
client disks.

Tip: A virtual disk, physical volume, can be mapped to more than one partition
by using the -f option of the mkvdev command for the second mapping of the
disk. See 4.14.3, “Concurrent disks in client partitions” on page 345.

Use the following steps to build the logical volumes required to create the virtual
disk for the client partition’s rootvg based on our basic scenario using logical
volumes:

1. Log in with the padmin user ID and run the cfgdev command to rebuild the list
of visible devices used by the Virtual I/O Server.

The virtual SCSI server adapters are now available to the Virtual I/O Server.
The name of these adapters will be vhostx, where x is a number assigned by
the system.

2. Use the 1sdev -virtual command to make sure that your 5 new virtual SCSI
server adapters are available, as shown in Example 3-10.

Example 3-10 Listing virtual devices

$ 1sdev -virtual

name status description

ent2 Available Virtual I/0 Ethernet Adapter (1-lan)
vasio Available Virtual Asynchronous Services Interface
(VASI)

vhost0 Available Virtual SCSI Server Adapter

vhostl Available Virtual SCSI Server Adapter

vhost2 Available Virtual SCSI Server Adapter

vhost3 Available Virtual SCSI Server Adapter

vhost4 Available Virtual SCSI Server Adapter

vsal Available LPAR Virtual Serial Adapter

ent3 Available Shared Ethernet Adapter

3. Use the 1smap -all command to check slot numbers and vhost adapter
numbers as shown in Example 3-11:

Example 3-11 Verifying slot numbers and vhost adapter numbers

$ Tsmap -all

SVSA Physloc Client Partition ID
st L7 WA0IFI0VIC20 000000000
VTD NO VIRTUAL TARGET DEVICE FOUND

SVSA Physloc Client Partition ID
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vhostl U9117.MMA.101F170-V1-C30 0x00000000

VTD NO VIRTUAL TARGET DEVICE FOUND
SVSA Physloc Client Partition ID
stz L7 WA 0IFI0VICa0 000000000
VTD NO VIRTUAL TARGET DEVICE FOUND
SVSA Physloc Client Partition ID
host3 L7 WA 0IFI0VICs0 000000000
VTD NO VIRTUAL TARGET DEVICE FOUND
SVSA Physloc Client Partition ID
hosta L7 WA 0IFI70VICo0 000000000
VTD NO VIRTUAL TARGET DEVICE FOUND

If the devices are not available, then there was a problem defining them. You
can use the rmdev -dev vhost0 -recursive command for each device and
then reboot the Virtual I1/0 Server if needed. Upon reboot, the configuration
manager will detect the hardware and recreate the vhost devices. Also check
the profile on the HMC.

Using logical volumes

In our basic scenario, we will create the volume group named rootvg_clients on
hdisk2 and partition it into logical volumes to serve as boot disks to our client
partitions.

Important: We do not recommend using the Virtual I/O Server rootvg disk for
virtual client disks (logical volumes).

1. Create a volume group rootvg_clients on hdisk2 using the mkvg command, as
shown in Example 3-12.

Example 3-12 Creating the rootvg_clients volume group

$ mkvg -f -vg rootvg clients hdisk2
rootvg clients

2. Define all the logical volumes that are going to be presented to the client
partitions as hdisks using the mk1v command. In our case, these logical
volumes will be our rootvg for the client partitions (see Example 3-13).
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Example 3-13 Create logical volumes

$ mklv -1v dbsrv_rvg rootvg clients 10G
rootvg dbsrv

$ mklv -1v appssrv_rvg rootvg clients 106G
rootvg_apps

$ mklv -1v nimsrv_rvg rootvg clients 106G
rootvg_nim

$ mklv -1v Tlinux rootvg clients 26

rootvg Tnx

. Define the SCSI mappings to create the virtual target device that associates
to the logical volume you have defined in the previous step. Based on
Example 3-14, we have four virtual host devices on the Virtual 1/0O Server.
These vhost devices are the ones we are going to map to our logical volumes.
Adapter C4 is the adapter for the virtual DVD. See 2.2.1, “POWER Hypervisor
virtual processor dispatch” on page 28 for details on virtual optical devices.

Example 3-14 Create virtual device mappings

$ 1sdev -vpd|grep vhost

vhost4 U9117.MMA.101F170-V1-C90 Virtual SCSI Server Adapter
vhost3 U9117.MMA.101F170-V1-C50 Virtual SCSI Server Adapter
vhost2 U9117.MMA.101F170-V1-C40 Virtual SCSI Server Adapter
vhostl U9117.MMA.101F170-V1-C30 Virtual SCSI Server Adapter
vhost0 U9117.MMA.101F170-V1-C20 Virtual SCSI Server Adapter

$ mkvdev -vdev nimsrv_rvg -vadapter vhost0 -dev vnimsrv_rvg
vnimsrv_rvg Available

$ mkvdev -vdev dbsrv_rvg -vadapter vhostl -dev vdbsrv_rvg
vdbsrv_rvg Available

$ mkvdev -vdev appssrv_rvg -vadapter vhost2 -dev vappssrv_rvg
vappssrv_rvg Available

$ mkvdev -vdev linux -vadapter vhost3 -dev vlinux

vlinux Available

$ mkvdev -vdev cd0 -vadapter vhost4 -dev vcd

vced Available

$ 1sdev -virtual

name status description

ent2 Available Virtual I/0 Ethernet Adapter (1-lan)
vasio Available Virtual Asynchronous Services Interface
(VASI)

vhost0 Available Virtual SCSI Server Adapter

vhostl Available Virtual SCSI Server Adapter

vhost2 Available Virtual SCSI Server Adapter
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vhost3 Available Virtual
vhost4 Available Virtual

SCSI Server Adapter
SCSI Server Adapter

vsal Available LPAR Virtual Serial Adapter

Vappssrv_rvg Available Virtual

Target Device - Logical Volume

vcd Available Virtual Target Device - Optical Media
vdbsrv_rvg Available Virtual Target Device - Logical Volume
vlinux Available Virtual Target Device - Logical Volume
vnimsrv_rvg Available Virtual Target Device - Logical Volume
ent3 Available Shared Ethernet Adapter

Tip: It is useful to give the virtual device a name using the -dev flag with
the mkvdev command for easier identification.

Note: Based on the 1sdev -vpd command, the mappings exactly
correspond to the slot numbering we intended (refer to Figure on

page 179). For example, the vhost0 device is slot number 20
(U9117.MMA.101F170-V1-C20) on the Virtual I/O Server, which is then
being shared to the NIM_server partition. The NIM_server partition has its
virtual SCSI device slot set to 21. This is for easy association between
virtual SCSI devices on the server and client side.

4. Use the 1smap command to ensure that all logical connections between newly
created devices are correct, as shown in Example 3-15.

Example 3-15 Checking mappings

$ Tsmap -all

SVSA Physloc

vhost0 U9117.MMA.101F170-V1-C20
VTD vnimsrv_rvg

Status Available

LUN 0x8100000000000000
Backing device nimsrv_rvg

Physloc

SVSA Physloc

vhostl U9117.MMA.101F170-V1-C30
VTD vdbsrv_rvg

Status Available

LUN 0x8100000000000000
Backing device dbsrv_rvg

Physloc

Client Partition ID

0x00000000

Client Partition ID

0x00000000
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Physloc

Client Partition ID

vhost2

VTD

Status

LUN

Backing device
Physloc

U9117.MMA.101F170-V1-C40

Vappssrv_rvg
Available
0x8100000000000000
appssrv_rvg

Physloc

0x00000000

Client Partition ID

vhost3

VTD

Status

LUN

Backing device
Physloc

U9117.MMA.101F170-V1-C50

vlinux

Available
0x8100000000000000
Tinux

Physloc

0x00000000

Client Partition ID

VTD

Status

LUN

Backing device
Physloc

U9117.MMA.101F170-V1-C90

ved

Available
0x8100000000000000
cd0

U789D.001.DQDYKYW-P4-D1

0x00000000

Tips:

1. The same concept applies when creating virtual disks that are going to be
used as data volume groups.

2. You can map several disks through the same client-server adapter pair.

The mapped virtual disks will now appear to client partitions as SCSI disks.

Using whole disks

SAN disks can be assigned to the Virtual I/O Server and mapped to client
partitions as whole disks in appropriate sizes for the clients.
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Notes:

» When whole disks are going to be mapped, they cannot belong to a
volume group.

» Both local disks and SAN disks can be mapped to client partitions as whole
disks.

» Itis recommended to map whole LUNs when using SAN disks rather than
to split a LUN into separate logical volumes.

You can verify the available hdisks with the 1spv command as shown in
Example 3-16. We will use the newly defined hdisk6 to 9.

Example 3-16 Listing hdisks

$ Tspv

NAME PVID VG STATUS
hdisk0 00c1f170d7a97dec rootvg active
hdiskl 00c1f170el70ae72 None

hdisk2 00c1f170e170c9cd None

hdisk3 00c1f170el170dac6 None

hdisk4 00c1f170e170e91a None

hdiskb 00c1f170e170fbb2 None

hdisk6 none None

hdisk7 none None

hdisk8 none None

hdisk9 none None

hdisk10 00c1f17064cbb91d None

It is useful to be able to map the LUNs to hdisk numbers in a SAN environment.
The fget_config -Av command is provided on the IBM DS4000 series for a
listing of LUN names, as shown in Example 3-17.

This command is part of the storage device driver and you will have to use the
oem_setup_env command to access it. Use the same SCSI Server adapters as
with the logical volumes.

Tip: A similar function is provided on DS8000 and DS6000 with the 1ssdd
command.

Example 3-17 Listing of LUN to hdisk mapping

$ oem_setup_env
# fget _config -Av

---darl---
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User array name = 'FAST200'
dacO ACTIVE dacl ACTIVE

Disk DAC  LUN Logical Drive
utm

hdisk6é dacl
hdisk7 dacO
hdisk8 dac0
hdisk9 dacl
hdisk1l0 dacl

O W N O
o w AN

You can also find the LUN number for an hdisk with the 1sdev -dev hdiskn -vpd
command, where nis the hdisk number as shown in Example 3-18.

Example 3-18 Finding the LUN number

$ 1sdev -dev hdisk7 -vpd

hdisk7
U789D.001.DQDYKYW-P1-C2-T1-W200500A0B8110D0F-L2000000000000 3542
(200) Disk Array Device

PLATFORM SPECIFIC

Name: disk
Node: disk
Device Type: block

These are the steps to map whole disks in the same way as in the previous
section:

1. You can use the 1sdev -vpd command to list the virtual slot numbers
corresponding to vhost numbers as in Example 3-19.

Example 3-19 Listing of slot number to vhost mapping

$ 1sdev -vpd|grep vhost

vhost4 U9117.MMA.101F170-V1-C90 Virtual SCSI Server Adapter
vhost3 U9117.MMA.101F170-V1-C50 Virtual SCSI Server Adapter
vhost2 U9117.MMA.101F170-V1-C40 Virtual SCSI Server Adapter
vhostl U9117.MMA.101F170-V1-C30 Virtual SCSI Server Adapter
vhost0 U9117.MMA.101F170-V1-C20 Virtual SCSI Server Adapter

2. Define the SCSI mappings to create the virtual target devices that associate
to the logical volume you have defined in the previous step. Based on
Example 3-14 on page 185, we have four virtual host devices on the Virtual
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I/O Server. These vhost devices are the ones we are going to map to our
disks. We also add the virtual DVD and call it ved. See Example 3-20.

Example 3-20 Mapping SAN disks and the DVD drive, cd0

$ mkvdev -vdev hdiské -vadapter vhost0 -dev vnimsrv_rvg
vnimsrv_rvg Available

$ mkvdev -vdev hdisk7 -vadapter vhostl -dev vdbsrv_rvg
vdbsrv_rvg Available

$ mkvdev -vdev hdisk8 -vadapter vhost2 -dev vappssrv_rvg
vappssrv_rvg Available

$ mkvdev -vdev hdisk9 -vadapter vhost3 -dev vlinux
vlinux Available

$ mkvdev -vdev cd0 -vadapter vhost4 -dev vcd

vcd Available

Tips:

1. The same concept applies when creating disks that are to be used as
data disks.

2. You can map data disks through the same vhost adapters that are used
for rootvg. VSCSI connections operate at memory speed and each
adapter can handle a large number of target devices.

You are now ready to install AIX or Linux in each of the partitions. The disks
should be available for client partitions to use at this point.

3.5.3 Virtual SCSI optical devices

A DVD or CD device can be virtualized and assigned to client partitions. Only one
virtual I/O client can have access to the drive at a time. The advantage of a
virtual optical device is that you do not have to move the parent SCSI adapter
between virtual 1/0O clients.

Note: The virtual drive cannot be moved to another Virtual I/O Server since
client SCSI adapters cannot be created in a Virtual I/O Server. If you want the
CD or DVD drive in another Virtual I/O Server, the virtual device must be
unconfigured and the parent SCSI adapter must be unconfigured and moved
using dynamic LPAR, as described later in this section.

The setup steps are as follows:
1. Let the DVD drive be assigned to a Virtual I/O Server.
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. Create a server SCSI adapter using the HMC where any partition can
connect as shown in Figure 3-14 on page 167.

Note: This should not be an adapter already used for disks since it will be
removed or unconfigured when not holding the optical drive.

. Run the cfgdev command to get the new vhost adapter. You can find the new
adapter number with the 1sdev -virtual command.

. In the Virtual /O Server, VIO_Server, you create the virtual device with the
following command:

$ mkvdev -vdev <DVD drive> -vadapter vhostn -dev <any name>

where n is the number of the vhost adapter. See Example 3-21.

Example 3-21 Making the virtual device for the DVD drive

$ mkvdev -vdev cd0 -vadapter vhost3 -dev vcd

. Create a client SCSI adapter in each LPAR using the HMC. The client adapter
should point to the server adapter created in the previous step. In our basic
setup we used slot 90 for the server adapter and slot 45 for all client adapters.

Tip: It is useful to use the same slot number for all the clients.

. Inthe client, run the cfgmgr command that will assign the drive to the LPAR. If
the drive is already assigned to another LPAR you will get an error message
and you will have to release the drive from the LPAR holding it.

Moving the drive:

If your documentation does not provide the vscsi adapter number, you can find it
with the 1scfg|grep Cn command, where n s the slot number of the virtual client
adapter from the HMC.

. Use the rmdev -R1 vscsin command to change the vscsi adapter and the
optical drive to a defined state in the partition that holds the drive.

Note: Adding the -d option also removes the adapter from the ODM.

2. The cfgmgr command in the target LPAR will make the drive available.
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Notes:

» You can also use the virtual CD or DVD to install an LPAR when selected
in the SMS startup menu, provided the drive is not assigned to another
LPAR.

» In IVM, the optical device is moved using the graphical user interface.

You can use the dsh command to find the LPAR currently holding the drive, as
shown in Example 3-22. dsh is installed by default in AIX. You can use dsh with
rsh, ssh or Kerberos authentication as long as dsh can run commands without
being prompted for a password.

Note: Set the DSH_REMOTE_CMD-=/usr/bin/ssh variable if you use SSH for
authentication:

# export DSH REMOTE_CMD=/usr/bin/ssh

# export DSH LIST=<file listing Tpars>
# dsh 1sdev -Cc cdrom|dshbak

Example 3-22 Finding which LPAR is holding the optical drive using dsh

# dsh 1sdev -Cc cdrom|dshbak

HOST: Apps_server

cd0 Available Virtual SCSI Optical Served by VIO Server
HOST: DB_server

cd0 Defined Virtual SCSI Optical Served by VIO Server
HOST: NIM server

cd0 Defined Virtual SCSI Optical Served by VIO Server

Tip: Put the DSH_LIST and DSH_REMOTE_CMD definitions in .profile on
your admin server. You can change the file containing names of target LPARs
without redefining DSH_LIST.

Note: If some partitions do not appear in the list, it is usually because the drive
has never been assigned to the partition or completely removed with the -d
option.

Or use the ssh command. See Example 3-23 on page 193.
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Example 3-23 Finding which LPAR is holding the optical drive using ssh

# for i in NIM server DB server Apps_server

> do

> echo $i; ssh $i 1sdev -Cc cdrom

> done

NIM server

cd0 Defined Virtual SCSI Optical Served by VIO Server
DB_server

cd0 Defined Virtual SCSI Optical Served by VIO Server
Apps_server

cd0 Available Virtual SCSI Optical Served by VIO Server

Tip: You can also find the Partition ID of the partition holding the drive from the
1smap -all command on the Virtual I/O Server.

Note: AIX6 offers a new graphical interface to system management called IBM
Systems Console for AIX. This has a menu setup for dsh.

The following are the steps to unconfigure the virtual optical device when it is
going to be used in the Virtual I/O Server for local backups:

1. Release the drive from the partition holding it.
2. Unconfigure the virtual device in the Virtual I/0O Server.

Note: If any media is in the drive, it will not unconfigure since it is then
allocated.

3. When finished using the drive locally, use the cfgdev command in the Virtual
I/O Server to restore the drive as a virtual drive

The following are the steps to unconfigure the virtual optical device in one Virtual
I/O Server when it is going to be moved physically to another partition and to
move it back.

Note: Care must be taken not to unconfigure recursively when production
disks share the same adapter as the optical drive.

1. Release the drive from the partition holding it.
2. Unconfigure the virtual device in the Virtual I/0 Server.
3. Unconfigure the PCIl or SAS adapter recursively.
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4. Use the HMC to move the adapter to the target partition.

5. Run the cfgmgr command (or the cfgdev command for a Virtual 1/0O Server
partition) to configure the drive.

6. When finished, remove the PCIl adapter recursively

7. Use the HMC to move the adapter back.

8. Run the cfgmgr command (or the cfgdev command for a Virtual I/O Server
partition) to configure the drive.

Use the cfgdev command on the Virtual I/O Server to reconfigure the drive when
it is reassigned to the original partition in order to make it available as a virtual
optical drive again. See Example 3-24 for unconfiguring and configuring the drive
(disregard the error message from our test system).

Example 3-24 Unconfiguring and reconfiguring the DVD drive

$ rmdev -dev vcd -ucfg

vcd Defined

$ 1sdev -slots

# Slot Description Device(s)
U787B.001.DNW108F-P1-C1 Logical I/0 Slot pci3 ent0
U787B.001.DNW108F-P1-C3  Logical I/0 Slot pci4 fcsO
U787B.001.DNW108F-P1-C4 Logical I/0 Slot pci2 sisioal
U787B.001.DNW108F-P1-T16 Logical I/0 Slot pci5 ide0
U9113.550.105E9DE-V1-CO  Virtual I/0 Slot wvsa0
U9113.550.105E9DE-V1-C2  Virtual I/0 Slot entl
U9113.550.105E9DE-V1-C3  Virtual I/0 Slot ent2
U9113.550.105E9DE-V1-C4  Virtual I/0 Slot vhostO
U9113.550.105E9DE-V1-C20 Virtual I/0 Slot vhostl
U9113.550.105E9DE-V1-C22 Virtual I/0 Slot vhosté
U9113.550.105E9DE-V1-C30 Virtual I/0 Slot vhost2
U9113.550.105E9DE-V1-C40 Virtual I/0 Slot vhost3
U9113.550.105E9DE-V1-C50 Virtual I/0 Slot vhost4

$ rmdev -dev pci5 -recursive -ucfg

cd0 Defined

ide0 Defined

pcib Defined

$ cfgdev
Method error (/usr/lib/methods/cfg vt optical -1 vcd ):
$ 1sdev -virtual

name status

description

entl Available Virtual I/0 Ethernet Adapter (1-lan)
ent2 Available Virtual I/0 Ethernet Adapter (1-lan)
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vhost0 Available Virtual SCSI Server Adapter

vhostl Available Virtual SCSI Server Adapter

vhost2 Available Virtual SCSI Server Adapter

vhost3 Available Virtual SCSI Server Adapter

vhost4 Available Virtual SCSI Server Adapter

vhostb6 Available Virtual SCSI Server Adapter

vsal Available LPAR Virtual Serial Adapter
apps_rootvg Available Virtual Target Device - Disk
db_rootvg Available Virtual Target Device - Disk
Tinux_Tvm Available Virtual Target Device - Disk
nim_rootvg Available Virtual Target Device - Disk

vcd Available Virtual Target Device - Optical Media
vtscsi0 Available Virtual Target Device - Logical Volume
ent3 Available Shared Ethernet Adapter

3.5.4 Mirroring the Virtual I/O Server rootvg

Once the installation of the Virtual I/O Server is complete, the following
commands can be used to mirror the Virtual I/O Server rootvg volume group to a
second physical volume. The following steps show how to mirror the Virtual I/O
Server rootvg:

1. Use the extendvg command to include hdisk1 as part of the rootvg volume
group. The same LVM concept applies; you cannot use an hdisk that belongs
to another volume group and the disk needs to be of equal size or greater.

2. Use the 1spv command, as shown in Example 3-25, to confirm that rootvg
has been extended to include hdisk2.

Example 3-25 Ispv command output before mirroring

$ extendvg -f rootvg hdisk2

0516-1162 extendvg: Warning, The Physical Partition Size of 128
requires the creation of 2235 partitions for hdisk2. The limitation for
volume group rootvg is 1016 physical partitions per physical volume.
Use chvg command with -t option to attempt to change the maximum
Physical Partitions per Physical volume for this volume group.
0516-792 extendvg: Unable to extend volume group.

$ chvg -factor 6 rootvg

0516-1164 chvg: Volume group rootvg changed. With given
characteristics rootvg can include upto 5 physical volumes with 6096
physical partitions each.

$ extendvg -f rootvg hdisk2

$
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$ 1sp

NAME PVID VG

STATUS

hdisk0 00c1f170d7a97dec rootvg

active

hdiskl 00c1f170el70ae72 rootvg_clients
active

hdisk2 00c1f170e170c9cd None

hdisk3 00c1f170el170dac6 None

3. Use the mirrorios command to mirror the rootvg to hdisk1, as shown in

Example 3-26. With the -f flag, the mirrorios command will automatically
reboot the Virtual I/O Server partition.

Note: SAN disks are usually RAID protected in the storage subsystem. If
you use a SAN disk for the rootvg of the Virtual I/O Server, mirroring may
not be required.

Example 3-26 Mirroring the Virtual I/O Server rootvg volume group

$ extendvg rootvg hdisk2

$ Tspv

NAME PVID VG

STATUS

hdisk0 00c1f170d7a97dec rootvg

active

hdiskl 00c1f170el70ae72 rootvg_clients
active

hdisk2 00c1f170e170c9cd rootvg

active

hdisk3 00c1f170el70dacéb None

$ mirrorios -f hdisk2

SHUTDOWN PROGRAM

Fri Nov 23 18:35:34 CST 2007

0513-044 The sshd Subsystem was requested to stop.

Wait for 'Rebooting...' before stopping.

. Check if logical volumes are mirrored and if the normal boot sequence has

been updated, as shown in Example 3-27 on page 197. Both mirrored boot
devices should appear in the bootlist, when correctly configured.
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Example 3-27 Logical partitions are mapped to two physical partitions

$ Tsvg -1v rootvg
rootvg:
LV NAME
POINT

hd5

hd6
paging00
hd8

hd4

hd2
hd9var
hd3

hd1l
hd10opt
1g_dumplv

TYPE LPs

boot 1
paging 4
paging 8
jfs2log 1
jfs2 2
jfs2 2
jfs2 5
jfs2 1
jfs2 8
jfs2 6
sysdump 8

$ bootlist -mode normal -1s

hdisk0 blv=hd5
hdisk2 blv=hd5

w

o

160

PVs

F NN NN MNDMNDNDNDNDN

LV STATE

closed/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd

MOUNT

N/A
N/A
N/A
N/A
/
/usr
/var
/tmp
/home
/opt
N/A

3.5.5 Creating client partitions

This section shows you how to create the four client partitions for our basic
Virtual I/0 scenario. The definitions are similar to the creation of our Virtual I1/0O
Server partition, but instead of selecting Virtual I/O, choose AIX or Linux. For
the client partitions we are creating, refer to Figure 3-3 on page 155. Follow

these steps to create the client partitions:

1. Restart the Create Logical Partition Wizard, as you did at the beginning of the
previous process 3.3, “Creating a Virtual I/0O Server partition” on page 153.
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Enter the name of the partition as shown in Figure 3-27. Note that Partition ID
is 2. This ID was used when the server SCSI adapters were created. Once
you have defined the Partition name (as shown on next page), the HMD will
update the definitions of the server SCSI adapters to add that Partition name.

a https://9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer = |EI|1|

Create Lpar Wizard : p570_170

Create Partition

—» Create Partition

This wizard helps you create a new logical partition and a default profile for it
You can use the partition properties or profile properties to make chanages after
you complete this wizard.

To create a partition, complete the following information:

System name : pS70_170

2 Partition 1D . o
Partition name : NIM_server

= Bl | Mext = I Firiis Cancel | Help

@ Dare ’_ ’_ ’_ ’_ E # Internet v

Figure 3-27 Creating a client partition

2. Repeat steps 1 to 6 of 3.3.1, “Defining the Virtual I/O Server partition” on
page 153 with the following exceptions:

a. Use 256/512/768 MB for minimum/desired/maximum memory settings on
step 6, or appropriate values for your configuration.

b. Use 0.1/0.5/1.0 processing units for minimum/desired/maximum settings
on step 8, or appropriate values for your configuration.

c. Use 1/1/4 for minimum/desired/maximum virtual processor settings on
step 9. We set the maximum to four since we use a system with four
processors and the system cannot utilize more than the number of
physical processors.
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3 https://9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer

3. Skip step 7 by clicking Next instead of choosing to create a physical I/O

component selection since we are not using physical adapters in our client

partitions.

4. Create virtual Ethernet and SCSI client adapters. The start menu for creating
virtual adapters is shown in Figure 3-28. The default serial adapters are

required for console login from the HMC and should not be modified or
removed.

o ] 4|
Create Lpar Wizard : p570_170
Virtual Adapters
| Acfions ™ ‘
wirtual resources allow for the sharing of physical hardware between logical partitions, The current
virtual adapter settings are listed below,
Maximum virtual adapters *|50
Hurnber of virtual adapters @ 2
Yirtual -
= Adapters e | g 2| | |——— Select action -—- |
Select ~ JType - ] Adapter ID ~ ] Connecting Partition ~ ] Connecting Adapter ~ ] Required ~ ]
. Server Serial 0 Yes
C Server Serial 1 fEs
| ' Total: 2 Filtered: 2 Selected: O
[ <Back | Mext= | Fnsh| | cancel | | Help|
@ Done I_I_I_I_E|° Internet v

Figure 3-28 The start menu for creating virtual adapters window
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5. Right-click Actions and select Create — Ethernet Adapter to open the
Create Virtual Ethernet Adapter window. Create one virtual Ethernet adapter,
as shown in Figure 3-29. Click OK when finished.

Important: Do not check the Access external network box for client
adapters.

/3 https://9.3.5.128 - hmcl: ALX or Linux - Microsoft Inker O] =|

Create Virtual Ethernet Adapter - p570_170

Yirtual ethernet adapter
Adapter ID: *[5

WLANID : *py [ System YLAN Info...

I This adapter is required for partition activation,

Optional Settings

I 1eee 202,10 compatible adapter
Maximum number of YLANS .

Mew LAk 1D |1 el
Additional WLANS . I j HENRE

™ fccess external netwark

Trunk priority o E
m Cancel || Help

[ &] Done DT A 4 nternet v

Figure 3-29 Creating a client Ethernet adapter

Note: We increased the maximum number of adapters to 50. Use any
number that fits your configuration as long as it is less than 1024.
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Right-click Actions and select Create — SCSI Adapter to open the Create
Virtual SCSI Adapter window and create the client SCSI adapter. We want to
create one SCSI adapter for disk and one SCSI adapter for the virtual optical
device as shown in Figure 3-30 and Figure 3-31. Use Figure 3-25 on

page 179 to select the correct client and server slot number. Make sure you
select the correct Server partition in the menu. You can click System VIOS

Info for more information about the slot numbers and their client-server
relation.

7} https:,//9.3.5.128 - hmc1: AIX or Linux - Microsoft Internet EXp Ol x|

¥irtual SCSI Adapter Properties - p570_170

wirtual SCSI adapter

adapter *|21
Type of adapter : ICIient j
' This adapter is required for partition activation.
Server partition : |VIO_Ser\rer1(1) - Systemn WIOS Info... |
Server adapter ID 20
% Cancel || Help
|&] Dane [ [ [ |5 @ mtemet v

Figure 3-30 Creating the client SCSI disk adapter

/J https:/,/9.3.5.128 - hmc1: ATX or Linux - Microsoft Internet Exp ]

virtual SCSI Adapter Properties - p570_170

virtual SCSI adapter

Adapter : *|45
Type of adapter : ICIient j

I This adapter is required for partition activation.
Server partition

[s1o_serverifiy  w|[_System wIosinfo.. |
Server adapter ID o
% Cancel || Help
[&] Done I_I_I_I_E|O Internet v

Figure 3-31 Creating the client SCSI DVD adapter
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7. The list of created virtual adapters is shown in Figure 3-32. Click Next to
continue.

=101 |

Virtual Adapters

| Actions * |

wirtual resources allow for the sharing of physical hardware between logical partitions. The current
virtual adapter settings are listed below.

Maximum virtual adapters : *“50
Murmber of virtual adapters 5
HeO | f 2 B | — select Action — x|
Select ~ ]Type & ] Adapter ID ~ ] Connecting Partition ~ ] Connecting Adapter ~ ] Required ~ ]
O Ethernet 2 (e A2 Mo
O Client SC5I 21 WIO_Serverd(l) 20 Mo
O Client SC5I 45 WIO_Serverd(1) a0 Mo
C Server Serial 0 es
C Server Serial 1 Yes
| Total: 5 Filtered: 5 Selected: 0

[<Esmc] west> | [Gis] _cancel | rei]

@ [T 18 @ mwem y

Figure 3-32 List of created virtual adapters
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a https://9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer

Adapters

Logical
Host

= Ethernet ;
& | HESEL: || T T e |

Summmary

8. The Host Ethernet Adapter, HEA, is a new offering on the POWERG system.

It

replaces the integrated Ethernet ports on previous systems and can provide
logical Ethernet ports directly to the client partitions without using the Virtual

I/O Server. For information about HEA, see Integrated Virtual Ethernet
Adapter Overview and Introduction, REDP-4340, on:

http://www.redbooks.ibm.com

We will not use any of these ports for our basic setup. The setup window is
shown in Figure 3-33. Click Next to continue.

=10 x|

Create Lpar Wizard : p570_170

Logical Host Ethernet Adapters (LHEA)

Choose an HEA to define an LHEA for
IU?EIQD.DDl.DQDYKYW—Pl j

To configure a Logical Host Ethernet Adapter (LHEA) for this partition profile, select an HEA physical port in the
table below and then click Configure to enter the appropriate information, Select Reset to undo this,

Sele|:t| Physical Port Location Codes |thsi|:a| Port ID| Port Gruup|Lugi|:aI Port IDs|AIIuwed VLAMN IDs|
(@ UF890.001.000YEYWW-P1 - C10-T2 0O 1
O UF890.001.0O0YEYW-P1 - C10-T1 O 2

LHEA Capahility |Base Minirnum j

[ Back | | mext> | Gmish| | cancel | | Help|

|@ Daone

’_ ’_ ’_ ’_ |—é_|0 Internet

Figure 3-33 The Logical Host Ethernet Adapters menu
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9. Choose Optional Settings for the partition (Figure 3-34). The partition will
boot in normal mode by default.

“Enable connection monitoring” will alert any drop in connection to the HMC.
“Automatic start with managed system” means that the partition will start
automatically when the system is powered on with the Partition auto start
option (selected at power-on). “Enable redundant error path reporting” allows
for call-home error messages to be sent through the private network in case
of open network failure.

Click Next to continue.

Important: Enable redundant error path reporting must not be set for
partitions that will be moved using Partition Mobility.

a https://9.3.5.128 - Create Lpar Wizard : p570_170 - Microsoft Internet Explorer o |EI|5|

Create Lpar Wizard : p570_170

Optional Settings

Select optional settings for this partition profile using the fields below.
" Enable connection rmonitoring
O Automatically start with managed system

" Enable redundant errar path reporting

Boot modes
& normal
" System Management Services (SMS)
" Diagnostic with default boot list (DIAG_DEFAULT)
" Diagnostic with stored boot list (DIAG_STORED)
" Dpen Firmware OK prompt (OPEM_FIRMYWARE)

[ =Back | mext> | s | | cancel | | Help|

@ Dans ’_ I_ l_ l_ E | Trkernet Y
Figure 3-34 The Optional Settings menu
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10.The Profile Summary menu shows details about the partition. You can check
details about the 1/0O devices by clicking Details or click Back to go back and
modify any of the previous settings. Click Finish to complete the profile.

=100 %]

Profile Summary

chose by clicking Details.

System name:
Partition I:

Partition name:
Partition environment:

—» Profile Summary Profile name:

Desired mermory:
FPhysical Ij0 devices:

Boot mode:

Yirtual If0 adapters:

Desired processing units:

This is a surrnary of the partition and profile. Click Finish to create the partition and profile. To
change any of your choices, click Back, Y¥ou can see the details of the physical I/0 devices you

wou can modify the profile or partition by using the partition properties or profile properties
after you complete this wizard,

pS70_170

1

VIO _Serverl
virtual I/0 Server
default

1.0 GB 0.0 ME
0.20

3

Marmal

1 Ethernet
5 SCEI
2 Serial

@ Done

l_ l_ l_ l_ E |° Internet

Figure 3-35 The Profile Summary menu
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11.The complete list of partitions for the basic setup is shown in Figure 3-36. The
NIM_server is selected for installation.

ardware Management Console Workplace (¥7R: osoft Internet Explorer

rdware Management Gonsole

hscroot | Help | Logoti
Contents of: p570 170

= Welcome

B o [ 2] [£] 2] (@] (] | LTasks~

ERE | System s Managem ent

B IH sorvers Sekect ~ | Name A lID A | Status ~ Emassm & :}"Gegow o SCF;EE ~ | Environment ~ ginem:e
E 7017 O |Ea Apps: : 4 5} 0 Al or Linux
B Cusl::-m Groups T Bl sere 2 H B i
0 s P titions O Bl iuwdpar 5 . 0 o A or Linue
&l pobiects [ T R Mot Activated 0 of A or Linux
(2 axe 0 Elvio_servent 1 Running 03 1 default Virtual IO Sarver
EIID System Plans Total: 5 Fiterad: 5 Selected: 1

E_ HMC Management

Tasks: NIM_server

EE Service Managem ent
P ies

1 updates Changs Default Profils
= Operations

Mobility
Configuration
Hardware Information

e ———— =
|@ Applet con.ibm.bwmea.p.vt.applet. YEApplet started ,_m’_’_,_ ) Internst ~

Figure 3-36 The list of partitions for the basic setup
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12.1t is best practice to back up the profile definition in case you want to restore it
later. Activating the backup is shown in Figure 3-37. A menu is opened where
you specify the name of the backup. Click OK to complete.

=101 %]

3 https://9.3.5.128 - hmcl: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explorer

Hardware Management Console | A
hscroot | Help | Logoff

Conlents of: Servers
= Welcome
A e =T =) Tasks ¥ || Views ¥
B Hi system s Managem ent
[ Sekect ~ | Name ~ | Status ~ | Available Precessing Uniis— ~ | Avallable Memory (GBI ~ | Reference Cods ~
V[ s Operating 3.4 2
[F] [] B psio s0 Gperating 19 18,425

5
Custom Gro Totak 2 Fitterad: 2 Sekectad: {

[ system Plans

Tasks: p570_170

B v menagem ent
a1 Propertizs

€§u Service Managem ent Operations

B Configuration

(25

i Updates

il
Connections

Hardware Information

Updates

Serviceability

Capacity On Demand (CoD)

=R T

] https://9.3.5. 128 /hmec/bonsai action/ 15607 eeFunc=tresSel 2831 %298k mestamp=1 66d32cal S# Bonsail asksPage Tree._treesel(31)

Figure 3-37 Backing up the profile definitions

3.5.6 AIX client partition installation

This section describes the method to install AIX onto a previously defined client
partition. You can choose your preferred method but for our basic scenario we
opted to install the NIM_server from CD and then install DB_server partition and
Apps_server partition using the Network Installation Manager (NIM) from the
NIM_server. We are also going to use the virtual Ethernet adapters for network
booting and the virtual SCSI disks that were previously allocated to client
partitions for rootvg.

Tip: A virtual optical device can be used for a CD or DVD installation as long
as it is not already assigned to another client partition.
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Assuming that a NIM master is configured, the following are the basic steps
required to perform an AlX installation using NIM:

1. Create the NIM machine client dbserver and definitions on your NIM master.
Example 3-28 shows how to check for allocated resources.

Example 3-28 Check if resources had been allocated

# 1snim -1 dbserver

dbserver:
class = machines
type = standalone
connect = nimsh
platform = chrp
netboot_kernel = 64
ifl = networkl dbserver 0
cable_typel = N/A
Cstate = BOS installation has been enabled
prev_state = ready for a NIM operation
Mstate = not running
boot = boot
Tpp_source = aix6l_lppsource
nim_script = nim_script
spot = aix6l_spot
control = master

# tail /etc/bootptab

# T170 -- (xstation only) -- server port number

# T175 -- (xstation only) -- primary / secondary boot host
indicator

# T176 -- (xstation only) -- enable tablet

# T177 -- (xstation only) -- xstation 130 hard file usage

# T178 -- (xstation only) -- enable XDMCP

# T179 -- (xstation only) -- XDMCP host

# T180 -- (xstation only) -- enable virtual screen
dbserver:bf=/tftpboot/dbserver:ip=9.3.5.113:ht=ethernet:sa=9.3.5.197

:sm=255.255.254.0:
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2. Initiate the install process by activating the DB_server client partition in SMS
mode (see Figure 3-38). Figure 3-22 on page 176 and Figure 3-23 on
page 176 show how to activate a partition in SMS mode.

 https://9.3.5.128 - hmcl: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explorer
Hardware Management Console
hscroot | Help | Logotf
Contents of: p570_170
O Welcome
_ &) (& 5 ) [F) (2] (2 |ef) | LTk
B LA systems Managem ent
B [ servers Sekct ~ | Name ~llp = | sts ~ |ProcessingUnks ~ | Memery (GB) ~ | pli® ~ | Environment ~ | Reference Cock &
i PE70_170 0 |Bivio servert 1 Running 03 1 cefault Virtual 110 Sarver
P570_GAD = o
B B Gustom Groups O Bl server 2 Running 03 1 detau AlX or Linux
_ 2 |E|l DB server®l ‘ 3‘ Not Activated 0 0 Al or Linux
[ system pine T e a rica) 0 o AIX o Linux
B Hume Management 0| B inuxipar 5 ated] 0 o AlX or Linux
o Totak 5 Fiterec: & Soketad: 0
8% service Management
£ Updates
Tasks: DB_server =
lobility
E Configuration
Manage Pro
B Hardware Information
= Adapters
Host Channel
Host Ethernet
B Cansole Window =
Open Terminal Window
Close Terminal Connestio LI
| €] https://3.3.5.128fhmc fhonsaifactionTLca1 treeFunc=treeSel254% 2 ttimestanp=1186dadef Da# Bonsai TasksPageTree_treeSel(4) |8 | [& [ mternet 4

Figure 3-38 Activating the DB_server partition

Continue with the following steps in SMS:

Chapter 3. Setting up virtualization: the basics 209



3. Set up the network boot information by choosing option 2, Setup Remote IPL
(see Figure 3-39).

$9.3.5.128 : DB_server /

File Edit Font Encoding Options

PowerPC Firmware =
Wersion EM320_027

M3 1.7 (o) Copyright IEM Corp. 2000,2007 4ll rights reserwed.

Main Merm

1. Select Langquage

Zetup Remwote IPL (Initial Program Load)

Change 2C5I Settings
Gelect Console
Gelect Boot Options

[L I R

Twpe menu item nuwmher and press Enter or select Navigation key:l I’

Figure 3-39 The SMS menu
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4. Choose option 1, as shown in Figure 3-40.

8 0.3.5.128 : DB_server / p5

File Edit Font Encoding Options

PowerPC Firmware =
Werzion EM3Z0_0Z7

M5 1.7 (c) Copwright IEM Corp. 2000,2007 All rights reserwved.

NIC Adapters

Device Location Code Hardware
ddress
1. Interpartition Logical LAN U9117.MMA, 101F170-V3-C2-T1 Ga88shESELE0z

Nawigation kews:
M = return to Main Menu
E3ZC key = return to prewious =screen X = eXit Systen Management Services

Twype menu item rmumber and press Enter or select Navigation key:l II

Figure 3-40 Selecting adapter

Note: Interpartition Logical LAN number 1 is the virtual Ethernet adapter
that was defined on the NIM master for the DB_server client:

dbserver:
class = machines
type = standalone
connect = nimsh
platform = chrp
netboot_kernel = 64
ifl = networkl dbserver 0
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5. Choose option 1 for IP Parameters, then go through each of the options and
supply the IP address, as shown in Figure 3-41.

$9.3.5.128 : DB_server / p

File Edit Faont Encoding Options

FowerPC Firmmware

Wersion EM3zZ0_027

M3 1.7 (c) Copyright IEM Corp. Z2000,2Z007 All rights reserwved.

IF Parameters
Interpartition Logical LAN @ US117.MMA. 101F170-W3-CZ2-TL

1. Client IP Address [9.3.5.113]
Z. Gerver IP Address [2.3.5.197]
3. Gateway IP Address [2.3.5.197]
4 Subnet Mask [255.255.254.0]

Nawvigation kews:
M = return to Main Menn
E5C key = return to previous screen ¥ o= epXit Systen Management Services

Type menu item rmmber and press Enter or select Navigation key:l I’

Figure 3-41 IP settings
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6. Press Esc to go one level up for the Ping test as shown in Figure 3-42.

8, 9.3.5.128 : DB_server / p5

File Edit Font Encoding Options

PowerPC Firmware =
Version EM320_027

M3 1.7 (c) Copyvright IEM Corp. 2000,2007 All rights reserwed.

Network Parameters

Interpartition Logical LAN : T9117.MMA.101F170-V3i-C2-T1

1. IP Parameters

2 Adapter Conficuration

3. Ping Test

4 Advanced Setup: BOOTE

Navigation keys:
M = return to Main Menu
E5SC key = return to previous sScreen ¥ = edit Systen Management Services

Type wenu item mumber and press Enter or select Nawvigation key:l I’

Figure 3-42 Ping test

7. Select 3 to execute a ping test and, provided it is successful, you are ready to
do the NIM installation.

8. Press M to get back to the main menu.

9. Select 5 to verify that boot is set to the correct network adapter.
10.Select 2 for boot order.

11.Select the first boot device, option 1.
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12.1t is useful to list all devices with option 8. In Figure 3-43 you can see that no
device is listed in Current Position.

8, 9.3.5.128 : NIM_server / p570

File Edit Font Encoding Options

PowerPC Firwware =
Verzion EM3Z0_027

M3 1.7 {ec) Copyright IEM Corp. 2000,2007 411 rights reserwved.

Gelect Dewice

Device Current Device

MNumber FPosition Name

1. - Interpartition Logical LAN
[ loc=U9117.MMA. 101F170-VZ-C2-T1 )
2. - SC53T CD-ROM

[ loc=U2117.MMA.101F170-¥2-C45-T1-WE1l00000000000000-L0 )

Navigation keys:
M = return to Main Menu
E5SC key = return to previous screen ¥ = edit Systen Management Serwvices

Type wenu item mumher and press Enter or select Nawigation key:l II

Figure 3-43 Setting the install device

13.Select option 1. We want the Interpartition Logical LAN to be our boot device.
14.Select option 2 to Set Boot Sequence.
15..Press X to exit from SMS and confirm with 1 to start the network boot.

Note: It is best practice to use separate volume groups for applications and
user data in order to keep the rootvg volume group reserved for the AIX
operating system. This makes rootvg more compact and easier to manipulate
if required.

3.5.7 Dynamic partitioning for virtual SCSI devices

Virtual SCSI resources can be assigned and removed dynamically using the
HMC.
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Virtual SCSI server and client adapters can be assigned to a partition using
dynamic logical partitioning.

A virtual adapter can only be removed from a partition after it has been released
from the operating system (removed or defined state).

Moving a virtual disk between partitions involves reassigning the Virtual I/O
Server vhost adapter to a new client partition followed by creating a new client
partition VSCSI client adapter. On the client, the cfgmgr command must be run to
make the VSCSI disk available.

Important: Dynamic LPAR operations rely on a network connection between
HMC and the involved partitions.

3.5.8 Dedicated donating processors

When using dedicated processors there are options to donate unused processor
cycles to Virtual Shared Processor Pools on POWERS6 systems.

These options are set when editing the profile after it is created.

To set this option, do the following:
1. Select the partition with dedicated processors.

2. Select Configuration — Manage Profiles to open the Managed Profiles
window.

Chapter 3. Setting up virtualization: the basics 215



216

3. Select a profile and click Actions — Edit as shown in Figure 3-44.

a https://9.3.5.128 - hmcl: Manage Profiles - Microsoft Internet Expla - |EI|5|

Managed Profiles -- dedicated

Actions «

contains the resource configuration for the partition, You
ocessor, memory, and adapter assignments for a profile
ofile,

copy...

DE|EtE status |
Activate,... pefault Profile |

& [T T 5 [e ntemet

Figure 3-44 The edit Managed Profile window
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4. The Logical Partition Profile Properties is opened. Open the Processors tab
as shown in Figure 3-45 where the Processor Sharing options can be set.

— The option Allow when partition is inactive is set by default and
indicates whether the dedicated processors are made available to shared
processor partitions when the logical partition that is associated with this
partition profile is shut down.

— The option Allow when partition is active indicates whether the
dedicated processors are made available to shared processor partitions
when the logical partition that is associated with this partition profile is

active.

a https://9.3.5.128 - hmc1: Manage Profiles - Microsoft Internet Explorer - |EI|1|
Logical Partition Profile Properties: default @ dedicated @ p570_170 -
dedicated

Logical
8 Host
General | Processors | Memory = L/O g::lrgﬁzlers Eoo":?rrolling Settings Eifjhaeprpeerts
{LHEA)
Detailed below are the current processing settings for this partition profile.
Processing mode
& Dedicated
' Shared
Dedicated processors
Total managed system processors @ 4.00
Minimum processors It
Desired processors @ 1
Maximnum processors 1
Processor Sharing
M allow when partition is inactive.
[T allow when partition is active.
Cancel | Help ||
[&] pone l_l_l_l_ré_la Internet v

Figure 3-45 Setting the Processor Sharing options
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3.6 Interaction with UNIX client partitions

This section describes how the Virtual I/O Server provides resources to the AIX
or Linux partitions. These resources can be storage and optical devices through
virtual SCSI or network connectivity through virtual Ethernet.

Note: For Linux on POWER systems, Hardware service diagnostic aids and
productivity tools, as well as installation aids for IBM servers running the Linux
operating systems on POWER6, POWERS5, and POWER4-based processors,
are available from:

http://wwwl4.software.ibm.com/webapp/set2/sas/f/lopdiags/home.htm]

3.6.1 Virtual SCSI resources

For virtual SCSI, the interaction between a Virtual /O Server and an AlX or Linux
client partition is enabled when the configurations of both virtual SCSI server
adapter and virtual SCSI client adapter have mapped slot numbers in their
partition profiles, and both operating systems recognize their virtual adapter (with
the cfgmgr command for dynamically added virtual SCSI adapters).

Once the interaction between virtual SCSI server and client adapters is enabled,

mapping storage resources from the Virtual I/O Server to the client partition is

needed. The client partition configures and uses the storage resources when it

starts up or when it is reconfigured at runtime.

The process runs as follows:

» The HMC maps interaction between virtual SCSI adapters.

» The mapping of storage resources is performed in the Virtual /O Server.

» The client partition uses the storage after it has been booted or a cfgmgr
command is run.

For more information about the technical details of virtual SCSI implementation,
refer to 2.9, “Software licensing in a virtualized environment” on page 109.
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Figure 3-46 shows the flow needed to enable virtual SCSI resources to AlX or
Linux clients. Note that Virtual I/O Server and client partitions do not need to
restart when new virtual SCSI server and client adapters are created using the
dynamic LPAR menus in the HMC and dynamic LPAR operations are enabled in
the operating systems.

First time setup (new Virtual SCSI server and client adapters)

o ' o

" o0
i LPAR LPAR LPAR | LPAR
VIOS I Client VIOS | Client VIS | Client | Client
o ~T° Oe ° De Jw]
s - 4 4 A
1. Make Virtual SCSI server 2. Map storage resources to 4. Reconfiguré operating;
and client definitions in Virtual SCSI server adapter system in client partitions or
partition profiles (use DLPAR (for example vhost0) install client partitions (if not
for running partitions) installed and running)

Figure 3-46 Basic configuration flow of virtual SCSI resources

To enable the AIX or Linux client partitions to interact with virtual SCSI resources,
the following steps are necessary:

1. Plan which virtual slot will be used in the Virtual I/O Server for the virtual SCSI
server adapter and which slot in the AIX or Linux client partition for the virtual
SCSiI client adapter (each partition has its own pool of virtual slots). In the
Virtual I/O Server, consider ranges of slot numbers for virtual adapters that
serve a specific partition (for example, slots 20 through 29 for virtual SCSI
server adapters for an AIX 5L client partition).

2. Define the virtual SCSI server adapter on the Virtual I/O Server.
3. Define the SCSI client adapter on the AlX or Linux client partition.

4. Map the desired SCSI resources using the mkvdev command, as described in
3.5.2, “Defining virtual disks” on page 182.
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Once both the Virtual I/O Server and AlX or Linux client partitions are interacting
with each other, virtual devices can be mapped online on the Virtual I/O Server
and the AIX 5L or Linux client partitions can be reconfigured online to use them,
as shown in the Figure 3-47.

Configuration of storage resources (existing Virtual SCSI adapters)

oo oo

——o
LPAR | LPAR LPAR | LPAR LPAR | LPAR
VIOS | Client | Client VIOS | Glient | Client VIOS | Client | Client
° ° Se ] e o
4 A A
1. Map storage resources to 2. Reconfigure operating
Virtual SCSI server adapter system

(for example vhost0)

Figure 3-47 Basic configuration flow of virtual SCSI resources

Virtual SCSI services for AlIX partitions

AIX client partitions can use virtual SCSI devices currently mapped from the
Virtual 1/0 Server once the operating system starts up or the system is
reconfigured with the cfgmgr or mkdev commands.

Mapped disk-type resources (physical volumes or logical volumes in the Virtual
I/O Server scope) appear on the AlX client partition as an hdisk type of device
(for example, hdisk0, hdisk1). The virtual SCSI client adapter can use these
devices like any other physically connected hdisk device for boot, swap, mirror, or
any other supported AlX feature. Optical-type resources (DVD-ROM and
DVD-RAM) appear as a CD type of device (for example, cd0).
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Virtual SCSI services for Linux partitions

The configuration for Linux partitions to enable them to use virtual SCSI adapters
and devices is similar to the configuration for AIX partitions. Linux partitions
handle virtual SCSI devices as SCSI disc drives. Clients should be aware of the
following considerations in the Linux client partitions:

» Virtual SCSI adapters in the Linux client partition are listed in the
/sys/class/scsi_host directory; such a directory contains the control files for
each of the virtual adapters. The virtual SCSI client adapters can be
requested to re-scan for virtual SCSI resources recently mapped from the
Virtual I/0O Server using the same interfaces as any other SCSI adapter.

» Virtual SCSI disk drives in the Linux client partition can be seen in the device
tree as an sdx type of device (for example, sda). Note that Linux shows in the
device tree both virtual disk drives (virtual SCSI storage resources mapped
from Virtual I/O Server) and disk partitions created inside those virtual disk
drives.

3.6.2 Virtual Ethernet resources

The second type of resource that interacts between AlX or Linux client partitions
and the Virtual I/O Server is the Shared Ethernet Adapter in the Virtual I/O
Server. This feature allows the AIX partitions to connect to external networks
without a physical adapter.

The implementation of virtual Ethernet adapters is based on the definition of
network interfaces that connect through the POWER Hypervisor to an IEEE
VLAN-aware virtual Ethernet switch in the system. All partitions talking on the
virtual Ethernet network are peers. Up to 4,096 separate IEEE VLANs can be
defined in the system. Each partition can have up to 65,533 virtual Ethernet
adapters connected to the virtual Ethernet switch and each adapter can be
connected to 21 different IEEE VLANs (20 VID and 1 PVID).

The enablement and setup of a virtual Ethernet adapter in an AlX or Linux client
partition does not require any special hardware or software (could require a
special release of the software). After a specific virtual Ethernet is enabled for a
partition, a network device is created within the partition. The user can then set
up the TCP/IP configuration appropriately to communicate with other partitions.

In order to allow the AlIX or Linux client partition to communicate with external
Ethernet networks, the Virtual I/O Server acts like a bridge and forwards the IP
packets from the virtual Ethernet client adapter. This is done by creating a
Shared Ethernet Adapter (SEA) in the Virtual /0O Server that connects the virtual
Ethernet server adapter and a physical Ethernet adapter in the server. For more
information about the Shared Ethernet Adapter, refer to 2.7, “Virtual and Shared
Ethernet introduction” on page 83.
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Note: Remember that virtual SCSI or virtual Ethernet adapters created with
dynamic LPAR operations are not reflected in the partition’s profiles and exist
at partition runtime only. You can either update your profile or save your
current configuration to a new profile to make your changes permanent across
restarts.

3.6.3 Simplification by using system plans and System Planning Tool

This section describes how the HMC system plans and the PC-based System
Planning Tool, SPT, can document your configuration and simplify partition
deployment. SPT can be downloaded for free from the SPT Web site.

In-depth information can be found at:
http://www-304.ibm.com/jct01004c/systems/support/tools/systemplanningtool
SPT is introduced in order to simplify planning and deployment of LPAR
configurations.

» SPT allows for planning of new systems before delivery and deployment of
system plans on the HMC or IVM, which can speed up the process.

» Automatic checking in SPT when you create a system plan and validation
during the deployment process on the HMC can help to install a correct
configurations faster than by manual input on the HMC.

The Web site also has references to documentation and IBM System i and p
System Planning and Deployment: Simplifying Logical Partitioning, SG24-7487.

Note: The version of SPT used at the time of writing is 2.07.320.

Creating a configuration using SPT and deploying on the HMC
A new system plan (sysplan) can be created using SPT in several ways:

» Create a new system (advanced)
» Import from another system plan
» Based on IBM-supplied sample systems

» Based on existing performance data based on IBM Systems Workload
Estimator, WLE

» Based on new workloads you want to run

A new system plan can be created to be the basis for a new system or a new
configuration of an existing system.
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The Basic Virtual /0O Server scenario in 3.5, “Basic Virtual /0 Server scenario”
on page 178 was created using SPT, imported on the HMC and deployed as
shown in Figure 3-61 on page 236.

Creating a system plan using SPT is outside the scope of this book. The tool is
intuitive; you can refer to the SPT Web site for more information.

These are the steps to deploy the Basic scenario in 3.5, “Basic Virtual I/O Server
scenario” on page 178 using a POWERS p520:

1. Create a valid system plan using the SPT. Figure 3-48 shows the Edit Virtual
Slots window in SPT. This menu is very useful for ensuring correct virtual
adapter slot numbering and correct pairing of server-client virtual SCSI
adapters. You can edit slot numbers and a total (maximum) slot number to fit
your configuration and planned numbering

IBM System Planning Tool

Edit Virtual Slots
Work with wirtual adapter zlots and mappings
-l viosl (¥irtual If0 Server) = | 2 NIM_server (AIX_61) ==
Total slots: 100 Used slots: 7 Auailable slots: 93 Total slots: I S50 Used slots: 4 Available slots: 46
Console Console
slot Type Target Partition Target Slot 5lot Type Target Partition Target Slot
0 Server 0 Server
1 Server 1 Server
Ethermneat Ethermet
Slot PYID Additional ¥LANS Slot PYID Additional YLANs
I 11 1 I 2 1
SC51 S5CST
Slot Type Target Partition Target Slot Slat Type Target Partition Target Slot
| 20 Server NIM_server (AIX_&1) 21 | 21 Client  wiosl (Virtual IO Server) 20
I 30 Server DB_server [AIX_61) 21
l— ¢ ) - DB_server (AIX_61) +=
40  Server Apps_server [AIK_&1 21
Total slots: I S0 Uszed slots: 4 Awailable slots: 46
I 50 Server limuz (LINUEY 21 tonsole
Slat Type Target Partition Target Slot
0 Server
1 Server
Ethermet
Slot PYID Additional YLANs
I 2 1
SCSI
Slot Type Target Partition Target Slot
I 21 Client  wiosl (Virtual I/ O Server) 30 ;I
| SK || Apply| Cancel| Help
| Done

Figure 3-48 Edit Virtual Slots in SPT
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2. Select System Plans as shown in Figure 3-49.

3.5.129 - hmc2: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explo;

Hardware Management Console

hscroot | Help | Logoff

Contents of: 520-DDEEC

‘:‘ ‘.”? j =4 ﬂ' ﬁ Tasks ™

= Welcome

B i system s Managem ent = ; = R Refo
i ~ N N . |Processing | Memary e . N rence
B EH srvers Sckct A | Name D Status e e e Enviranment e
@ se0ooEEc Tetak O Fitered: 0 Selecteck O
LF Custom Groups

[P system Plan ‘h
E_ HME ManagelSystem Plans - Click ko open

&
";Eu Service Management

3 Updates

Tasks: 520-DDEEC

Froperties
Operations
Configuration
Conrections
Harcware Information
Updates
Serviceability
Capacity On Demand {CoD)

[E T [S@wen

|ﬁj https:/f9.3.5. 129/ hmefbonsaijactionT2dS PhreeFunc=treeSel%289%2 0% imestamp=1168b0adfba#NavareaTree_treeSel{s)

Figure 3-49 Selecting to work with System Plans

d. Import the system plan on the HMC by clicking Import System Plan to
open the Import System Plan window and selecting the Import from this
computer to the HMC option as shown in Figure 3-50 on page 225. Select

the system plan file to be imported from your PC.

Note: All system plan file names on the HMC and SPT must have the
extension .sysplan.
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rosoft Internet Expl

Contents of: System Plans

hscroot | Help | Logoft

B Welcome
Bl © % [ £ (2] 8 (] | Lrasks~ ]

B Hd systeme Management
Solect “ | Mame | Description

B Sarvers
520-DOEEC Total: 0 Filterad: 0 Sskectad: O
LF Custom Groups

FD System Plans
E HMC Managem ent
?—Qu Service Managem ent

3 Updates
|

-~ | Source ~ | Var

Tasks: System Plans

|Import System Plan - Click ko Iaunchl

|€| https:/19.3.5. 129 hme/bansaif action/T2da9?treeFunc=treeSel% 252 % 29&timestamp=1 16a5589dbd#BonsaiTasksPage Tree_treeSel |U ré_ @ Internet &

Figure 3-50 Importing a system plan
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3. Select the system plan on the HMC as shown in Figure 3-51 and Click
Deploy System Plan to open the Deploy System Plan Wizard, as shown in
Figure 3-52. Click Next to continue.

2} https://9.3.5.129 - hmc2: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explorer

Hardware Management Console

Contents of: System Plans

O Welceme
@ (B % P (2 (2] [# @) | [sar

SREF] System = Managsm ent

= - Sakct ~ | Name <~ | Description ~ | Source ~ |Marsion -~ | Last Modified Date =~
8 Servers
£20- DDEEC v | pEED, ne\‘,_sysphng| |\Bl'u'l System Planning Tool2.07.3...| SPT 1.4 |No\-' a0, 2007 7:02:08 ..
L Custom Groups Total 1 Fitersck 1 Sskectad: 0

System Plans
ﬂ HMC Management

iﬁﬁ Service Managsm ent

i Updates

Tasks: p520_newsysplan

m Flan |Deplny System Plan - Click ko \aunchl
ystem Plam

‘@ https:ff9.3.5. 129/hmcibonsaifaction/T2db6PtreeFunc=treeSel ¥ 283% 208kime stamp=116557b7Bad#BonsaiT asksPage Tree_tresSel D— l_ E & Internet 4

Figure 3-51 Deploying a system plan

a https://9.3.5.129 - hmc2: Deploy System Plan - Microsoft In - |EI|£|

DEpInv System Plan Wizard gl il =1l B

Welcome to the Deploy Systermn Plan wizard, This wizard will help in
deploying an exzisting system plan file on a managed system.

Select the system plan file to deploy and the target managed system,
System plan:

+|p520_new .sysplan j
Managed system: *|52III—DDEEC j

= e | Mext = | (e | Cancel | He|p|

/&) Done ’_ ’_ l_ l_ E |4 Inkernet o

Figure 3-52 Opening the Deploy System Plan Wizard
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4. The system plan is validated as shown in Figure 3-53. If it fails you can
usually find to cause in the Validation Messages section. Click Next if
successful.

a https://9.3.5.129 - hmcz2: Deploy System Plan - Microsoft InEern ! - | Ellﬂ

¥alidation - Deploy System Plan Wizard - p520_new.sysplan

Hardware and Partition Validation are complete for systemn plan
'nS20_new.sysplan' and managed system 'S20-D0DEEC'

validation Progress

Yalidation Type | Status | |
Hardware validation Successful |
Partition validation | Successful

¥alidation Messages

Gathering information -
Hardware validation messages:

System plan system unit U7S7A.001.DNZ00%EK, type

520, serial number * matched and validated with

system unit serial number DNZ00XK found on the

managed system.

Mo deployment validation errors found when comparing —
the hardware as specified by the system plan
pS20_new.sysplan, plan name S20-D0DEEC, against the
managed systern S20-DDEEC reported hardware. -

[ = Back || mext = | [ BeglEy || cancel || Help |

@ Done l_l_l_l_lg_|ﬂ Inkernet S

Figure 3-53 System plan validation
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5. In this panel you can select which partitions to deploy. Figure 3-54 shows the
Partition Deployment window. Click Next to continue.

3§ https:/,/9.3.5.129 - hmc2: Deploy System Plan - Microsoft Internet E 1O x|

Partition Deployment - Deploy System Plan Wizard -
p520_new.sysplan

Use this page to specify which partition plan actions to deploy on the managed
system. Only the checked plan actions will be deployed. Select a row in the
Partition Plan Actions table to view more details about the partition plan

action.
Partition Plan Actions
Select| Dependency Hierarl:hyr| Plan Action |Deplcw| 5tatus|
1 Partition wins1 W
11z Partition MIM_server W
C1,1.3 Partition DB_server I
C1.1.4 Partition Apps_server W
115 Partition linux W
Eiziezil5

Partition Deployment Step Order

This table displays the partition deployment steps that will be peformed
based on the items checked in the Partition Plan Actions table.

Deployment Step |
Partition wios1 -
Partition Profile default

Partition MIM_server

Partition DB_server

Partition Apps_server

Partition linu:

Partition Profile default Virtual SCSI Adapters
Partition Profile default Wirtual Ethernet Adapters
Partition Profile default Virtual Serial Adapters
Partition Profile default ;l

= Back Mext = | e ey | Cancel | Help|

@ Dane I_I_I_I_E|O Internet 4

Figure 3-54 The Partition Deployment window

Note: If you deselect the Virtual I/O Server, all client partitions are also
deselected.
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6. In the Operating Environment Install Deployment window, shown in
Figure 3-55, you have the option of installing the Virtual I/O Server from the
HMC repository or skip the installation to just create the partition profiles.

If you wish to install the Virtual I/O Server, the installation software must
reside on the HMC. There is currently no GUI for installing the Virtual 1/0
Server DVD media on the HMC. To install using the command line you need
to open a terminal window to the HMC. Example 3-29 shows an example of a
command to copy the DVD on to the HMC repository. The DVD media must
be in the DVD drive of the HMC. You can use any name instead of
vios_res_15.

The default is to install the Virtual I/O Server. If you want to skip the
installation and only have the partition profiles generated, you have to
uncheck the Deploy box. For the basic scenario it was decided to not install
the Virtual I/O Server at deployment. If you decide not to install the Virtual I/O
Server at this point, skip the next step, 8. Click Next to continue.

Example 3-29 HMC command to copy Virtual I/O Server media to the HMC

hscroot@hmc2:™> 0S_install -o define_resource -a type=AIX -a version=1.5.1.0\
-a location=/export/resources/viosl5 -a source=/dev/cdrom vios_res_15

/3 https:/,/9.3.5.129 - hmc2: Deploy System Plan - Microsoft Internet Explorer i ] A

Operating Environment Install Deployment - Deploy System Plan Wizard - p520_new.sysplan

Use this page to specify which operating environment install plan actions to deploy on the managed system, Only the checked
plan actions will be deployved. Select a row in the operating environment install plan actions table to view more details about
the plan action.

Operating Environment Install Plan Actions

Select Dependency Hierarchy | Partition| Profile Plan Action Operating Environment Deploy Status
. 1.1 wins1 default Operating Environment wios O
e E

Deployment Step Order

This table displays the operating environment install deployment steps that will be peformed based on the items
checked in the Operating Environment Install Plan Actions table,

Deployment Step

< Back Mext = e Cancel | Help|

=] DT T 5 [ wtemet 4

Figure 3-55 Operating Environment installation window
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7. If you want the Virtual I/O Server to be installed you must leave the Deploy
box ticked (default) and the Customizing Operating Environment window is
opened as shown in Figure 3-56. In this menu you provide information about
the Virtual I/O Server source on the HMC and the network information to be
set for the partition. The first time you install from the HMC resource you must
open the New Install Image Resource menu as shown in Figure 3-57 on
page 231 to specify which resource to use. You also have to open the Modify
Install Settings menu as shown in Figure 3-58 on page 231 to set the network
parameters for network installation. Click Next to continue.

a https://9.3.5.129 - hmc2: Deploy System Plan - Microsoft Internet Explorer - |EI|1|

Customize Operating Environment Install - Deploy System Plan Wizard -
p520_SPT.sysplan

Use this page to specify the additional information required to perform operating environment installs,
Select an operating environment to view or modify the install image resource and install settings. all
information must be correct to continue.

Operating Environment Install Steps
Select| Partition Profile Plan Action Operating Environment| Ready to Deploy Details
G wios1 default Operating Environment vios es

Additional Information

Operating Environment Install Image Resource

Resource name: IViDSlS M Mew Install Resource. .. |

Operating Environment Install Settings

Install target; P1-T11-L8-L0O j Modify Settings...

IP address: 9.3.5.114

Subnet mask: 255.255.254.0

Gateway: 9.3.5,129

Ethernet adapter: TS

Adapter speed: 100 Mbps ;I

S

= Back | Mext = VED Cancel | Help

|@ Done l_ l_ l_ l_ ré_ |° Internet 4

Figure 3-56 The Customize Operating Environment menu
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3 https://9.3.5.129 - hmc2: Deploy System Plan - Microsoft Internet Expl " - |EI|5|

new Install Image Resource - Deploy System Plan Wizard -
p520_SPT.sysplan

Usze this dialog to define a new install image resource on the HMC,

. * H
Mame: |vins15
Location: |vic|s_res_15 j
Description: [virtual I/O Server 1.5

|&] Done I_ I_ I_ I_ E |4 Internet v

Figure 3-57 The New Install Image Resource menu

a https://9.3.5.129 - hmc2: Deploy S¥stem Plan - Microsoft Internet Explo |l - |EI|1|

Modify Install Settings - Deploy System Plan Wizard -

p520_SPT.sysplan

Modify the install settings below,

Partition name: wios1
Profile name: default
Install target: P1-T11-LE8-L0O

MNetwork settings
IP address:* [9.35.114 |

Subnet mask:™ (255 255.254.0 |
Gataway:* [5.3.5.129 |

Ethernet adapter: T5
Adapter speed:* IIDEI Mbps

= =

Adapter duplex:® IfU”

|@ Do l_ l_ l_ l_ E |§ Internet v

Figure 3-58 Virtual I/O Server installation setup
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Important: Verify that the Ethernet adapter is correct and connected to the
network. The adapter displayed in the menu is the adapter you selected for
installation in SPT.

Installing the Virtual I/O Server image using installios

You can also use the installios command on the HMC to install the Virtual I/O
Server image (stored on the HMC or the Virtual 1/0 Server DVD in the HMC
drive). Example 3-30 shows the dialog from the installios command without
options.

Example 3-30 Running installios on the HMC

hscroot@hmc2:~> installios

The following objects of type "managed system" were found. Please

select one:

1. 520-DDEEC

Enter a number: 1

The following objects of type "virtual I/0 server partition" were

found. Please select one:

1. viosl

Enter a number: 1

The following objects of type "profile" were found. Please select one:

1. default

Enter a number: 1

Enter the source of the installation images [/dev/cdrom]:

/export/resources/vios15

Enter the client's intended IP address: 9.3.5.114

Enter the client's intended subnet mask: 255.255.254.0

Enter the client's gateway: 9.3.5.129

Enter the client's speed [100]: auto

Enter the client's duplex [full]: auto

Would you 1ike to configure the client's network after the
installation [yes]/no? no

Retrieving information for available network adapters

This will take several minutes...

The following objects of type "ethernet adapters" were found. Please

select one:

1. ent U9111.520.10DDEEC-V1-C2-T1 b60f90001002 /vdevice/1-1an@30000002

virtual

2. ent U787A.001.DNZ00XK-P1-T5 00096b6b05a3

/pci@800000020000002/pci®2,4/ethernet@l physical

3. ent U787A.001.DNZ00XK-P1-T6 00096b6b05a4

/pci@800000020000002/pci®2,4/ethernet@l,1 physical
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4. ent U787A.001.DNZ00XK-P1-C2-T1 000d600a5926
/pci@800000020000002/pci@2,2/ethernet@l physical

Enter a number (1-4): 2

Here are the values you entered:

managed system =

profile = default

520-DDEEC
virtual I/0 server partition

= viosl

source = /export/resources/viosl5

IP address = 9.3.5.114
subnet mask = 255.255.254.0

gateway = 9.3.5.129

speed = auto
duplex = auto
configure network
ethernet adapters

00:09:6b:6b:05:a3

Press enter to proceed or type Ctrl-C to cancel...

Note: If you answer yes to configure the client network and you want to use

this physical adapter to be part of a shared Ethernet adapter, SEA, you will

have to detach this interface to configure SEA.

Tip: If you plan on using dual Virtual I/O Servers, it is practical to install and

upgrade the first Virtual I/O Server to the desired level, then make a NIM

backup and install the second Virtual I/O Server using NIM installation.
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8. The system plan is ready to deploy as shown in the Summary window in

Figure 3-59. Click Deploy and confirm by clicking Yes to start deploying the
system plan.

3 https:/,9.3.5.129 - hmc2: Deploy System Plan - Microsoft Internek — |EI|1|

-

Summary - Deploy System Plan Wizard - p520_new.sysplan

You are now ready to deploy the system plan. Click Deploy to deploy the
system plan in the order shown below,

System plan: pS20_new.sysplan

Managed system: S20-DDEEC

Deployment Step Order

Deployment Step

Backup existing partition configuration data -
Partition vios1

Partition Profile default

Partition NIM_server

Partition DB_server

Fartition &pps_server

Partition linusx

Partition Profile default Wirtual SCSI Adapters
Fartition Profile default Virtual Ethernet Adapters
Partition Profile default Wirtual Serial Adapters ;l

Note

Flease DO MOT perform any other actions on this managed system while
deployment is running.

= Back I Plaar | Deploy | Cancel | Helpl

s

@ Done I_I_I_I_E|Q Internet

Figure 3-59 The Summary window

234 PowerVM Virtualization on IBM System p: Introduction and Configuration



9. Deployment complete is shown in Figure 3-60.

3.5.129 - hmc2: Deploy System Plan - Microsoft Internekt - | E||£|

Deployment Progress - Deploy System Plan Wizard -
p520_new.sysplan

Deployment status: Deployment complete

MNote
Please DO NOT perform any other actions on this managed system while
deployment is running.

System plan: pS20_new.sysplan
Managed system: 520-DDEEC

Deploy Progress

Status | Step

Successful Backup existing partition configuration data -
Successful Partition vios1

Successful Partition Profile default

Successful Partition MIM_server

Successful Partition DBE_server

Successful Partition Apps_server

Successful Partition linus

Successful Partition Profile default Wirtual SCSI Adapters
Successful Partition Profile default Wirtual Ethernet Adapters
Successful Partition Profile default Wirtual Serial Adapters Ll

Messages

* Deployment complete -
* irtual serial adapter not deployed. Virtual serial
adapter already deployed for slot 0 on profile default of
partition 5 on managed system S20-DDEEC,

* irtual Ethernet adapter deployed for slot 2 on profile
default of partition S on managed system S20-D0DEEC.

* Wirtual SCSI adapter deployed for slot 21 on profile
default of partition S on managed system S20-D0DEEC.

* irtual serial adapter not deployed. Virtual serial
adapter already deployed for slot 0 on profile default of =

@ Done I_I_I_I_E|° Internet 4
Figure 3-60 Deployment complete
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Figure 3-61 shows the basic scenario deployed using SPT. The Virtual I/O
Server is ready for installation and subsequent configuration of virtual

devices.
3 https://9.3.5.129 - hmc2: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explol
Hardware Management Console f"’
hse root |H9Ip |L|mﬁ
Contents of: 520-DDEEC
B Welcome
~ ‘t‘ "’? j = Gﬁ ﬁ Tasks ¥
B i system s Managem ent b " At oo
Toc ... lam... =) ren...
= Sarvers Sal.. ~ | Mame A~ |1 ~ | Status ~oms * [ies | prom, = | Environme... ~ | ~
B soooeec [ B apps server 4 Mot Activated 0 o Alor Line 00000000
LF Custom Groups B .
[ |E¥op sens 3 0 0 AlXor Linux 00000000
FD System Plans [ El] linux 5 o 8] Al or Linux OO000000
Bl server 2 I [u] (1] AlX or Linux 00000000
EL HMC Management [ Eﬂ B o
o1 0 |Blviest 1 Mot Activales 0 0 Virtual 1O Sar... 00000000
<-§U Service Managem ent Totalk 5 Fiterack 5 Sakectad: 0
WJ Updates
Tasks: 520-DDEEC
Froperties
Operations
Configuration
Connections
Hardware Information
Updates
Serviceability
Capacity On Demand{CoD)
@ Applet com.ibm. hwmca.fu.serviet.taskeontroller, applet. TaskContrallerApplet2 started ’_m ré_ # Internst A

Figure 3-61 Basic scenario deployed from the system plan created in SPT

The Virtual I/0O Server is now ready for installation and customization.

Note: At the time of writing the SPT does not have the possibility to create a
server SCSI adapter with an “any client can connect” setting (one to many)
like the SCSI adapter used for the virtual DVD. This adapter must be added
after deployment.

For more information on how to deploy a system plan to a system, see
“Partitioning the server” in the IBM Systems Hardware Information Center at:

http://publib.boulder.ibm.com/infocenter/eserver/vir3s/topic/iphat/iphb
Isysplanoverview.htm
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Creating an HMC system plan
On the HMC (or from IVM) you can generate a system plan to document your
configuration. In the System Plan window, shown in Figure 3-62, you see the

option to create a system plan.

Click Create System Plan to launch the menu shown in Figure 3-63 on
page 238 and give the system plan a name. Click Create to start.

129 - hmc2: Hardware Management Console Workplace (¥7R3.2.0.0) - Microsoft Internet Explorer

Hardware Management Console | £
hscroot | Halp | Logoff
Contents of: System Plans
B Welcome
~ B @ [ 2 (5] 2| (2 (2 | [Tak]
ENE| System s Managem ent
= - Sakct | Nama - | Dascription -~ | Saurca -~ | Varsion | Last Madified Date a
Sar 3
H co00pEEC O p520_new.sys plan IBM System Planning Teol 207 SPT1.4 How 30, 2007 70206 AM
' Gustom Groups Total: 1 Filtered: 1 Selected: O
[ system Plans

_E_ HMC Managem ent

¢
s'ié Service Management

;')3 Updates

Tasks: System Plans

i_reate System Plan - Click bo launch

= T —

|@'] https:/f2.3.5,129/hme/bonsaifaction/ TEcFreeFunc=treeSel%281 %2 98timestamp=1165F 1834 f4#BonsaiT asksPageTree_treeSel(1)

Figure 3-62 Creating an HMC system plan for documentation
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.3.5.129 - hmc2: Create System Plan - Microsoft Internet -0 =|

Create System Plan

Select the managed system, and specify a name and description for the

system plan.

Managed system: ISED—DDEEC j
System plan name: |p52|:|_in5ta|led

Plan description: System plan created

from S20-DDEEC

I wigw systern plan after creation

Create I Cancel | Helpl

|@ Done l_ l_ ’_ l_ E |ﬂ Internet 4

Figure 3-63 Giving a name to the system plan being created

A view of the created system plan is shown in Figure 3-64.

3.5.129 - hmc2: ¥iew System Plan - Microsoft Internet Explorer

Hardware Management Console
System Plan: an

5 sytarms in 520 _ntalecsysotan | I

=] 520-DDEEC

Systern Plant pS20_installed.sysplan
B 0 paptitions Y prasb YR

Dascription:

I viesa Application:  HMC
|| R Version: VPR3.2,0,0
loe_server Date: Friday, Novernber 30, 2007 11:56:47 AM GMT-+05:00
En Apps_server
Bl finux Systems
E'= Hardwara Systam: 520-DDEEC
UF274. 001 DNZ00KEK
B surmmary Description: 9111-520%100DEES Quantity: 1
I partitions Mearnory: 4096 MB Mermory Region Size: 16
Active Processors: 2.0 Total Processars: z
Auto Start: no
Partitions
Partition: vios 1
Ausilability Priority: 191 _I
-

Show Comments Print Help
’_ ’_’_’_ ’—g & Internst y

| &) hetps: 93,5029

Figure 3-64 The created system plan
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Figure 3-65 shows the back view of a POWERS6 p570 server and its installed
adapters.

System Plan:

Hardware Management Console

I

=] E Systems in Complete_basic_setup =

B [F] pS70_170
= 10 partitions
B8 vio_serent
B yetworking

@ Storags
Eq NIM_server
BT 5 _cerver
1 apps_server
Bl L Tz 512 5320 A Non-Raid Adapter own VIG_Serv
inuxipar
L T1 512 Universal Serisl Bus UHG Spec Sun
= ' e
i y7890. 001, DGDYRYW
2 Bl summary
I pantitions
;83888 88 £ FAEF g
AL LN T I
S = i & aa S v
‘4 | K >
Hide Comrmants Print [ Help
[T T[S e meernet 4

Cards

Bachplane Slot | Bus Device Feature or CCIN Device Description Device Serial #

PCI 20 Graphics Accelerator

&

Figure 3-65 The back of the server and its installed adapters

Important: The HMC system plan can also be redeployed serving as a
backup of the configuration.

Notes:

>

>

It is still recommended to back up profile data in the Servers menu:
Configuration —» Manage Partition Data — Backup. Also, you should
back up HMC data in the HMC Management menu.

There is currently no discovery of devices belonging to an adapter such as
disks on a SCSI adapter.
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When the process is finished, you can select the newly created system plan;
Figure 3-66 shows the menu options.

.129 - hmc2: Hardware Management Console Workplace (¥7R3.2.0. crosoft Internet Explos

Hardware Management Console 4
hscroot | Help | Logoft

Contents of: System Plans

B welcome
BB T F e B Tk

E Ef system = Management

Sek. ~  Name | Description -~ Source A Versi. ~  Last Modified Date -~
W] peen instalecsyspian ®]| System plan created from S20-00... HMC VIRA2.00 HMC 1.8 | Moy 30, 2007 114056 ...
U]t ety i il 1M System Planning Tool 207.... SPT 1.4 Noy 30, 2007 70206 AWM

L_—..DS - Total: 2 Fiterad: 2 Sakectad: 0
iE) System Plans

H HMC Managem ent

&
<‘§5| Service Management

dL Updates

Tasks: p520_installedsysplan

[i&] Applet com.ibm. hwmea, Fur, serviet.taskeontroller . applet, TaskControllerApplet2 started ,_|U,_,_ ’—é_ 40 Internet S
Figure 3-66 Options for the HMC system plan

A system plan can also be created with the HMC command
mksysplan -m machine -f filename.sysplan
as shown in Example 3-31.

Example 3-31 Creating a system plan using the command line

hscroot@hmc2:~> mksysplan -m 520-DDEEC -f p520_installed.sysplan
Gathering inventory ...

System plan p520_installed.sysplan created successfully for the system
520-DDEEC

Tip: If the create system plan fails, you can try the HMC command:
mksysplan -m machine -f filename.sysplan -v -o noprobe

Specify noprobe to limit the inventory gathering to obtain only the PCI slot
devices without any further inventory probes to active partitions, nor any
refresh of inactive partition or unallocated hardware information.

240 PowerVM Virtualization on IBM System p: Introduction and Configuration



Exporting an HMC system plan to SPT

An HMC system plan can be exported to another system and also back to SPT.
When importing to SPT, the file must be converted to SPT format.

Notes:
1. This functionality was added in SPT 2.07.313.

2. The system plan must be converted when imported to SPT. The system
plan usually requires some editing of storage devices to be valid in SPT.

3. The virtual SCSI server adapter for the DVD will not be available in SPT
since the feature of having an adapter where any client can connect is
currently not implemented.

Adding a partition in SPT to be deployed on the HMC

You can add a partition to the SPT system plan, import it to the HMC, and deploy
it.

When deploying on the HMC the system plan is validated against the installed
system and all existing partition profiles. Usually the HMC configuration will be
further customized compared to the SPT system plan.

In this case the deployment can be done with the HMC command deploysysplan
with the -o d option, as shown in Example 3-32 where validation against
existing systems is omitted.

Example 3-32 System plan deployment with the deploysysplan command

hscroot@hmc2:~> deploysysplan -f p520_new_add_lpar.sysplan -m 520-DDEEC -o d
System plan 520-DDEEC was not completely deployed on managed system 520-DDEEC.
At Teast one planned operating environment that was part of the system plan was
not deployed. See previous messages to determine which planned operating
environments were not installed.

The new partition is added and the Virtual I/O Server, vios1, is updated with the
virtual adapters required for the new profile.
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Hardware Management Console Workplace (Y7R?3.

Hardware Management Console

Contents of: 520-DDEEC

icrosoft Internet Explorer

hscroat | Help | Logoff

= Welcome:

_ ) 2] () (&) () (6] | Lrasks |
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Figure 3-67 Added Ipar using the system plan

PowerVM Virtualization on IBM System p: Introduction and Configuration




Advanced virtualization
configurations

This chapter starts with a discussion of advanced virtualization topics including:
» Providing continuous availability for virtual 1/0

This includes a discussion of how continuous availability for communication
with external networks and virtualized storage can be achieved. The concepts
are applied in four scenarios:

— Scenario 1: Shared Ethernet Adapter failover

— Scenario 2: Network Interface Backup in the client

— Scenario 3: MPIO in the client with SAN

— Scenario 4: LVM mirroring
» Installing and using Linux in a dual Virtual I/O Server configuration
» Configuring Multiple Shared-Processor Pools
» Extending VLANS into virtual networks

» Finally, supported configurations are listed, which concludes a section with
some advice on the use of IBM TotalStorage® Solutions, HACMP, and
GPFS™ in a virtualized environment.
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4.1 Providing continuous availability for virtual 1/O

This section provides a discussion of the requirements and concepts for
providing continuous availability for virtual I/O. It shows how to use multiple
Virtual I/O Servers for providing highly available virtual SCSI and shared
Ethernet services to client partitions.

Several considerations are taken into account when deciding to use multiple
Virtual I/0O Servers. Client uptime, predicted I/O load averages for both network
and storage, and system manageability are areas that need consideration when
planning the Virtual I/O Server configuration.

For a small system with limited resources and limited 1/0O adapters, the system
may not have enough resources for a second Virtual I/O Server. With limited 1/0
adapters, having a second Virtual I/0O Server may adversely affect the overall
performance provided to the clients if the additional adapters are used for
increasing redundancy, not throughput.

For a larger system, there is a lower resource constraint and multiple Virtual 1/0
Server may be deployed without affecting overall client performance. More 1/O
adapters cater for both throughput and redundancy when used with additional
Virtual 1/0 Servers.

The Virtual I/O Server is extremely robust. It mainly runs device drivers and does
not run any application workloads, and regular users do not log in. Redundancy
can be built into the Virtual I/O Server itself by using redundant physical adapters
combined with MPIO and LVM mirroring (RAID) for storage devices and Link
Aggregation for network devices.

The main reason to implement two Virtual /0O Severs is to provide continuous
access when a Virtual I/0O Server has to be taken offline for planned outages
such as software updates (see 4.4, “System maintenance with dual Virtual /0O
Servers” on page 260). In a two Virtual I/O Server configuration virtual SCSI and
shared Ethernet can be configured in a redundant fashion allowing one Virtual
I/O Server to be rebooted for maintenance or even reinstalled without affecting
the virtual I/O clients.

Note: IVM supports a single Virtual I/O Server.

The following sections discuss these topics in detail:

» 4.2, “Virtual SCSI redundancy” on page 245

» 4.3, “Shared Ethernet redundancy” on page 251

» 4.4, “System maintenance with dual Virtual I/O Servers” on page 260
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» 4.5, “Separating and balancing disk and network traffic” on page 262

Note: Basically, the concepts described apply both to AIX and Linux client
partitions. The practical examples are mostly based on AIX. However, there is
a whole section covering the technical implementation on Linux in 4.11, “Using
Linux on POWER with two Virtual I/0O Servers” on page 299.

4.2 Virtual SCSI redundancy

Virtual SCSI redundancy can be achieved using MPIO and LVM mirroring at
client partition and Virtual 1/0 Server level.

Figure 4-1 on page 246 displays an advanced setup using both MPIO and LVM
mirroring in the client partition at the same time. Two Virtual I/O Servers host
disks for a client partition. The client is using MPIO to access a SAN disk and
LVM mirroring to access two SCSI disks. From the client perspective, the
following situations could be handled without causing downtime for the client:

» Either path to the SAN disk could fail, but the client would still be able to
access the data on the SAN disk through the other path. No action has to be
taken to reintegrate the failed path to the SAN disk after repair if MPIO is
configured as described in 4.8.2, “Configuring MPIO in the client partitions”
on page 282.

» The failure of a SCSI disk would cause stale partitions for the volume group
with the assigned virtual disks. The client partition would still be able to
access the data on the second copy of the mirrored disk. After the failed disk
is available again the stale partitions have to be synchronized using the
varyonvg command.

» Either Virtual /O Server could be rebooted for maintenance. This would result
in a temporary simultaneous failure of one path to the SAN disk and stale
partitions for the volume group on the SCSI disks, as described before.
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Client Partition
LV Mirroring
Client SCSI Client SCSI
Adapter Adapter
[] Physical Resources ‘ MP1O ‘
[ Virtual Resources Client SCSI Client SCSI
Adapter Adapter
VIOS 1 VIOS 2
Server SCSI Server SCSI Server SCSI Server SCSI
E Adapter Adapter Adapter Adapater <
o [ ] | (=]
SCSI Disk SCSI Disk
Physical Physical Physical Physical
FC Adapter FC Adapter FC Adapter FC Adapter
’ SAN Switch ’ SAN Switch

Figure 4-1 Virtual SCSI redundancy using MPIO and LVM mirroring

Notes:

» If mirroring and MPIO are both configurable in your setup, MPIO is the
preferred method for adding disk redundancy to the client. LVM mirroring
causes stale partitions that require synchronization, while MPIO does not.
Depending on the RAID level used on the SAN disks the disk space
requirements for LVM mirroring can be higher.

» Itis recommend to use two Fibre Channel adapters in each Virtual I/O
Server for adapter redundancy.

For further examples of virtual SCSI configurations, see 4.14.1, “Supported
virtual SCSI configurations” on page 331.

4.2.1 MPIO in the client partition

With MPIOQ in the client partition each Virtual /O Server can present a virtual
SCSI device that is physically connected to the same physical disk. This
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achieves redundancy for the Virtual I/O Server itself and for any adapter, switch,
or device that is used between the Virtual I/O Server and the disk.

The MPIO for virtual SCSI devices only supports failover mode. For any given
virtual SCSI disk, a client partition will use a primary path to one Virtual /0
Server and fail over to the secondary path to use the other Virtual I/O Server.
Only one path is used at a given time even when both paths are enabled.

To balance the load of multiple client partitions across two Virtual I/O Servers, the
priority on each virtual SCSI disk on the client partition can be set to select the
primary path and, therefore, a specific Virtual I/O Server. The priority is set on a
per virtual SCSI disk basis using the chpath command as shown in the example
below (1 is the highest priority):

chpath -1 hdiskQ -p vscsiO -a priority=2

Due to this granularity, a system administrator can specify whether all the disks
or alternate disks on a client partition use one of the Virtual I/O Servers as the
primary path. The recommended method is to divide the client partitions between
the two Virtual I/O Servers.

Important: The priority path can be set per VSCSI LUN, enabling fine
granularity of load balancing in dual Virtual I/O Server configurations between
primary and backup.

For MPIO support of virtual SCSI devices in the AlX client partition, the SAN LUN
must be presented as a physical drive (hdiskx) from the Virtual I/O Server to the
client partition. It is not possible to provide a large SAN LUN and then further
subdivide it into logical volumes at the Virtual I/O Server level when using two
Virtual I/O Servers. There should also be no volume group created on the SAN
LUNs on the Virtual I/0 Server. The storage management for this configuration is
performed in the SAN, so there is a one-to-one mapping of SAN LUNs on the
Virtual I/O Servers to virtual SCSI drives on the client partition.

Important: If each Virtual I/O Server has a different number of drives or the
drives were zoned at different times, the device names (hdiskx) might be
different between Virtual I1/0 Servers. Always check that the LUN IDs match
when presenting a drive to the same client partition using dual Virtual I/O
Servers. It is useful from an administration point of view to have the same
device names on both Virtual I/O Servers.

The heartbeat check interval for each disk using MPIO should be configured so
that the path status is updated automatically. This is done using the chdev
command. as shown in the example below. Specifying hcheck_mode=nonactive
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means that healthcheck commands are sent down paths that have no active I/0O,
including paths with a state of failed. The hcheck_mode=nonactive -P attribute
defines how often the health check is performed.

chdev -1 hdisk0 -a hcheck interval=20 -a hcheck mode=nonactive -P

Note: Because the attribute cannot be changed while the vsci device is in the
active state, the -P flag is used so that the change is made in the ODM only.
The changes are applied to the device when the system is rebooted.

On the virtual SCSI client adapter the virtual SCSI adapter path timeout feature
should be configured. It allows the client adapter to check the health of Virtual I/O
Server servicing a particular adapter and detect if a Virtual I/O Server is not
responding to 1/O requests. In such a case the client will failover to an alternate
path if the Virtual SCSI adapter path timeout is configured. This feature is
configured using the chdev command as shown in the following example.

chdev -1 vscsi0 -a vscsi_path to=30 -P

Figure 4-2 on page 249 shows a configuration where MPIO is used in the client
partition. The Virtual /0O Server is using SAN storage used the SVC and the
SDDPCM module. It shows which attributes should be set in this configuration.
MPIOQ in the client partition can be used without configuring MPIO on the Virtual
I/O Server. This would be the case if each Virtual I/O Server has just a single
Fibre Channel adapter configured. The settings when using multiple Fibre
Channel adapters and MPIO on the Virtual I/O Server level are described in
detail in 4.8.2, “Configuring MPIO in the client partitions” on page 282.
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Client Partition

hdisk devices in client
- algoritm=failover | | __ ccm=——
- reserve_policy=no_reserve m====""""7
- hcheck_mode=nonactive
- hcheck_interval=20
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-
——
-
-

fscsi devices on VIOS
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Figure 4-2 MPIO attributes

4.2.2 MPIO in the Virtual I/0O Server

This section describes the configuration of the Virtual I/O Server when deploying
MPIO in a dual Virtual I/O Servers environment.

Fibre channel device configuration

The fscsi devices include specific attributes that must be changed on both Virtual
I/O Servers. These attributes are fc_err_recov and the dyntrk attribute. Both
attributes can be changed using the chdev command as follows:

$ chdev -dev fscsi0O -attr fc_err_recov=fast_fail dyntrk=yes -perm
fscsi0 changed

Changing the fc_err_recov attribute to fast_fail will fail any 1/Os immediately if
the adapter detects a link event, such as a lost link between a storage device and
a switch. The fast_fail setting is only recommended for dual Virtual I/O Servers
configurations. Setting the dyntrk attribute to yes allows the Virtual /O Server to
tolerate cabling changes in the SAN. Both Virtual I/O Servers need to be
rebooted for these changed attributes to take effect.
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SDDPCM and third-party multipathing software

For Virtual I/0 Servers attached to IBM SAN storage (such as SVC, DS8000,
DS6000, and ESS), Subsystem Device Driver Path Control Module (SDDPCM)
multipathing software is installed on the Virtual /O Servers to provide the load
balancing and redundancy across multiple fibre channel connections between
the Virtual I/O Servers and the IBM SAN Storage. Download the SDDPCM
software from the following IBM Storage Web site:

http://www.ibm.com/support/docview.wss?uid=ssg154000201

In addition to IBM SAN storage, the Virtual I/O Server also supports many
third-party SAN storage solutions and allows the installation of third-party,
vendor-specific multipathing software. For more information on supported
configurations see 4.14.1, “Supported virtual SCSI configurations” on page 331
and the support matrix for all IBM and third-party storage solutions for the Virtual
I/O Server which can be found at the following Web site:

http://wwwléd.software.ibm.com/webapp/set2/sas/f/vios/documentation/data
sheet.html

Important: Third-party storage vendors provide their own recommendations
relating to the installation of their storage devices on AIX and the Virtual I/0
Server. Refer to the vendor-specific installation guides for configuration
instructions.

hdisk device configuration on the Virtual I/O Server

To correctly enable the presentation of a physical drive to a client partition by dual
Virtual I/O Servers, the reserve_policy attribute on each disk must be set to
no_reserve. Using hdisk1 as an example, use the chdev command to change
both the reserve policy and algorithm on the hdisk:

$ chdev -dev hdiskl -attr reserve policy=no_reserve
hdiskl changed

In addition, to enable load balancing across multiple Fibre Channel adapters
within the Virtual /0O Servers when using the base AIX MPIO support, set the
algorithm to round_robin for each physical disk as shown in Example 4-1. This is
not required when you use SDD or SDDPCM as multipathing software:

Example 4-1 Changing disks to round_robin algorithm

$ chdev -dev hdiskl -attr algorithm=round_robin

hdiskl changed

$ Tsdev -dev hdiskl -attr
attribute value description
user_settable

PCM PCM/friend/scsiscsd Path Control Module False
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algorithm round_robin Algorithm True

dist_err_pcnt 0 Distributed Error Percentage True
dist_tw_width 50 Distributed Error Sample Time True
hcheck_interval 0 Health Check Interval True
hcheck_mode nonactive Health Check Mode True
max_transfer 0x40000 Maximum TRANSFER Size True
pvid 0021768a0151feb40000000000000000 Physical volume identifier False
queue_depth 3 Queue DEPTH False
reserve_policy no_reserve Reserve Policy True
size_in_mb 18200 Size in Megabytes False

4.2.3 LVM mirroring in the client partition

With the use of LVM mirroring in the client partition, each Virtual 1/O Server can
present a virtual SCSI device that is physically connected to a different disk and
then used in a normal AIX mirrored volume group on the client partition. This
achieves a higher level of reliability by providing redundancy. Client volume group
mirroring is also required when a Virtual I/O Server logical volume is used as a
virtual SCSI device on the client. In this case, the virtual SCSI devices are
associated with different SCSI disks, each controlled by one of the two Virtual I/O
Server. You can find a sample LVM mirroring configuration in 4.9, “Scenario 4:
LVM mirroring” on page 288

4.3 Shared Ethernet redundancy

In a single Virtual /0 Server configuration, communication to external networks
ceases if the Virtual I/0O Server looses connection to the external network. Client
partitions will experience this disruption if they use the SEA as a means to
access the external networks. Communication through the SEA is, for example,
suspended when the physical network adapter in the Virtual I/O Server fails or
loses connectivity to the external network because of a switch failure. Another
reason might be a planned shutdown of the Virtual I/O Server for maintenance
purposes. Communication resumes as soon as the Virtual I/O Server regains
connectivity to the external network. Internal communication between partitions
through virtual Ethernet connections continues unaffected while access to the
external network is unavailable. VIO clients do not have to be rebooted or
otherwise reconfigured to resume communication through the SEA. The clients
are similarly affected as when unplugging and replugging an uplink of a physical
Ethernet switch.

If the temporary failure of communication with external networks is unacceptable,

more than a single forwarding instance and some function for failover has to be
implemented in the Virtual I/0O Server.
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Consideration: The Integrated Virtualization Manager (IVM) supports a
single Virtual I/O Server. This section only applies to systems managed by the
Hardware Management Console (HMC).

There are several approaches to achieve continuous availability for shared
Ethernet access to external networks. Most commonly used are Shared Ethernet
Adapter Failover and Network Interface Backup which are described in detail in
the following paragraphs.

There are other approaches to achieve continuous availability for shared
Ethernet access by taking advantage of configurations that are also used in
physical network environments. These include:

» |P Multipathing with Dead Gateway Detection (DGD) or Virtual IP Addresses
(VIPA) and dynamic routing protocols, such as Open Shortest Path First
(OSPF).

» |P Address Takeover (IPAT), with High Availability Cluster Management or
Automation Software, such as HACMP for AIX or Tivoli System Automation
(TSA).

4.3.1 Shared Ethernet Adapter failover

252

Shared Ethernet Adapter failover offers Ethernet redundancy to the client at the
Virtual I/0O Server level. In a SEA failover configuration two Virtual I/O Servers
have the bridging functionality of the Shared Ethernet Adapter. They use a
control channel to determine which of them is supplying the Ethernet service to
the client. If one SEA loses access to the external network through its physical
Ethernet adapter or one Virtual I/O Server is shut down for maintenance it will
automatically fail over. You can also trigger a manual failover.

The client partition gets one virtual Ethernet adapter bridged by two Virtual 1/0
Servers. The client partition has no special protocol or software configured and
uses the virtual Ethernet adapter as though it was bridged by only one Virtual I/0
Server.

Shared Ethernet Adapter failover supports IEEE 802.1Q VLAN tagging just like
the basic SEA feature.

As shown in Figure 4-3 on page 253, both Virtual I/0O Servers attach to the same
virtual and physical Ethernet networks and VLANSs, and both virtual Ethernet

adapters of both SEAs will have the access external network flag enabled and a
trunk priority set. An additional virtual Ethernet connection has to be set up as a
separate VLAN between the two Virtual I/O Servers and must be attached to the
Shared Ethernet Adapter (SEA) as a control channel, not as regular member of
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the SEA. This VLAN serves as a channel for the exchange of keep-alive or
heartbeat messages between the two Virtual I/O Servers and therefore controls
the failover of the bridging functionality. No network interfaces have to be
attached to the control channel Ethernet adapters. The control channel adapter
should be placed on a dedicated VLAN that is not used for anything else.

VIOS 1 VIOS 2 Client partition
en2 en2
(if.) (if.)
halmodesauto ha_mode=auto
ent2 | oflchan=ent3 ofl_chan=ent3 | ent2 en0
(sea) 1| |r (sea) (if.)
/\ | | 5
1 1 R4
ent0 ent1 ent3 ent3 ent1 ent0 ent0
(phy.) (virt.) (virt.) (virt.) (virt.) (phy.) (virt.)
prio=1 prio=2
control T
channel §
VLAN ID=99 2
)
VLAN ID=1 ’
Ethernet I: uplink Ethernet
switch VLAN=1 switch

Figure 4-3 Basic SEA failover configuration

You must select different priorities for the two SEAs by setting all virtual Ethernet
adapters of each SEA to that priority value. The priority value defines which of
the two SEAs will be the primary (active) and which will be the backup (standby).
The lower the priority value, the higher the priority, thus priority=1 means highest
priority.

There may also be some types of network failures that would not trigger a failover
of the SEA, because keep-alive messages are only sent over the control
channel. No keep-alive messages are sent over other SEA networks, especially
not over the external network. The SEA failover feature can be configured to
periodically check the reachability of a given IP address. The SEA will
periodically ping this IP address, so it can detect some other network failures.
This is similar to the IP address to ping that may be configured with Network
Interface Backup.
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Important: The Shared Ethernet Adapters must have network interfaces, with
IP addresses associated, to be able to use this periodic reachability test.

These IP addresses have to be unique and you have to use different IP
addresses on the two SEAs.

There are basically four different cases that will initiate a SEA failover:

1. The standby SEA detects that keep-alive messages from the active SEA are
no longer received over the control channel.

2. The active SEA detects that a loss of the physical link is reported by the
physical Ethernet adapter’s device driver.

3. On the Virtual I/0O Server with the active SEA, a manual failover can be
initiated by setting the active SEA to standby mode.

4. The active SEA detects that it cannot ping a given IP address anymore.
An end of the keep-alive messages would occur when the Virtual I/O Server with

the primary SEA is shut down or halted, has stopped responding, or has been
deactivated from the HMC.

Important: You may experience up to a 30-second delay in failover when
using SEA failover. The behavior depends on the network switch and the
spanning tree settings.
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Figure 4-4 shows an alternative setup where the IP address of the Virtual 1/0
Servers is configured on a separate physical Ethernet adapter. In this
configuration it is not possible for the SEAs to periodically ping a given IP
address. It is recommended to associate the interface and IP address to the
SEA, as shown in Figure 4-3 on page 253.

VIOS 1 VIOS 2 Client partition
end ent2 [ —__ | ent2 end en0
(if.) (sea) 1| If (sea) (if.) (if.)
/\ | I 3
1 1
ent4 ent0 ent1 ent3 ent3 ent1 ent0 ent4 ent0
(virt.) (phy.) (virt.) (virt.) (virt.) (virt.) (phy.) (virt.) (virt.)
prio=1 prio=2
control T
channel §
Default VLAN ID=99 3
»
o
’ Default VLAN ID=1 ’
PVID=1 PVID=1
Ethernet I: uplink Ethernet
switch VLAN=1 switch

Figure 4-4 Alternative configuration for SEA failover

4.3.2 Network Interface Backup in the client partition

Network Interface Backup (NIB) in the client partition can be used to achieve
network redundancy when using two Virtual /0 Severs. An EtherChannel with
only one primary adapter and one backup adapter is said to be operating in
Network Interface Backup mode.

The client partition uses two virtual Ethernet adapters to create an EtherChannel
that consists of one primary adapter and one backup adapter. The interface is
defined on the EtherChannel. If the primary adapter becomes unavailable, the
Network Interface Backup switches to the backup adapter. See 4.7, “Scenario 2:
Network Interface Backup in the client” on page 270 for setup details. Figure 4-5
on page 256 shows the concept.

A Link Aggregation of more than one active virtual Ethernet adapter is not
supported. Only one primary virtual Ethernet adapter plus one backup virtual
Ethernet adapter are supported. To increase the bandwidth of a virtual Ethernet
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adapter Link Aggregation has to be done on the Virtual I/O Server as described
in 4.3.4, “Using Link Aggregation on the Virtual /O Server” on page 258.

When configuring NIB in a client partition, each virtual Ethernet adapter has to
be configured on a different VLAN. It is not possible to configure additional
VLANSs. The two different internal VLANSs are then bridged to the same external

VLAN, as shown in Figure 4-5.
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Figure 4-5 Network redundancy using two Virtual I/O Servers and NIB

Important: When using NIB with virtual Ethernet adapters, it is mandatory to
use the ping-to-address feature to be able to detect network failures, because
there is no hardware link failure for virtual Ethernet adapters to trigger a

failover to the other adapter.

4.3.3 When to use SEA failover or Network Interface Backup

256

In the previous sections, we described two different approaches on how to
provide high availability for bridged (layer-2) access to external networks with
redundant Shared Ethernet Adapters for two Virtual I/O Servers. The following

sections discuss which approach to use when.

PowerVM Virtualization on IBM System p: Introduction and Configuration



Advantages of Network Interface Backup
NIB can provide better resource utilization as a result of the following:

» With NIB, you can distribute the clients over both Shared Ethernet Adapters in
such a way that half of them will use the Shared Ethernet Adapter on the first
Virtual I/O Server as the primary adapter, and the other half will use the
Shared Ethernet Adapter on the second Virtual I/O Server as the primary
adapter. This enables the bandwidth of the physical Ethernet adapters in both
the Virtual I/O Servers Shared Ethernet Adapters to be used concurrently by
different client partitions. You are able to do this using additional pairs for
additional VLANS and also requiring additional hardware.

» With Shared Ethernet Adapter Failover, only one of the two Shared Ethernet
Adapters is actively used at any time, while the other Shared Ethernet
Adapter is only a standby. Therefore, the bandwidth of the physical Ethernet
adapters of the standby Shared Ethernet Adapter is not used.

When to use Network Interface Backup

Using Network Interface Backup might be suitable over the Shared Ethernet
Adapter Failover option when:

» You want to load balance client partitions to use both Virtual I/O Servers.
» You are not using VLAN tagging.

» You have an existing Network Interface Backup configuration and do not want
to change the Ethernet setup.

Advantages of Shared Ethernet Adapter Failover
The Shared Ethernet Adapter Failover provides the following advantages over
Network Interface Backup:

» Shared Ethernet Adapter Failover is implemented on the Virtual I/O Server,
which simplifies the virtual network administration.

» The client partitions only require a single virtual Ethernet adapter and VLAN
with no fail-over logic implemented, making the configuration of clients easier.

» When using the Network Interface Backup approach, the client partition
configuration is more complex because all clients have to configure a second
virtual Ethernet adapter on a different VLAN and a link aggregation adapter
with the NIB feature.

» Shared Ethernet Adapter Failover has the added support of IEEE 802.1Q
VLAN tagging.

» SEA failover simplifies NIM installation because only a single virtual Ethernet
device is required on the client partition. The Ethernet configuration does not
need to be modified after a NIM installation.
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» Only the SEAs send out periodic ping requests for checking the network
availability. With NIB every client partition will send out ping requests resulting
in more network traffic.

When to use SEA failover

We recommend using Shared Ethernet Adapter Failover rather than the Network
Interface Backup option for the following:

» You use VLAN tagging.
» You are running the Linux operating system.

» You do not need load balancing per Shared Ethernet Adapter between the
primary and standby Virtual I/O Servers.

In most cases, the advantages of SEA failover will outweigh those of NIB, so SEA
failover should be the default approach to provide high-availability for bridged
access to external networks.

Note: SEA failover and NIB have a common behavior: They do not check the
reachability of the specified IP address through the backup-path as long as
the primary path is active. That is because the virtual Ethernet adapter is
always connected and there is no /ink up event as is the case with physical
adapters. You do not know if you really have an operational backup until your
primary path fails.

4.3.4 Using Link Aggregation on the Virtual I/O Server

Link Aggregation is a network port aggregation technology that allows several
Ethernet adapters to be aggregated together to form a single pseudo Ethernet
adapter. This technology can be used on the Virtual I/O Server to increase the
bandwidth compared to when using a single network adapter and avoid
bottlenecks when sharing one network adapter among many client partitions.

The main benefit of a Link Aggregation is that it has the network bandwidth of all
of its adapters in a single network presence. If an adapter fails, the packets are
automatically sent on the next available adapter without disruption to existing
user connections. The adapter is automatically returned to service on the Link
Aggregation when it recovers. Thus, Link Aggregation also provides some
degree of increased availability. A link or adapter failure will lead to a
performance degradation, but not a disruption.

Depending on the manufacturer, Link Aggregation is not a complete
high-availability networking solution because all the aggregated links must
connect to the same switch. By using a backup adapter you can add a single
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additional link to the Link Aggregation, which is connected to a different Ethernet
switch with the same VLAN. This single link will only be used as a backup.

As an example for Link Aggregation, ent0 and ent1 can be aggregated to ent2.
The system considers these aggregated adapters as one adapter. Interface en2
would then be configured with an IP address. Therefore, IP is configured as on
any other Ethernet adapter. In addition, all adapters in the Link Aggregation are
given the same hardware (MAC) address, so they are treated by remote systems
as though they were one adapter.

Two variants of Link Aggregation are supported:

» Cisco EtherChannel (EC)

» |EEE 802.3ad Link Aggregation (LA)

While EC is a Cisco-specific implementation of adapter aggregation, LA follows

the IEEE 802.3ad standard. Table 4-1 shows the main differences between EC
and LA.

Table 4-1 Main differences between EC and LA aggregation

Cisco EtherChannel IEEE 802.3ad Link Aggregation
Cisco-specific Open Standard
Requires switch configuration. Little, if any, configuration of switch

required to form aggregation. Some initial
setup of the switch may be required.

Supports different packet distribution Supports only standard distribution mode.
modes.

The main benefit of using LA is, that if the switch supports the Link Aggregation
Control Protocol (LACP), no special configuration of the switch ports is required.
The benefit of EC is the support of different packet distribution modes. This
means it is possible to influence the load balancing of the aggregated adapters.
In the remainder of this book, we use Link Aggregation where possible since that
is considered a more universally understood term.

Figure 4-6 on page 260 shows the aggregation of two plus one adapters to a
single pseudo-Ethernet device, including a backup feature. The Ethernet
adapters ent0 and ent1 are aggregated for bandwidth and must be connected to
the same Ethernet switch, while ent2 connects to a different switch, but is only
used for backup, for example, if the main Ethernet switch fails. The adapters ent0
and ent1 are now exclusively accessible through the pseudo Ethernet adapter
ent5 and its interface en5. You could not, for example, attach a network interface
en0 to ent0, as long as ent0 is a member of an EtherChannel or Link
Aggregation.
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Note: A Link Aggregation or EtherChannel of virtual Ethernet adapters is not
supported. But you may use the Network Interface Backup feature of Link

Aggregation with virtual Ethernet adapters.

A Link Aggregation with only one primary Ethernet adapter and one backup
adapter is said to be operating in Network Interface Backup (NIB).

Virtual I/O Server
IP addr
en5
(interface)
ents
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ent3
. ent4
(link agg (virt)
device)

e e
ent0 entl o
(Phye) (Phys) (Phys)
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Figure 4-6 Link Aggregation (EtherChannel) on the Virtual I/O Server

4.4 System maintenance with dual Virtual I/O Servers

260

Redundancy allows for easier system management, such as software upgrades.
With two Virtual I/O Servers, the layer of physical resource dependency has been

removed.

System maintenance can now be performed on a Virtual /0 Server and any
external device it connects to, such as a network or SAN switch. With virtual

SCSI and shared Ethernet being hosted by a second Virtual 1/0 Server,
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rebooting or disconnecting the Virtual I/O Server from its external devices is now
possible without causing client outages. With the client partition running MPIO
and using SEA failover, no actions will need to be performed on the client
partition while the system maintenance is being performed or after it has
completed. This results in improved uptime and reduced system administration
efforts for the client partitions.

Upgrading and rebooting a Virtual I/O Server, network switch, or SAN switch is
simpler and more compartmentalized, since the client is no longer dependant on
the availability of all of the environment.

In Figure 4-7, a client partition has virtual SCSI devices and a virtual Ethernet
adapter hosted from two Virtual 1/0O Servers. The client has MPIO implemented
across the virtual SCSI devices and Shared Ethernet Adapter Failover for the
virtual Ethernet.

Note: A combination of MPIO for disk redundancy and Shared Ethernet
Adapter Failover for network redundancy is recommended.

Client Partition

MPIO]
vCsi
en0
ent0(virt)

|| vsScsI
=’ Network Network

Switch Switch

Control Channel

Figure 4-7 Redundant Virtual I/O Servers before maintenance
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When Virtual I/O Server 2 is shut down for maintenance, as shown in Figure 4-8,
the client partition continues to access the network and SAN storage through

Virtual I/O Server 1.

Client Partition

[MPIO]
vSCSI
en0
entO(virt)
VIOS 2
Shutdown

i Network | | Network
Switch Switch

Control Channel

[SAN SwitcH

Figure 4-8 Redundant Virtual I/O Servers during maintenance

When Virtual I/0O Server 2 returns to a full running state, the client will continue
using the MPIO path through Virtual I/O Server 1, while the virtual Ethernet will
be reset to the primary Virtual I/O Server Shared Ethernet Adapter.

4.5 Separating and balancing disk and network traffic

In addition to continuous availability, a dual Virtual I/0O Server setup also provides
the ability to separate or balance the virtual I/0 load and the resulting resource
consumption across the Virtual I/O Servers.

Virtual Ethernet traffic is generally heavier on the Virtual /0O Server than virtual
SCSI traffic. Virtual Ethernet connections generally take up more CPU cycles
than connections through physical Ethernet adapters. The reason is that modern
physical Ethernet adapters contain many functions to off-load some work from

262 PowerVM Virtualization on IBM System p: Introduction and Configuration



the system’s CPUs, for example, checksum computation and verification,
interrupt modulation, and packet reassembly.

In a configuration running MPIO and a single SEA per Virtual I/0O Server you
typically separate the traffic in such a way that the virtual Ethernet traffic is going
through one Virtual I/O Server and the virtual SCSI traffic is going through the
other. This is done by defining the SEA trunk priority and the MPIO path priority.
See 4.6, “Scenario 1: Shared Ethernet Adapter failover” on page 264 for details
on SEA failover configuration and 4.8, “Scenario 3: MPIO in the client with SAN”
on page 275 for details on MPIO configuration.

Note: Do not switch off SEA threading on the Virtual I/O Server that is used as
primary for the network traffic. It will do both disk and network serving in case
the other Virtual I/O Server is unavailable.

Tip: By default MPIO traffic is normally routed through the first Virtual 1/0
Server. The easiest way to separate disk and network traffic is therefore to
define the Shared Ethernet Adapter to use the second Virtual I/O Server as
primary channel. Like the path priorities for the virtual hdisk can be left
unchanged. Otherwise you have to update the path priorities for each hdisk in
each client partition.

In an MPIO configuration with several Shared Ethernet Adapters per Virtual 1/0
Server you typically balance the network and virtual SCSI traffic between the
Virtual 1/0 Servers.

Note: Use the storage configuration software to check that the preferred paths
on the storage subsystem are in accordance with the path priorities set in the
virtual I/O clients.

When using MPIO together with NIB the virtual Ethernet traffic can be spread
more flexibly. For each network interface running in NIB mode you can configure
through which Virtual 1/0 server the traffic should go. If your network traffic is
driving one Virtual 1/0 Server to its limits, you can balance the workloads by
adapting the NIB configuration.

If the Virtual I1/0 Servers are running in uncapped mode, processor resources are
automatically balanced.

See 4.7, “Scenario 2: Network Interface Backup in the client” on page 270 for
details on configuring NIB and 4.8, “Scenario 3: MPIO in the client with SAN” on
page 275 for details configuring MPIO.
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Figure 4-9 shows an example configuration where network and disk traffic are
separated.

» Virtual I/O Server 1 has priority 1 for network and priority 2 for disk.
» Virtual I/O Server 2 has priority 2 for network and priority 1 for disk.
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Priority 2
/
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s/ A
4 \‘»
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// \\
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Figure 4-9 Separating disk and network traffic

4.6 Scenario 1: Shared Ethernet Adapter failover

264

This scenario shows how to set up a highly available Shared Ethernet Adapter
configuration using Shared Ethernet Adapter failover. Figure 4-10 on page 265
shows the configuration. To keep the picture simple, only the client partition
DB_Server is shown in the picture. In a Shared Ethernet Adapter failover
configuration there are two Virtual 1/0 servers, each running a Shared Ethernet
Adapter. The Shared Ethernet Adapters communicate with each other on a
control channel using two virtual Ethernet adapters configured on a separate
VLAN. The control channel is used to carry heartbeat packets between the two
Shared Ethernet Adapters. When the primary Shared Ethernet Adapter loses

PowerVM Virtualization on IBM System p: Introduction and Configuration



connectivity or the Virtual 1/0 Server is shut down for maintenance, the network
traffic is automatically switched to the backup Shared Ethernet Adapter.
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en4 end
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Figure 4-10 Highly available Shared Ethernet Adapter setup

4.6.1 Configuring Shared Ethernet Adapter failover

Use the following steps to set up the scenario:

1. Create two Virtual I/O Server partitions and name them VIO_Server1 and
VIO_Server2, following the instructions in 3.3, “Creating a Virtual I/O Server
partition” on page 153. In step 10, select one physical Ethernet adapter and
one physical storage adapter.

2. Install both Virtual I1/0 Servers by following the instructions in 3.4, “Virtual I/O
Server software installation” on page 173.

3. Configure each Virtual I/O Server with two virtual Ethernet adapters. One
virtual Ethernet adapter is configured on VLAN 1 and is used for network
traffic to the external network. The second virtual Ethernet adapter is on
VLAN 99 and is used for heartbeat traffic between to the SEAs. Table 4-2 on
page 266 shows an overview of the required virtual Ethernet adapters. The
trunk priority for the Virtual Ethernet adapter on VIO_Server1 which has the
Access external network flag set is set to 1. This means that normally the
network traffic will go through VIO_Server1. VIO_Server2 with trunk priority 2
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is used as backup in case VIO_Server1 has no connectivity to the external
network.

Note: The two adapters used for SEA heartbeat must be on the same
VLAN. The VLAN must be the same for both adapters and must not be
used by any other adapter on the machine.

Table 4-2 Virtual Ethernet adapter overview for Virtual I/O Servers

Virtual I/0 Virtual I/0 VLANID Trunk Access
Server Server slot priority external
network
VIO_Serveri 10 1 1 yes
VIO_Serveri 11 99 0 no
VIO_Server2 10 1 2 yes
VIO_Server2 11 99 0 no

4. Also make the virtual SCSI configuration highly available by either configuring
LVM mirroring as described in 4.8, “Scenario 3: MPIO in the client with SAN”
on page 275 MPIO as described in 4.9, “Scenario 4: LVM mirroring” on
page 288.

5. Define the SEA adapter device on VIO_Server1 and VIO_Server2 using the
mkdev command, as shown in Example 4-2. The SEA is defined with an IP
address to ping using the -netaddr flag. The SEA will periodically ping this IP
address, so it can detect some other network failures. This is similar to the IP
address to ping that may be configured with Network Interface Backup. In this
example the SEA is also configured with the largesend option to enable TCP
segmentation offload.

Example 4-2 Shared Ethernet Adapter with failover creation

$ mkvdev -sea ent0 -vadapter ent2 -default ent2 -defaultid 1 -attr
ha_mode=auto ctl_chan=ent3 netaddr=9.3.4.1 Targesend=1

ent4 Available

end

etd
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Important: Mismatching SEA and SEA failover could cause broadcast
storms to occur and affect the stability of your network. When upgrading
from an SEA to an SEA failover environment, it is imperative that the
Virtual I/0O Server with the regular SEA be modified to SEA failover prior to
creating the second SEA with SEA failover enablement.

Note: If you have an existing SEA you configure it to failover mode you
using the chdev command as shown below

$ chdev -dev ent4 -attr ha_mode=auto ctl_chan=ent3

6. Verify the SEA adapter attributes on both Virtual I/O Servers’ SEA adapter, as
shown in Example 4-3.

Example 4-3 Verify and change attributes for SEA adapter

§ 1sdev -dev ent4 -attr
attribute value description
user_settable

ctl1_chan ent3 Control Channel adapter for SEA failover True
gvrp no Enable GARP VLAN Registration Protocol (GVRP) True
ha_mode auto High Availability Mode True
jumbo_frames no Enable Gigabit Ethernet Jumbo Frames True
large_receive no Enable receive TCP segment aggregation True
largesend 1 Enable Hardware Transmit TCP Resegmentation True
netaddr 9.3.4.1 Address to ping True
pvid 1 PVID to use for the SEA device True
pvid_adapter ent2 Default virtual adapter to use for non-VLAN-tagged packets True
real_adapter ent0 Physical adapter associated with the SEA True
thread 1 Thread mode enabled (1) or disabled (0) True

virt_adapters ent2 List of virtual adapters associated with the SEA (comma separated) True
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7. Define the network configuration for each Virtual I/O Server on the newly
created SEA interface. You can use the mktcpip command or the cfgassist
command to launch the SMIT menus, as shown in Figure 4-11 for
VIO_Server2.

ossrzavio servere pora 70 5

¥I0% TCP/IF Configquration El

Type or select wvalues in entry fields.
Fress Enter AFTER making all desired changes.

[Entry Field=s]
* Hostname
Internet ADDRESS [dotted decimal)
Network MASE [(dotted decimal)
Network INTERFACE
Defanlt Gateway (dotted decimal)
NAMESERVER
Internet ADDRESS [(dotted decimal)
DOMATH MName
ahleType|

=+

=+

stin.ibm. conjl

Esc+l=Help Esc+Z=Refresh Esc+3=Cancel Esc+d=List
Esc+5=Feset Fo=Command Fi=Edit F&=Image
Fa=5hell FlO=Exit Enter=Dno —

O
Figure 4-11 Create an IP address on the Shared Ethernet Adapter using cfgassist

8. Create the client partitions following the instructions in 3.5.5, “Creating client
partitions” on page 197. Each client partition needs to be configured with one
virtual Ethernet adapter in VLAN 1.

Testing Shared Ethernet Adapter failover
Perform the following steps to test whether the SEA failover configuration works
as expected.

1. Open a remote shell session from a system on the external network to any of
the client partitions. If your session gets disconnected during any of the tests
your configuration is not highly available. You might want to run a ping
command to verify that you have continuous connectivity.

268 PowerVM Virtualization on IBM System p: Introduction and Configuration



2. On the VIO_Server1 check whether the primary adapter is active using the
entstat command:

$ entstat -all ent4 | grep Active
Priority: 1 Active: True

Attention: If your Virtual I/O Servers also provide virtual SCSI disks in
addition to SEA, stale partitions will occur on the client partitions when a
Virtual 1/0 Server shuts down. Thus, after each test, you must make sure
that you resynchronize all stale partitions before proceeding with the next
test case.

3. Perform a manual failover using the following chdev command to switch to the
standby adapter:

chdev -dev ent4 -attr ha_mode=standby

4. Check whether the SEA failover was successful using the entstat command.
On VIO_Server1 the entstat output should look like this:

§ entstat -all entd | grep Active
Priority: 1 Active: False

You should also see the following entry in the errorlog when you issue the
errlog command:

40D97644 1205135007 I H ent4 BECOME BACKUP
On VIO_Server2 the entstat output should look like this:

$ entstat -all ent4 | grep Active
Priority: 2 Active: True

You should see the following entry in the errorlog when you issue the errlog
command.

E136EAFA 1205135007 I H ent4d BECOME PRIMARY

Important: You may experience up to 30 seconds delay in failover when
using SEA failover. The behavior depends on the network switch and the
spanning tree settings.

5. On VIO_Server1 switch back to the primary adapter and verify that the
primary adapter is active using these commands:

$ chdev -dev ent4 -attr ha_mode=auto

entd4 changed

$ entstat -all ent4 | grep Active
Priority: 1 Active: True
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6. Unplug the link of the physical adapter on VIO_Server1. Use the entstat
command to check whether the SEA has failed over to the standby adapter.

7. Re-plug the link of the physical adapter on VIO_Server1 and verify that the
SEA has switched back to the primary.

4.7 Scenario 2: Network Interface Backup in the client

Network Interface Backup (NIB) can be used to provide redundant access to
external networks when two Virtual I/O Servers are used. Figure 4-12 on

page 271 shows the sample configuration. To keep the picture simple, only the
client partition DB_Server is shown.

In a NIB configuration the Shared Ethernet Adapters (SEA) on the two Virtual I/O
Servers are each configured on a different VLAN. In our example VIO_Server1 is
configured on VLAN 1 and VIO_Server2 is configured on VLAN 2. Each Virtual
I/O Server therefore needs a virtual Ethernet Adapter configured with the correct
VLAN ID.

The client partitions has two virtual Ethernet Adapters. One of them is configured
on VLAN 1 providing the connection to the SEA in VIO_Server1. The second one
is configured on VLAN 2 connecting to VIO_Server2. Using these two adapters
an EtherChannel in Network Interface Backup mode is configured.
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Figure 4-12 NIB configuration

4.7.1 Configuring Network Interface Backup

Use the following steps to set up the scenario:

1. Create two Virtual I/O Server partitions and name them VIO_Server1 and
VIO_Server2, following the instructions in 3.3, “Creating a Virtual I/O Server
partition” on page 153. In step 10, select one Ethernet Adapter and one

storage adapter.

2. Install both Virtual I1/0O Servers by following the instructions in 3.4, “Virtual I/O
Server software installation” on page 173.

3. Configure each Virtual I/0 Server with one virtual Ethernet adapter. Each
Virtual I/O Server needs to be on a different VLAN.

Table 4-3 Network interface backup configuration examples

Virtual I/O Server Virtual I/0O Server slot VLAN
VIO_Serveri 10 1
VIO_Server2 10 2
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4. On each Virtual /0 Server define a Shared Ethernet Adapter with the correct
VLAN ID. Example 4-4 shows the configuration of the SEA on VIO_Server1
with VLAN ID 1 through the defaultid flag. Example 4-5 shows the
configuration of the SEA on VIO_Server2 with VLAN ID 2.

Example 4-4 SEA adapter configuration on VIO_Server1

$ mkvdev -sea ent0 -vadapter ent2 -default ent2 -defaultid 1
entd Available

end

etd

Example 4-5 SEA adapter configuration on VIO_Server2

$ mkvdev -sea ent0 -vadapter ent2 -default ent2 -defaultid 2
ent4 Available

end

etd

5. Also add virtual SCSI adapters to have a highly available virtual SCSI
configuration as described in 4.8, “Scenario 3: MPIO in the client with SAN”
on page 275 or 4.9, “Scenario 4: LVM mirroring” on page 288.

6. Create the client partitions following the instructions in 3.5.5, “Creating client
partitions” on page 197. Each client partition needs to be configured with one
virtual Ethernet adapter in VLAN1 and one in VLAN2.

7. In each client partition define the EtherChannel entering smit — Devices —
Communication — EtherChannel / IEEE 802.3ad Link Aggregation —
Add An EtherChannel / Link Aggregation or using the smitty
etherchannel command. Select the primary adapter, ent0, and press Enter.
Example 4-6 shows the SMIT menu for adding an EtherChannel/Link
Aggregation.

Example 4-6 Add An EtherChannel / Link Aggregation smit menu

Add An EtherChannel / Link Aggregation

Type or select values in entry fields.
Press Enter AFTER making all desired changes.

[Entry Fields]

EtherChannel / Link Aggregation Adapters ent0 +
Enable Alternate Address no +
Alternate Address 0 +
Enable Gigabit Ethernet Jumbo Frames no +
Mode standard +
Hash Mode default +
Backup Adapter entl +
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Automatically Recover to Main Channel yes +

Perform Lossless Failover After Ping Failure yes +
Internet Address to Ping [9.3.4.1]
Number of Retries [1 +#
Retry Timeout (sec) [1 +#
Esct+l=Help Esct+2=Refresh Esc+3=Cancel Esctd=List
Esct5=Reset F6=Command F7=Edit F8=Image
F9=Shell F10=Exit Enter=Do

Note: The following message, which appears in the errorlog when the
EtherChannel is created, can be ignored:

5561971C 1123194707 P S ent2 UNSUPPORTED IOCTL IN DEVICE DRIVER

4.7.2 Testing Network Interface Backup

Perform the following steps to verify that the NIB configuration works as
expected. The steps below show how failover works when the network
connection of a Virtual I/O Server is disconnected. The failover works in the
same fashion when a Virtual I/O Server is rebooted. You can test this by
rebooting VIO_Server1 instead of unplugging the network cable in step 2.

1.

Do a remote login to the client partition using Telnet or SSH. Once you are
logged in check whether the primary channel that is connected to
VIO_Server1 is active using the entstat command, as shown in Example 4-7.

Example 4-7 Verifying the active channel in an EtherChannel

# entstat -d ent2 | grep Active
Active channel: primary channel

Unplug the network cable from the physical network adapter that is connected
to VIO_Server1.

As soon as the EtherChannel notices that it has lost connection it should
perform a switchover to the backup adapter. You will see a message as shown
in Example 4-8 in the errorlog.

Important: Your telnet or SSH connection should not be disconnected. If it
is disconnected your configuration is not highly available.

Example 4-8 Errorlog message when primary channel fails

LABEL: ECH_PING_FAIL_PRMRY
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IDENTIFIER: 9F7BOFA6

Date/Time: Fri Nov 23 19:53:35 CST 2007
Sequence Number: 141

Machine Id: 00C1F1704C00

Node Id: NIM server

Class: H

Type: INFO

WPAR: Global

Resource Name: ent2
Resource Class: adapter
Resource Type:  ibm_ech
Location:

Description
PING TO REMOTE HOST FAILED

Probable Causes
CABLE

SWITCH

ADAPTER

Failure Causes
CABLES AND CONNECTIONS

Recommended Actions
CHECK CABLE AND ITS CONNECTIONS
IF ERROR PERSISTS, REPLACE ADAPTER CARD.

Detail Data

FAILING ADAPTER

PRIMARY

SWITCHING TO ADAPTER

entl

Unable to reach remote host through primary adapter: switching over
to backup adapter

As shown in Example 4-9, the entstat command will also show that the
backup adapter is now active.

Example 4-9 Verifying the active channel in an EtherChannel

# entstat -d ent2 | grep Active
Active channel: backup adapter
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4. Reconnect the physical adapter in VIO_Server1.

5. The EtherChannel will not automatically switch back to the primary channel.
In the SMIT menu, there is an option to “Automatically Recover to Main
Channel™. It is set to Yes by default and this is the behavior when using
physical adapters. However, virtual adapters do not adhere to this. Instead,
the backup channel is used until it fails and then switches to the primary
channel. You have to manually switch back using the
/usr/1ib/methods/ethchan_config -f command as shown in Example 4-10.
A message will appear in the errorlog when the EtherChannel recovers to the
primary channel.

Example 4-10 Manual switch to primary channel using entstat

# /usr/1ib/methods/ethchan_config -f ent2

# entstat -d ent2 | grep Active

Active channel: primary channel

# errpt

8650BE3F 1123195807 I H ent2 ETHERCHANNEL RECOVERY

Note: You can use the dsh command to automate the check or switch back
if you have a lot of client partitions.

4.8 Scenario 3: MPIO in the client with SAN

This scenario shows how to set up a highly available virtual SCSI configuration
using MPIO in the client partition. Figure 4-13 on page 276 shows the
configuration. To keep the picture simple, only two client partitions are shown.

The disks are located on an external storage subsystem on the SAN. The disks
on the storage subsystem are assigned to both Virtual /O Servers. The client
partitions see the disks through two paths using MPIO. Each of the paths is going
through a different Virtual 1/0 server.

Note: The MPIO for virtual SCSI devices only supports failover mode.

In this scenario the disk subsystem is a DS4200. Each Virtual I/O Server is
attached to the SAN using one Fiber Channel adapter. On the Virtual I/O Servers
the RDAC driver is used to access the SAN disks. The RDAC driver is already
provided in the base configuration regardless of the existence of multiple Fibre
Channel adapters.
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Note: Typically you will use two Fibre Channel adapters connected to two
different SAN switches in a productive setup.

When using only one Fibre Channel per Virtual I/O Server, you need an
additional switch to have a highly available configuration. In this case, it is
important that the SAN zoning be configured such that the single Fibre Channel
in each Virtual I/0O Server LPAR is zoned to see both storage controllers in the
FASTLT. If a second Fibre Channel is used for additional redundancy, the storage
administrator must ensure that each Fibre Channel is zoned to only one of the
DS4200 controllers. Rules for attachment of FAST storage units to AIX can be
found in the Storage Manager documentation of the Storage Manager products.

Partition ID 1 Partition ID 3 Partition ID 4 Partition ID 6
93519 | [ 935113 | [ 935114 | | 935111 |
VIO Server1 DB_server Apps_server VIO Server2
vscsi0 vscsi1
vhost1 slot 21 slot 22 vhost1
slot 30 |m—m=——mm———————— == === slot30
|
vhost2 vscsi0 vscsit VR
slot 40 slot 21 :I;Io_t2_2_

=== == = = slot 40

MPIO

1
' /]
1
II /
!

rootvg | | rootvg

MPIO

0S92}
™~

r
L}
1
[A]
i DS4200 |
hostgroup

Figure 4-13 SAN attachment with MPIO with multiple Virtual I/O Server
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4.8.1 Configuring MPIO

Use the following steps to set up the scenario:

1. Create two Virtual I/O Server partitions and name them VIO_Server1 and
VIO_Server2, following the instructions in 3.3, “Creating a Virtual I/O Server
partition” on page 153. In step 10, select one Fibre Channel adapter in
addition to the shown physical adapter.

2. Install both Virtual I/0O Servers by following the instructions in 3.4, “Virtual I/O
Server software installation” on page 173.

3. Change the fc_err_recov to fast_fail and dyntrk to yes attributes on the Fibre
Channel adapters. You can use the 1sdev -type adapter command to find
the number of the Fibre Channel adapter. Use the chdev command, as shown
in Example 4-11, to change the attributes.

Example 4-11 Changing the attributes of the Fibre Channel adapter

$ chdev -dev fscsi0 -attr fc_err_recov=fast _fail dyntrk=yes -perm
fscsi0 changed

$ 1sdev -dev fscsi0 -attr

attribute value description

user_settable

attach switch How this adapter is CONNECTED False
dyntrk yes Dynamic Tracking of FC Devices True
fc_err_recov fast fail FC Fabric Event Error RECOVERY Policy True
scsi_id 0x660c00 Adapter SCSI ID False
sw_fc _class 3 FC Class for Fabric True

The reason for changing the fc_err_recov attribute to fast_fail is that if the
Fibre Channel adapter driver detects a link event, such as a lost link between
a storage device and a switch, then any new I/O or future retries of the failed
I/0O operations will be failed immediately by the adapter until the adapter driver
detects that the device has rejoined the fabric. The default setting for this
attribute is delayed_fail.

Setting the dyntrk attribute to yes makes AlIX tolerate cabling changes in the
SAN. Be aware that this function is not supported on all storage systems.
Check with your storage vendor for support.

Important: If you have two or more Fibre Channel adapters per Virtual I/O
Server you have to change the attributes for each of them.
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4. Reboot the Virtual I/0 Servers for the changes to the Fibre Channel devices
to take effect.

5. Create the client partitions following the instructions in 3.5.5, “Creating client
partitions” on page 197. Table 4-4 shows the required virtual SCSI adapters
based on the configuration shown in Figure 4-13 on page 276.

Table 4-4 Virtual SCSI adapter configuration for MPIO

Virtual I/0 Serve Virtual /O Client partition Client partition
Server slot slot

VIO_Serveri 30 DB_server 21

VIO_Serveri 40 Apps_Server 21

VIO_Server2 30 DB_server 22

VIO_Server2 40 Apps_Server 22

6. Also add one or two virtual Ethernet adapters to each client to provide the
highly available network access: One adapter if you plan on using SEA
failover for network redundancy, as described in 4.6, “Scenario 1: Shared
Ethernet Adapter failover” on page 264, or two adapters if you plan on using
Network Interface Backup for network redundancy, as described in 4.7,
“Scenario 2: Network Interface Backup in the client” on page 270.

7. On VIO_Server1 and VIO_Server2 use the fget_config command to get the
LUN to hdisk mappings, as shown in Example 4-12. In this example hdisk2
and hdisk3 are used for the client partitions. It is important that you identify
the same disks on both Virtual I1/0O Servers.

Note: Depending on the MPIO software you use the commands to identify
the SAN disks will be different. If you have SDDPCM installed use the
pcmpath query devices command. If you have SDD installed use the
datapath query devices command.

Example 4-12 Listing the LUN to hdisk mappings

# fget_config -vA
---dar0---

User array name = 'FAST200'
dacO ACTIVE dacl ACTIVE

Disk DAC  LUN Logical Drive
utm 1
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hdisk0 dacl 01
hdiskl dacO 2 2
hdisk2 dacO 314
hdisk3 dacl 43
hdisk4 dacl 55
hdisk5 dacO 66

You can also use the 1sdev -dev hdiskn -vpd command, where nis the hdisk
number, to retrieve this information, as shown in Example 4-13.

Example 4-13 Listing the LUN to hdisk mapping using the Isdev command

$ 1sdev -dev hdisk2 -vpd

hdisk2
U789D.001.DQDYKYW-P1-C2-T1-W200500A0B8110D0F-L3000000000000 3542
(200) Disk Array Device

PLATFORM SPECIFIC

Name: disk
Node: disk
Device Type: block
$ 1sdev -dev hdisk3 -vpd
hdisk3
U789D.001.DQDYKYW-P1-C2-T1-W200500A0B8110D0F-L4000000000000 3542
(200) Disk Array Device

PLATFORM SPECIFIC

Name: disk
Node: disk
Device Type:

block

Note: If possible keep the hdisk numbering on the two Virtual I/O Servers
identical. Having identical numbering makes the management of the
mappings easier.

. The disks are to be accessed through both Virtual I/O Servers. The
reserve_policy for each disk must be set to no_reserve on VIO_Server1 and
VIO_Server2. Change the reserve_policy attribute to no_reserve using the
chdev command, as shown in Example 4-14 on page 280.
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Example 4-14 Set the attribute to no_reserve

$ chdev -dev hdisk2 -attr reserve policy=no_reserve
hdisk2 changed
$ chdev -dev hdisk3 -attr reserve policy=no_reserve
hdisk3 changed

9. Check, using the 1sdev command, to make sure reserve_policy attribute is
now set to no_reserve, as shown in Example 4-15.

Example 4-15 Output of the hdisk attribute with changed reserve_policy attribute

§ 1sdev -dev hdisk2 -attr
attribute value description
user_settable

PR_key value none Persistant Reserve Key Value True
cache method fast write Write Caching method False
ieee_volname  600A0B8000110DOEOO00000E47436859 IEEE Unique volume name False
Tun_id 0x0003000000000000 Logical Unit Number False
max_transfer  0x100000 Maximum TRANSFER Size True
prefetch_ mult 1 Multiple of blocks to prefetch on read False
pvid none Physical volume identifier False
q_type simple Queuing Type False
queue_depth 10 Queue Depth True
raid_Tevel 5 RAID Level False
reassign_to 120 Reassign Timeout value True
reserve_policy no_reserve Reserve Policy True
rw_timeout 30 Read/Write Timeout value True
scsi_id 0x660a00 SCST ID False
size 20480 Size in Mbytes False
write_cache yes Write Caching enabled False

Important: The no_reserve policy has to be set for each disk which will
use MPIO.

10.Double-check both Virtual I/O Servers to make sure that the vhost adapters
have the correct slot numbers by running the 1smap -all command.
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11.Map the hdisks to the vhost adapters using the mkvdev command, as shown in
Example 4-16.

Example 4-16 Mapping the disks to the vhost adapters

$ mkvdev -vdev hdisk2 -vadapter vhost0 -dev app_server
app_server Available
$ mkvdev -vdev hdisk3 -vadapter vhostl -dev db_server
db_server Available

Important: When multiple Virtual I/O Servers attach to the same disk, only
hdisk is supported as a backing device. You cannot create a volume group
on these disks and use a logical volume as a backing device.

Check the mappings, as shown in Example 4-17.

Example 4-17 Ismap -all output after mapping the disks on VIO_Server1

$ Tsmap -all

SVSA Physloc Client Partition ID
vhost0 U9117.MMA.101F170-V1-C30 0x00000000

VTD app_server

Status Available

LUN 0x8100000000000000

Backing device hdisk2

Physloc

U789D.001.DQDYKYW-P1-C2-T1-W200500A0B8110DOF-L3000000000000

SVSA Physloc Client Partition ID
vhostl U9117.MMA.101F170-V1-C40 0x00000000

V1D db_server

Status Available

LUN 0x8100000000000000

Backing device hdisk3

PhysToc

U789D.001.DQDYKYW-P1-C2-T1-W200500A0B8110DOF-L4000000000000
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Notice the LUN numbers from the listing (Example 4-18).

Example 4-18 Ismap -all output after mapping the disks on VIO_Server2

$ lsmap -all

SVSA PhysToc Client Partition ID
vhost0 U9117.MMA.101F170-V6-C30 0x00000000

VTD app_server

Status Available

LUN 0x8100000000000000

Backing device hdisk2

Physloc U789D.001.DQDYKYW-P1-C3-T2-W200500A0B8110D0F-L3000000000000
SVSA Physloc Client Partition ID
vhostl U9117.MMA.101F170-V6-C40 0x00000000

VTD db_server

Status Available

LUN 0x8100000000000000

Backing device hdisk3

PhysToc U789D.001.DQDYKYW-P1-C3-T2-W200500A0B8110D0F-L4000000000000

12.Install the client partitions. For instructions on installing the AIX client
partitions, refer to 3.5.6, “AlX client partition installation” on page 207.

4.8.2 Configuring MPIO in the client partitions

The following steps configure MPIO in the client partitions. In our example the
DB_server partition uses VIO_Server1 as the primary path for virtual SCSI
traffic. The APP_server partition will use VIO_Server2 as the primary path.

Note: MPIO for virtual SCSI devices currently only support failover mode in
AIX.

Alternatively, if you use SEA failover for network redundancy, you could direct all
virtual SCSI traffic to the backup Virtual I/O Server for the network. See 4.5,
“Separating and balancing disk and network traffic” on page 262 for details on
separating traffic.
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The following steps show how to configure the client partitions:

1. Check the MPIO configuration by running the commands shown in
Example 4-19. Only one configured hdisk shows up in this scenario.

Example 4-19 Verifying the disk configuration on the client partitions

# lspv

hdisk0 00c1f1707355c8e5 rootvg
active

# Tsdev -Cc disk

hdisk0 Available Virtual SCSI Disk Drive

2. Run the 1spath command to verify that the disk is attached using two different
paths. Example 4-20 shows that hdiskO0 is attached using the VSCSIO and
VSCSI1 adapter that point to different Virtual I/O Servers. Both Virtual I1/O
Servers are up and running. Both paths are enabled.

Example 4-20 Verifying the paths of hdiskO

# lspath
Enabled hdiskO vscsiO
EnabTled hdisk0 vscsil
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3. Enable the health check mode for the disk so that the status of the disks is
automatically updated. Health check mode is disabled by default
(hckeck_interval=0). As long as it is disabled the client partition does not
update the path status in case of a failure of the active path. To activate the
health check function, use the chdev command, as shown in Example 4-21. In
this example, we use a health check interval of 20 seconds. To check for the
attribute setting, use the 1sattr command.

Note: The path switching also works if the hcheck_interval attribute is
disabled, but it is recommended to have the status updated automatically.

Example 4-21 Changing the health check interval

# chdev -1 hdiskO -a hcheck_interval=20 -P
hdisk0 changed
# lsattr -E1 hdiskO

PCM PCM/friend/vscsi Path Control Module False
algorithm fail_over Algorithm True
hcheck_cmd test_unit_rdy Health Check Command True
hcheck_interval 20 Health Check Interval True
hcheck_mode nonactive Health Check Mode True
max_transfer 0x40000 Maximum TRANSFER Size True
pvid 00c1f1707355c8e50000000000000000 Physical volume identifier False
queue_depth 3 Queue DEPTH True
reserve_policy no_reserve Reserve Policy True

Note: MPIO on the client partition runs a fail_over algorithm. That means
only one path is active at a time. If you shut down a Virtual I/O Server that
serves the inactive path, then the path mode does not change to failed
because no I/O is using this path.

Failover may require a small period of time in which the client
re-establishes a path to the SAN. Testing of production workloads should
be made in order to verify that this delay is acceptable.
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4. Enable the virtual SCSI client adapter path timeout feature for each virtual
SCSiI client adapter. By default the feature is disabled (vscsi_path_to=0). To
activate it use the chdev command as shown in the following example. In this
example the timeout is set to the minimum value of 30 seconds.

Example 4-22 Configuring the virtual SCSI client adapter path timeout feature

# chdev -1 vscsi0 -a vscsi_path_to=30 -P

vscsi0 changed

# l1sattr -E1 vscsiO

vscsi_path_to 30 Virtual SCSI Path Timeout True

Note: If you try to set a value smaller than 30 seconds for the
vscsi_path_to attribute it will be automatically changed to 30 seconds.

5. In our example we want the DB_server virtual SCSI traffic to go through
VIO_Server1 and the Apps_server traffic to through VIO_Server2. Determine
which path is connected to which Virtual I/O Servers using the 1scfg
command and verify the slot numbers for the VSCSI devices, as shown in
Example 4-23.

Example 4-23 Find out which parent belongs to which path

# 1scfg -vl vscsi0
vscsi0 U9117.MMA.101F170-V3-C21-T1 Virtual SCSI Client Adapter

Hardware Location Code...... U9117.MMA.101F170-V3-C21-T1

# 1scfg -vl vscsil
vscsil U9117.MMA.101F170-V3-C22-T1 Virtual SCSI Client Adapter

Hardware Location Code...... U9117.MMA.101F170-V3-C22-T1

In our example slot number 21 points to VIO_Server1 and slot number 22 to
VIO_Server2.

6. By default all the paths are defined with priority 1 meaning that traffic will go
through the first path (Priority 1 is the highest priority, and you can define a
priority from 1 to 255). For the DB_server partition no updates to the path
priority are necessary because the first path is using vscsiO which is
connected to VIO_Server1. For the Apps_server partition the path priority has
to be updated so that the primary path is going through VIO_Server2.

To set the primary path to use the VSCSI1 device, the priority of the VSCIO
path is changed to 2 so that it becomes a lower priority, as shown in
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Example 4-24. The priority for the VSCSI1 devices remains at 0 so that it is
the primary path.

Example 4-24 Changing the priority of a path

# chpath -1 hdisk0 -p vscsi0 -a priority=2
path Changed

# Tspath -AHE -1 hdisk0 -p vscsiO
attribute value description user settable

priority 2 Priority True

# 1spath -AHE -1 hdisk0 -p vscsil
attribute value description user settable

priority 1 Priority True

Note: You may have to update the Preferred Path in the SAN to reflect the
changed priority settings.

7. Reboot the client partition for the changes to take effect. Both changes
require a reboot to be activated since this disk belongs to the rootvg and is in
use.

4.8.3 Testing MPIO

Perform the following steps to verify that the MPIO configuration works as
expected. The steps below show how failover works when one Virtual I/O Server
is shutdown. This can happen if you are performing maintenance on the Virtual
I/O Server. This example shows how path failover works in the DB_server
partition.

1. Log in to the client partition and verify that all the paths are enabled using the
1spath command as shown in Example 4-25.

Example 4-25 Displaying MPIO path status in the client partition

# lspath
Enabled hdisk0 vscsiO
Enabled hdisk0 vscsil

2. Shut down VIO_Server2.

3. As soon as the failover to the alternate path has been done you will see a
message in the errorlog, as shown in Example 4-26 on page 287. The 1spath
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command will show the path as failed, as shown in Example 4-27 on
page 288.

Example 4-26 Errorlog message when path fails

LABEL: SC_DISK ERR7

IDENTIFIER: DE3B8540

Date/Time: Sat Nov 24 15:21:39 CST 2007
Sequence Number: 10

Machine Id: 00C1F1704C00

Node Id: db_serverl

Class: H

Type: PERM

WPAR: Global

Resource Name: hdisk0

Resource Class: disk

Resource Type: vdisk

Location: U9117.MMA.101F170-V3-C21-T1-L810000000000

Description
PATH HAS FAILED

Probable Causes
ADAPTER HARDWARE OR CABLE
DASD DEVICE

Failure Causes
UNDETERMINED

Recommended Actions
PERFORM PROBLEM DETERMINATION PROCEDURES
CHECK PATH

Detail Data
PATH ID

1
SENSE DATA
0A00 2800 0017 OE38 0000 0804 0000 0000 0000 0000 0000 0000 0200
0BOO 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000
0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000
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0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
0000 0000 0000

0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000 0000
0000

Example 4-27 Ispath output with failed path

# lspath
Enabled hdiskO vscsiO
Failed hdisk0 vscsil

4, Start the Virtual I/0O Server.

5. When the Virtual I/O Server comes up the status of the failed path will go
back to enabled if the hcheck_interval has been set. Use the 1spath
command as show in figure Example 4-28 to verify that all paths are enabled
again.

Example 4-28 Ispath output with enabled paths

# 1spath
Enabled hdiskO vscsiO
Enabled hdisk0 vscsil

Note: The path will only automatically go back to enabled status if the
hcheck_interval has been defined. Else you have to manually set it back to
enabled status using the chpath command as shown in the following example:

chpath -s enabled -1 hdisk -p vscsiO

4.9 Scenario 4: LVM mirroring

This scenario shows how to set up a highly available virtual SCSI configuration
using LVM mirroring in the client partition. Figure 4-14 on page 289 shows the
configuration. The client partitions are configured with two virtual SCSI adapters.
Each of these virtual SCSI adapters is connected to a different Virtual I/O server
and provides one disk to the client partition. On the Virtual I/O Servers the virtual
disks are backed by a logical volume. The client partition uses LMV mirroring so
that the rootvg disk access is redundant.
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Partition ID 1 Partition ID 2 Partition ID 3 Partition ID 4 Partition ID 5 Partition ID 6

935196 | [ 935112 | [ 935113 | [ 935114 | [ 935115 | [ 935111
VIO Server1 NIM_server DB_server Apps_server linuxlpar VIO Server2
vscsi0 vscsil
vliei Soizl e . cdeccccccaad P P -
slot 20 : slot 20
! vscsi0 vsosi
vhost1 ! slot 21 slot 22 vhost1
4 slot 30 : :"" """"" I TTITTT sltao
[ ! vscsi0 vscsit
vhost2 [} [} slot 21 L%-28 R —ed e vhost2
slot 40 T T slot 40
1 1 (]
| | ! vscsio vscsit
vhost3 ! ! ! slot 21 siot22 | _ _ A _ _ vhosts
slot 50 T T e 1 slot 50
[} [} ] ]
/ A
, Y ¥ Y V¥ Y v ¥ N
\
i
F5
| rootvg | rootvg | rootvg | rootvg FAE
i | | I | I | ! Tlinuxpar
L_ L) L _ __
LVM mirror LVM mirror LVM mirror LVM mirror

Figure 4-14 LVM mirroring scenario

4.9.1 Configuring LVM mirroring

Use the following steps to set up the scenario:

1. Create two Virtual I/O Server partitions and name them VIO_Server1 and
VIO_Server2, following the instructions in 3.3, “Creating a Virtual I/O Server
partition” on page 153. In step 10, select one Ethernet Adapter and one
storage adapter. Depending on the hardware configuration you have this
might be a Fibre Channel adapter or a SCSI adapter. Figure 4-15 on
page 290 shows the adapters that were selected in the example configuration
for VIO_Server2. Slot C5 on bus 514 contains an Ethernet adapter and slot c3
on bus 518 contains a Fibre Channel adapter.
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ol

Physical 1/0
Detailed below are the physical [fO resources for the managed system. Select slot to wiew the properties of each device.

[ Add as required || Add as desired || Remove |
B & EENE - Select Action -— =

Select ~  Unit ~ |Bus ~ Slot ~ Added ~ Description ~ | Location Code &
[ U7E90.001.000YKYW 512 T1 Universal Serial Bus UHC Spec U7890.001.0QDYKYW-P1-TL
[ U7B90.001.0Q0YKYW 512 13 585 Non-Raid Adapter U789D.001.0QDYKYW-P1-T3
[ U789D.001.000YKYW 513 c4 PCI 10/100/1000Mbps Ethernet UTP 2-part U7890.001.000YKYW-P1-C4
¥ U7890.001.000vKYW/514  |c5 Ethernet cantroller U7890.001.0QDYKYW-P1-CS
Profile [ U7E90.001.000YKYW 516 1 PCI 20 Graphics Accelerator U7890.001.0QDYKYW-P1-C1
A [ U789D.001.000YK"W 517 C2 Fibre Channel Serial Bus U789D.001.00DYK¥W-P1-C2
¥ U7890.001.000vKYW 518 3 Fibre Channel Serial Bus U7850.001.DQDYKYW-P1-C3
[T U789D.001.DQ0YKYW 519 C& Ermpty slat U7830.001.DQDYKYW-P1-Ca
Total: 8 Filtered: 8
< Back | | Next > | _Hisfi| | Cancel | | Help|
& [T |5 [ kemet Y

_Figure 4-15 VIO_Server2 physical adapter selection
2. Install both Virtual I/O Servers by following the instructions in 3.4, “Virtual /0
Server software installation” on page 173.

3. Configure the virtual SCSI adapters on VIO_Server1 and VIO_Server2 as
shown in table Table 4-5.

Table 4-5 Virtual SCSI adapter configuration for LVM mirroring

Virtual I/0 Server | Virtual I/O Client partition Client
Server slot partition slot
VIO_Server1 20 NIM_server 21
VIO_Serveri 30 DB_server 21
VIO_Serveri 40 Apps_Server 21
VIO_Serveri 50 linuxlpar 21
VIO_Server2 20 NIM_server 22
VIO_Server2 30 DB_server 22
VIO_Server2 40 Apps_Server 22
VIO_Server2 50 linuxlpar 22
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4. Create the client partitions as shown in 4.9.1, “Configuring LVM mirroring” on
page 289 following the instructions in 3.5.5, “Creating client partitions” on
page 197. Each client partition needs to be configured with two virtual SCSI
adapters as shown in Table 4-5 on page 290. Figure 4-16 shows the virtual
SCSI adapter configuration for VIO_Server2 on the HMC.

Note: In Figure 4-16 there is a filter applied to the Type column so that only
the virtual SCSI adapters are shown.

; https://9.3.5.128 - hmcl: Manage Profiles - Microsoft Internet Explorer ;Iglll

Logical Partition Profile Properties: default @ YIO_Server?2 @ p570_170 - ¥IO_Server2

¥irtual Power : Logical Host Ethernet
General Processors  Mernory | 1/O Adapters Contralling Settings Adanters (LHEA)

Actions ¥

wirtual resources allow for the sharing of physical hardware between logical partitions. The current virtual
adapter settings are listed below,

Maximum virtual adapters : @ 51 Reserved slot numbers: 0 - 10

MNurber of virtual adapters : =]

- EERFENEIN — Select Action — ]

Select ~ Type -~ | Adapter ID ~ | Connecting Partition ~ |Connecting Adapter ~ |Required ~

Filter SCSI Filter Filter Filter Filter
(@ Server SCSI 20 NIM_server(2) 22 Yes
O Server SCSI| 20 DE_server(3) 22 Yes
(@ Server SCSI 40 Apps_server(d) 22 Ves
(@ Server SCSI 50 linuxzlpar(s) 22 Yes

Total: 8 Filtered; 4 Selected; 0

Cancel || Help

& [T 7 [ 5 e mernet 4
Figure 4-16 Virtual SCSI adapters for VIO_Server2

5. Also add one or two virtual Ethernet adapters to each client to provide the
highly available network access. One adapter if you plan on using SEA
failover for network redundancy, as described in 4.6, “Scenario 1: Shared
Ethernet Adapter failover” on page 264, or two adapters if you plan on using
Network Interface Backup for network redundancy, as described in 4.7,
“Scenario 2: Network Interface Backup in the client” on page 270.

6. Create the volume group and logical volumes on VIO_Server1 and
VIO_Server2. Refer to 3.5.2, “Defining virtual disks” on page 182 for more
information.
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7. Check the devices list on VIO_Server1 and VIO_Server2 using the 1sdev
command, as shown in Example 4-29. There should be four vhost devices
available.

Example 4-29 VIO_Server2 partition

$ 1sdev -virtual

name status

description

entl Available Virtual I/0 Ethernet Adapter (1-lan)
ent2 Available Virtual I/0 Ethernet Adapter (1-lan)
vasio Available Virtual Asynchronous Services Interface (VASI)
vhosto0 Available Virtual SCSI Server Adapter

vhostl Available Virtual SCSI Server Adapter

vhost2 Available Virtual SCSI Server Adapter

vhost3 Available Virtual SCSI Server Adapter

vsal Available LPAR Virtual Serial Adapter
vappssrv_rvg Available Virtual Target Device - Logical Volume
vdbsrv_rvg Available Virtual Target Device - Logical Volume
vlinux Available Virtual Target Device - Logical Volume
vnimsrv_rvg Available Virtual Target Device - Logical Volume

8. A logical volume from the rootvg_clients volume group should be mapped to
each of the four vhost devices as shown in Example 4-30.

Example 4-30 Virtual SCSI mappings

$ mkvdev -vdev nimsrv_rvg -vadapter vhost0 -dev vnimsrv_rvg
vnimsrv_rvg Available

$ mkvdev -vdev dbsrv_rvg -vadapter vhostl -dev vdbsrv_rvg
vdbsrv_rvg Available

$ mkvdev -vdev appssrv_rvg -vadapter vhost2 -dev vappssrv_rvg
vappssrv_rvg Available

$ mkvdev -vdev linux -vadapter vhost3 -dev vlinux

vlinux Available

$ Tsmap -all

SVSA PhysToc Client Partition ID
vhost0 U9117.MMA.101F170-V6-C20 0x00000000

VTD vnimsrv_rvg

Status Available

LUN 0x8100000000000000

Backing device nimsrv_rvg

Physloc

SVSA Physloc Client Partition ID
vhostl U9117.MMA.101F170-V6-C30 0x00000000
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V1D vdbsrv_rvg

Status Available

LUN 0x8100000000000000

Backing device dbsrv_rvg

PhysToc

SVSA PhysToc Client Partition ID
vhost2 U9117.MMA.101F170-V6-C40 0x00000000

VTD vappssrv_rvg

Status Available

LUN 0x8100000000000000

Backing device appssrv_rvg

Physloc

SVSA Physloc Client Partition ID
vhost3 U9117.MMA.101F170-V6-C50 0x00000000

VTD v1inux

Status Available

LUN 0x8100000000000000

Backing device Tinux

PhysToc

9. When you bring up the client partitions, you should have hdiskO and hdisk1
available, as shown in Example 4-31. Mirror the rootvg as you would normally
do on AlX.

Example 4-31 NIM_server partition with hdisk1 served off of VIO_Server2

# hostname

NIM_server

# lspv

hdisk0 00c1f1706e878719 rootvg active
hdiskl none None

# 1sdev -Cc disk

hdisk0 Available Virtual SCSI Disk Drive

hdiskl Available Virtual SCSI Disk Drive

# 1sdev -p vscsiO

hdisk0 Available Virtual SCSI Disk Drive

# 1sdev -p vscsil

hdiskl Available Virtual SCSI Disk Drive

# extendvg rootvg hdiskl

0516-1254 extendvg: Changing the PVID in the ODM.

# mirrorvg -m rootvg hdiskl

0516-1804 chvg: The quorum change takes effect immediately.

0516-1126 mirrorvg: rootvg successfully mirrored, user should perform
bosboot of system to initialize boot records. Then, user must modify
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bootlist to include:

# boshoot -a -d /dev/hdiskl

bosboot: Boot image is 26927 512 byte blocks.

# bootlist -m normal hdisk0 hdiskl

# bootlist -m normal -o
hdisk0 blv=hdb
hdiskl blv=hd5

hdisk0 hdiskl.

4.9.2 Testing LVM mirroring

Perform the following steps to test if the LVM mirroring configuration works as

expected.

1. Make sure that all logical volumes in the rootvg volume group are correctly
mirrored. One mirror copy should be on the virtual disk provided by
VIO_Server1 while the other should be on the virtual disk provided by

VIO_Server2.

2. Verify that all the logical volumes are synchronized and that you have no stale
partitions, as shown in Example 4-32

Example 4-32 Verifying synchronization status using the Isvg command

# 1svg -1 rootvg

rootvg:

LV NAME TYPE
hd5 boot
hdé paging
hd8 jfs2log
hd4 jfs2
hd2 jfs2
hd9var jfs2
hd3 jfs2
hdl jfs2
hd10opt jfs2
hdlladmin jfs2

LPs

64

10
16

PPs
6
128
2

6
164
4
16
4
20
32

PN RPN NN RNDNDN T

<
(%]

LV STATE
closed/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd

MOUNT POINT
N/A
N/A
N/A

/

/usr
/var
/tmp
/home
/opt
/admin

Important: If your Virtual I/O Servers also provide Shared Ethernet
Adapters, then Shared Ethernet Adapter of Network Interface Backup
failovers will occur on the VIO clients when a Virtual I1/0 Server shuts down

or fails.

3. Shut down the VIO_Server2 partition using the shutdown command.

4. Once VIO_Server2 is down, the hdisks which are served by this Virtual I1/0
Server should go to missing state in the client partitions. You should also start
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to see stale partitions as shown in Example 4-33 in the errorlog. The client
partitions should continue to be available and not experience a crash.

Example 4-33 Errors when virtual disk becomes unavailable

# errpt

IDENTIFIER TIMESTAMP T C RESOURCE_NAME DESCRIPTION

EAA3D429 1123163907 U S LVDD PHYSICAL PARTITION MARKED STALE
F7DDA124 1123163907 U H LVDD PHYSICAL VOLUME DECLARED MISSING
52715FA5 1123163907 U H LVDD FAILED TO WRITE VOLUME GROUP STATUS
AREA

E86653C3 1123163907 P H LVDD 1/0 ERROR DETECTED BY LVM

EAA3D429 1123163907 U S LVDD PHYSICAL PARTITION MARKED STALE
E86653C3 1123163907 P H LVDD 1/0 ERROR DETECTED BY LVM

857033C6 1123163907 T S vscsil Underlying transport error

# 1spv hdiskl

PHYSICAL VOLUME: hdiskl VOLUME GROUP: rootvg

PV IDENTIFIER: 00c1f1706e9e4ca9 VG IDENTIFIER
00c1f17000004c00000001166e8788c9

PV STATE: missing

STALE PARTITIONS: 16 ALLOCATABLE: yes

PP SIZE: 8 megabyte(s) LOGICAL VOLUMES: 10

TOTAL PPs: 639 (5112 megabytes) VG DESCRIPTORS: 1

FREE PPs: 448 (3584 megabytes) HOT SPARE: no

USED PPs: 191 (1528 megabytes) MAX REQUEST: 256 kilobytes

FREE DISTRIBUTION: 125..64..03..128..128
USED DISTRIBUTION: 03..64..124..00..00
#

5. Reactivate the VIO_Server2 partition from the HMC. Once it is up issue a
varyonvg rootvg command in the client partition. This will put the missing
hdisk back into active state and synchronize the stale partitions as shown in
Example 4-34 on page 296. Depending on the size of the volume group and
the number of stale partitions, it might take a few minutes until all logical
volumes are synchronized. You can also issue the varyonvg -n rootvg
command and then start the synchronization manually with the syncvg -v
rootvg command.

Important: If you have several volume groups in a client partition that are
served by Virtual /0O Server make sure you issue a varyonvg for each of
them and verify each one if there are no stale partitions.
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Note: Depending on your dump device configuration you might receive the
following error message when issuing the varyonvg rootvg command:

0516-1774 varyonvg: Cannot varyon volume group with an active
dump device on a missing physical volume.
Use sysdumpdev to temporarily replace the dump device with

/dev/sysdumpnull and try again.

In this case set the dump device temporarily to /dev/sysdumpnull and
restore the original dump device configuration after the varyonvg.

Example 4-34 Adding the missing disk back

# varyonvg rootvg
# 1spv hdiskl
PHYSICAL VOLUME:
PV IDENTIFIER:

PV STATE:

STALE PARTITIONS:
PP SIZE:

TOTAL PPs:

FREE PPs:

USED PPs:

FREE DISTRIBUTION:
USED DISTRIBUTION:

# 1svg -1 rootvg
rootvg:
LV NAME
hd5

hdé

hd8

hd4

hd2
hd9var
hd3

hd1l
hd10opt
hdlladmin
/admin

hdiskl

VOLUME GROUP:

00c1f1706e9e4ca9 VG IDENTIFIER
00c1f17000004c00000001166e8788c9

active
0
8 megabyte(s)

639 (5112 megabytes)
448 (3584 megabytes)
191 (1528 megabytes)
125..64..03..128..128

03..64..124..00..00

TYPE LPs
boot 3
paging 64
jfs2log 1
jfs2 3
jfs2 82
jfs2 2
jfs2 8
jfs2 2
jfs2 10
jfs2 16

PPs

128

164

16

20
32

ALLOCATABLE:
LOGICAL VOLUMES:
VG DESCRIPTORS:
HOT SPARE:

MAX REQUEST:

<
w

LV STATE

open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd
open/syncd

N RN MNDNDRNMNDN T

rootvg

yes
10
1
no
256 kilobytes

MOUNT POINT

closed/syncd N/A

N/A
N/A

/
/usr
/var
/tmp
/home
/opt

4.10 Linux on POWER network installation

Although Linux on POWER can be installed from CD or DVD in a virtualized
environment, you normally use network installation. A Linux installation can be
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fully automated and run unattended using the distribution-specific tools such as
autoyast or kickstart.

After the initial installation additional service and productivity tools provided by
IBM should be installed. These tools are required for the dynamic LPAR
functionality. You can find the tools and the installation instructions at:

http://www.software.ibm.com/webapp/set2/sas/f/Topdiags/home.html

Linux network installation on POWER requires the following components:

» BOOTP or DHCP server to answer BOOTP requests

» TFTP server to provide the boot file

» NFS, FTP or HTTP server to provide the installation files repository

» Optional kickstart or autoyast file for unattended automated installation
These components are usually located on the same server. As installation server

you can use an AlX server (for example a NIM server) or a Linux server used for
other Linux installations.

4.10.1 Using an AIX server for Linux installation

If you plan to use an AIX server for installing Linux it must have BOOTP, TFTP
and NFS enabled. This is normally already the case if the AIX server is used as a
NIM server. If not, you have to configure these services in /etc/inetd.conf and
refresh the inetd daemon.

The following steps are required to enable a Linux network installation from an
AlX server:

1. Add the following line to the /etc/bootptab file. Adapt the IP addresses and
subnet mask according to your environment:

Tinux1par0:bf=/tftpboot/ppc64.img:ip=9.3.5.200:ht=ethernet:sa=9.3.5.
197:sm=255.255.254.0:

If you are going to initiate a broadcast BOOTP request add the MAC address
to the line using the ha=XXXXXXXXXXXX statement. The ha statement must
be placed after ht=ethernet statement.

2. Copy the content of the installation DVDs to the installation server, then
export the directory by adding it to the /etc/exports file as shown here:

/export/Tinux/rhelb
/export/Tinux/sles10
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Tip: If you are getting “permission denied” errors when trying to NFS
mount, add the IP address of the Linux partition you are trying to install to
the /etc/hosts file on the installation server.

3. Copy the network boot kernel to /etc/tftpboot. For SLES10 the file is called
inst64. For Red Hat 5 the file is called ppc64.img.

4. Set up the remote IPL settings in SMS or use the Open Firmware prompt to
perform a network boot. The Open Firmware prompt is only needed to
provide boot arguments for the Red Hat installation for example to enable
multipath or to have VNC during the installation. The following example shows
how to perform a network boot from the Open Firmware prompt:

0 > devalias net /vdevice/1-1an@30000002 ok
0 > boot net:9.3.5.197,,9.3.5.115, install mpath vnc
vncpassword=abcl23

More details on the installation can be found at:
http://www.ibm.com/collaboration/wiki/display/LinuxP/Installation
The Linux on POWER installation is also described in Chapter 2 of Deploying

Linux on IBM eserver pSeries Clusters, SG24-7014, which can be found at:
http://www.redbooks.ibm.com/abstracts/sg247014.htmI

4.10.2 Using a Linux installation server for installation

If you have a Linux installation server with DHCP enabled it can be used for the
installation of Linux on POWER partitions.

Add the following lines to /etc/dhcpd.conf:

ignore unknown-clients;
not authoritative;
allow bootp;

allow booting;

Note: The DHCP server only answers to BOOTP broadcast requests.
Therefore, the IPL settings defined in SMS must not contain any IP address
settings. If you set the IP address in order to test connectivity to the installation
server using the ping functionality in SMS, make sure that you reset the values
back to zero before initiating the installation.
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4.11 Using Linux on POWER with two Virtual I/O Servers

When using two Virtual I/O Servers a Linux on POWER client partition can be
configured for continuous availability. Similar to the scenarios described in 4.1,
“Providing continuous availability for virtual 1/0” on page 244, the following
techniques can be used the achieve continuous availability for Linux on POWER
partition:

» Device mapper multipath functionality for MPIO
» Software RAID mirroring or mdadm

» Ethernet connection bonding

» Shared Ethernet Adapter failover

Shared Ethernet Adapter Failover works in the same fashion for a Linux client
partition as it does for AIX. No special configuration is required in the Linux client
partition. Therefore it is not covered in further detail here. See 4.3.1, “Shared
Ethernet Adapter failover” on page 252 for more details.

In most installation scenarios Shared Ethernet Adapter Failover is the
recommended solution for providing continuous access to external networks
because it is easy to set up and maintain. Ethernet connection bonding offers
more flexibility for separating network traffic between the Virtual I/O Servers but
requires more configuration efforts. See 4.3.3, “When to use SEA failover or
Network Interface Backup” on page 256 for a more detailed comparison of the
two solutions.

4.11.1 Ethernet connection bonding

Ethernet connection bonding in a Linux on POWER client partition can be used
to achieve network redundancy when using two Virtual /O Servers.

In such a configuration each Virtual 1/O Server provides an active Ethernet
connection which is combined in a bonding device. For more details on the
bonding configuration, see:

http://www-941.ibm.com/collaboration/wiki/display/LinuxP/Bonding+config
uration

Because there is no hardware link failure for virtual Ethernet devices to trigger a
failover to the other adapter network interface, backup mode with arpping is
used. The kernel should support the arp_validation feature. This is the case
starting with kernel version 2.6.19.

The bonding options are set during the module load. They are added to the
/etc/modprobe.conf as shown in Example 4-35 on page 300.
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Example 4-35 /etc/modprobe.conf example

alias bond0 bonding

options bond0 mode=active-backup arp_interval=1000
arp_ip_target=9.156.175.1,9.156.175.8 primary=ethQ arp_validate=all
alias ethO ibmveth

alias ethl ibmveth

alias scsi_hostadapter ibmvscsic

Once the module is loaded, the interfaces have to be configured. Example 4-36
shows an example configuration in the /etc/sysconfig/network-scripts/ifcfg-bond0
file.

Example 4-36 /etc/sysconfig/network-scripts/ifcfg-bond0

DEVICE=bond0
BOOTPROTO=static
BROADCAST=9.3.5.255
IPADDR=9.3.5.115
NETMASK=255.255.255.0
NETWORK=9.3.5.0
ONBOOT=yes
GATEWAY=9.3.5.1

Example 4-37 and Example 4-38 show the configuration files for the slave
devices. Make sure that the slave devices have no IP addresses defined and that
there are no definitions left from previous configurations. The ifconfig -a
command only shows the IP address assigned to all the devices.

Example 4-37 etc/sysconfig/network-scripts/ifcfg-ethO

DEVICE=ethO
BOOTPROTO=none
ONBOOT=yes
MASTER=bond0
SLAVE=yes
USERCTL=no

Example 4-38 etc/sysconfig/network-scripts/ifcfg-eth1

DEVICE=ethl
BOOTPROTO=none
ONBOOT=yes
MASTER=bond0
SLAVE=yes
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USERCTL=no

Note: In most installation scenarios SEA failover is easier to use and to
maintain and therefore the recommended solution. Also see 4.3.3, “When to
use SEA failover or Network Interface Backup” on page 256.

Testing Ethernet connection bonding

To verify that the device mapper multipath configuration works as expected,
perform the following steps:

1. Verify that both links are up as shown below. The status of both slave
interfaces should be up and the link failure count should be 0. In the example
below the active slave adapter is ethO.

# cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v2.6.3-rh (June 8, 2005)

Bonding Mode: fault-tolerance (active-backup)
Primary Slave: None

Currently Active Slave: eth0

MII Status: up

MII Polling Interval (ms): O

Up Delay (ms): 0

Down Delay (ms): O

Slave Interface: eth0

MII Status: up

Link Failure Count: 0

Permanent HW addr: ba:d3:f0:00:40:02

Slave Interface: ethl

MII Status: up

Link Failure Count: 0

Permanent HW addr: ba:d3:f0:00:40:03

2. Unplug the connection of the SEA in one of the Virtual I/O Servers to the
external network. In our example we are unplugging the link in VIO_Server1
to which the slave interface eth0 is connected. As you can see in the example
below the slave interface is going to status down. The currently active slave
interface has changed to eth1.

# cat /proc/net/bonding/bond0
Ethernet Channel Bonding Driver: v2.6.3-rh (June 8, 2005)

Bonding Mode: fault-tolerance (active-backup)
Primary Slave: None
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Currently Active Slave: ethl
MII Status: up

MII Polling Interval (ms): O
Up Delay (ms): 0

Down Delay (ms): O

Slave Interface: eth0

MII Status: down

Link Failure Count: 1

Permanent HW addr: ba:d3:f0:00:40:02

Slave Interface: ethl

MII Status: up

Link Failure Count: 0

Permanent HW addr: ba:d3:f0:00:40:03

. You can also see the status of the Ethernet bonding connection using the
dmesg command as shown here:

bonding: bond0: 1link status down for active interface ethO,
disabling it
bonding: bond0: making interface ethl the new active one.

Note: Once the primary slave interface becomes active again there is no
automatic switch back.
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4.11.2 Software RAID mirroring

In a software RAID mirroring configuration the client partitions are configured
with two virtual SCSI adapters. Each of these virtual SCSI adapters is connected
to a different Virtual I/O server and provides one disk to the client partition. On
the Virtual I/O Servers the virtual disks are backed by a logical volume or
physical disk. The client partition uses software RAID mirroring so that disk
access is redundant. In Linux mdadm provides the software RAID functionality.
Figure 4-17 shows the configuration.

Partition ID 1 Partition ID 5 Partition ID 6
9.3.5.196 9.3.5.114 9.3.5.111
VIO_Server1 linuxlpar VIO_Server2
l ]
/dev/sda1 Idev/sdb1 | 1
/dev/sda2 /dev/sdb2 |
/dev/sda3 /devisdb3 | -
]
mdadm RAID !
EX -
\ /devimdo 2”7 T

/dev/imd1 7
Pd

rd
rd

; Internal SCSI

Internal SCSI disk
disk

Figure 4-17 Linux client partition using mirroring with mdadm

The first virtual disk (on the virtual adapter with lowest slot number on the client)
will become /dev/sda in the Linux client partition. The second virtual disk will
become /dev/sdb. If you are mirroring the root disks you have to partition the
disks first. Then create the software RAID devices containing the disk partitions.

Note: In order to be bootable the disk has to contain a PrepBoot partition at
the beginning (equivalent to the AIX boot device /dev/hd5). This device cannot
be on a software RAID and it has to be created first.
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Figure 4-18 shows the disk partitioning configuration. The setup differs
depending on the Linux distribution and the version you are using. Detailed
information can be found in the IBM Linux on POWER Wiki at:

http://www-941.1ibm.com/collaboration/wiki/display/LinuxP/Raid

Disk Partitioning
PREP/ @ manual mirroring \""'—-______———/ PReR/
idevizdal Through 49 idevisdb1
Linux Software Iboct
RAID IdevizdaZ —p  [devimdD  — Jdewi=db2
. —— fusr
e =aTtware Idevizda3 — fdevimdl  g— idevizdb3 Jvar
RAID Jopt
J’ Jtmp
VM .l:hom&
physical Jexport
volume Shads
idewisda Idevisdb

Figure 4-18 Linux partitioning layout for mdadm mirroring (Red Hat)

Recovering from disk failure
If a virtualized disk is not accessible, you will see the disk marked as failed as
shown in Example 4-39.

Example 4-39 cat /proc/mdstat showing lost disk

[root@op720-1-client4 ~]# cat /proc/mdstat
Personalities : [raidl]
mdl : active raidl sdb3[1] sda3[0]

1953728 blocks [2/2] [UuU]

md2 : active raidl sdb4[1] sda4[2] (F)
21794752 blocks [2/1] [_U]

md0 : active raidl sdb2[1] sda2[2] (F)
98240 blocks [2/1] [_U]
unused devices: <none>
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To recover the disk, perform the following steps:
1. Set the disk to faulty status

# mdadm --manage --set-faulty /dev/md0 /dev/sda2
# mdadm --manage --set-faulty /dev/mdl /dev/sda3
# mdadm --manage --set-faulty /dev/md2 /dev/sda4

2. Remove the device

# mdadm --manage --remove /dev/md0 /dev/sda2
# mdadm --manage --remove /dev/mdl /dev/sda3
# mdadm --manage --remove /dev/md2 /dev/sdad

3. Rescan the device (choose the corresponding path)
echo 1 > /sys/class/scsi_device/0\:0\:1\:0/device/rescan
4. Hot add the device to mdadm

# mdadm --manage --add /dev/md0 /dev/sda2
# mdadm --manage --add /dev/mdl /dev/sda3
# mdadm --manage --add /dev/md2 /dev/sda4

5. Verify that resynchronization is running

# cat /proc/mdstat

Personalities : [raidl]

mdl : active raidl sda3[0] sdb3[1]
1953728 blocks [2/2] [uU]

md2 : active raidl sda4[2] sdb4[1]
21794752 blocks [2/1] [ U]
T it ] recovery = 5.8% (1285600/21794752)
finish=8.2min speed=41470K/sec
md0 : active raidl sda2[0] sdb2[1]
98240 blocks [2/2] [uU]

Important: Never reboot the other Virtual I/O Server as long as the recovery
is not finished.
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4.11.3 Device mapper multipath
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The example in Figure 4-19 shows a configuration where the disks are located
on an external storage subsystem on the SAN. The disks are assigned to both
Virtual /0 Servers. The client partitions see the disks through two paths using
device mapper multipath. Each of the paths is going through a different Virtual

I/O server.

Partition ID 1 Partition ID 5 Partition ID 6
9.3.5.196 9.3.5.114 9.3.5.111
VIO_Server1 linuxIpar VIO_Server2

y 1

/dev/sda1 /dev/sdb1 : '

/dev/sda2 /dev/sdb2 !

/dev/sda3 Idevisdo3 | -

1

1

mdadm multipath
(=] — | ]
\ /devimdo  2°

/dev/imd1 7
4

7
rd

DS4200

hostgroup

Figure 4-19 Linux client partition using MPIO to access SAN storage

To set up a Red Hat 5 Linux client partition with multipathing enabled, the mpath
argument has to be specified when performing the initial Linux installation (see
4.10, “Linux on POWER network installation” on page 296).

The main advantage of the MPIO configuration compared to RAID mirroring is
that after the failure the lost paths will be automatically recovered once they are
available again. There is no need to log in to a client partition and take corrective
actions.

The device mapper multipath devices can be listed using the multipath -11
command.
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Testing device mapper multipath

To verify that your device mapper multipath configuration works as expected,
perform the following steps:

1. Verify that both paths are active using the multipath command:

# multipath -11
mpath0 (3600a0b80000bdc160000052847436d1e) dm-0 AIX,VDASD
[size=20G] [features=0] [hwhandler=0]
\_ round-robin 0 [prio=1][active]
\_0:0:1:0 sda 8:0 [active][ready]
\_ round-robin 0 [prio=1][enabled]
\_ 1:0:1:0 sdb 8:16 [active][ready]

Note: For path management you can also use the interactive shell, which

can be started using the multipathd command.

2. Shut down one of the Virtual I/O Servers. In this example VIO_Server1 is shut

down. In var/log/messages you will see the following messages:

ibmvscsi: Partner adapter not ready

ibmvscsi: error after reset

Dec 7 15:46:57 localhost kernel: ibmvscsi: Virtual adapter failed rc 2!

Dec 7 15:46:57 localhost kernel: rpa_vscsi: SPR_VERSION: 16.a

Dec 7 15:46:57 Tocalhost kernel: ibmvscsi: Partner adapter not ready

Dec 7 15:46:57 localhost kernel: ibmvscsi: error after reset

device-mapper: multipath: Failing path 8:0.

Dec 7 15:47:01 Tocalhost kernel: device-mapper: multipath: Failing path 8:0.

Dec 7 15:47:01 Tocalhost multipathd: 8:0: reinstated

Dec 7 15:47:01 Tocalhost multipathd: mpathO: remaining active paths: 2

Dec 7 15:47:01 Tocalhost multipathd: sda: readsectorO checker reports path is down
Dec 7 15:47:01 localhost multipathd: checker failed path 8:0 in map mpathO

Dec 7 15:47:01 Tocalhost multipathd: mpathO: remaining active paths: 1

Dec 7 15:47:06 Tocalhost multipathd: sda: readsectorO checker reports path is down

3. When using the multipath command to display the path status, one path
should be marked as failed as shown here:

# multipath -11
sda: checker msg is "readsector0 checker reports path is down"
mpath0 (3600a0b80000bdc160000052847436d1e) dm-0 AIX,VDASD
[size=20G] [features=0] [hwhandler=0]
\_ round-robin 0 [prio=0][enabled]
\_0:0:1:0 sda 8:0 [failed] [faulty]
\_ round-robin 0 [prio=1][active]
\_1:0:1:0 sdb 8:16 [active] [ready]
[root@localhost ~]#
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4. Restart the Virtual I/O Server. Once the Virtual I/O Server is rebooted you will
see the following messages in /var/adm/messages:

ibmvscsic: sent SRP login

ibmvscsi: host srp version: 16.a, host partition VIO Serverl (1), 0S 3, max io
1048576
Dec 7
Dec

15:50:36 localhost last message repeated 9 times

7 15:50:39 localhost kernel: ibmvscsi: partner initialized
Dec 7 15:50:39 Tocalhost kernel: ibmvscsic: sent SRP Togin
Dec 7 15:50:39 localhost kernel: ibmvscsi: SRP_LOGIN succeeded
Dec 7 15:50:39 Tocalhost kernel: ibmvscsi: host srp version: 16.a, host partition
VIO_Serverl (1), 0S 3, max io 1048576
Dec 7 15:50:41 Tocalhost multipathd: sda: readsectorO checker reports path is down
Dec 7 15:50:46 Tocalhost multipathd: sda: readsector0 checker reports path is up
Dec 7 15:50:46 Tocalhost multipathd: 8:0: reinstated
Dec 7 15:50:46 Tocalhost multipathd: mpathO: remaining active paths: 2

5. When using the multipath command to display the path status, both paths
should be active again:

# multipath -11
mpath0 (3600a0b80000bdc160000052847436d1e) dm-0 AIX,VDASD
[size=20G] [features=0] [hwhandler=0]
\_ round-robin 0 [prio=1][enabled]
\_ 0:0:1:0 sda 8:0 [active][ready]
\_ round-robin 0 [prio=1][active]
\_ 1:0:1:0 sdb 8:16 [active][ready]

4.12 Configuring Multiple Shared-Processor Pools

Before reading this section you should be familiar with the concepts and terms for
Multiple Shared-Processor Pools as described in 2.3.3, “POWER6 Multiple
Shared-Processor Pools” on page 44.

Note: The terms used in 2.3.3, “POWER®6 Multiple Shared-Processor Pools”
on page 44 are not the same as you will see on the HMC. The Maximum Pool
Capacity (MPC) is called maximum processing units in the HMC dialogs.
Reserved Pool Capacity (RPC) is referred to as reserved processing units. In
the text of the following section the terms as they are defined in 2.3.3,
“POWERG6 Multiple Shared-Processor Pools” on page 44 are used. On the
screenshots you will see the HMC terminology.

Based on the partition configuration we used in the previous sections (see 4.9,
“Scenario 4: LVM mirroring” on page 288) we will create Multiple

Shared-Processor Pools to limit the amount of processing capacity that can be
consumed by the micro-partitions. Table 4-6 on page 309 provides an overview
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of the micro-partition configuration. All the micro-partitions are running in
uncapped mode.

Table 4-6 Micro-partition configuration and Shared-Processor Pool assignments

Partition Entitlement Number of Pool name Pool ID
name virtual
processors

VIO_Server1 0.3 2 DefaultPool 0
VIO_Server2 0.3 2 DefaultPool 0
DB_server 1 3 Production 1
Apps_server 1 3 Production 1
NIM_server 0.2 1 Development 2
linuxIpar 0.2 1 Development 2

The two Virtual 1/0 Servers are created in the Shared-Processor Pool with ID 0.
On the HMC this pool is referred to as DefaultPool. The DefaultPool cannot be
modified. Each of the Virtual I/O Servers has an entitlement of 0.3 processing
units and 2 virtual processors configured. Each one is therefore guaranteed to
get 0.3 processing units and can consume up to 2 processing units if required
and if spare processing capacity is available in the DefaultPool.

The DB_server and the Apps_server micro-partitions are assigned to the
Shared-Processor Pool with ID 1 called Production. On the HMC the pool IDs in
the range between 1 and 63 represent Shared-Processor Pools which can be
modified. This is in contrast to the DefaultPool, which cannot be modified.

As shown in Table 4-7 on page 310 the Maximum Pool Capacity of the
Production pool is limited to 3. A reason for limiting a production workload might
be to reduce licensing cost for applications running in these partitions.

The Entitled Pool Capacity, which is the amount of processing units that the pool
is guaranteed to get, is 2.5 for the Production pool. This is the sum of the
entitlements of the partitions in the pool (in this case 1.0 for the DB_server and
1.0 for the Apps_server) plus the Reserved Pool Capacity of 0.5 processing
units. The Reserved Pool Capacity is distributed within the bounds of the pool
according to the weighting factors defined for each partition. A reason for using
Reserved Pool Capacity might be to guarantee unallocated processor resource
to balance workload demand in production workloads.
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Note: On the HMC you can only see the Maximum Pool Capacity and the
Reserved Pool Capacity. The Entitled Pool Capacity cannot be displayed on
the HMC. To calculate the Entitled Pool Capacity for a Shared-Processor
Pool, you have to add the entitlements of all micro-partitions assigned to a

Shared-Processor Pool plus the Reserved Pool Capacity.

Table 4-7 Shared-Processor Pool attributes

Pool name Maximum pool Entitled pool Reserved pool

capacity capacity capacity
Production 3 25 0.5
Development 1 0.4 0

Note: The pool name can be up to 14 characters long and can contain blanks.

Although the DB_server and the Apps_server micro-partitions each have 3
virtual processors configured, the total processing capacity which can be used by
the two micro-partitions at a time is limited to 3 physical processors. This is due
to the Maximum Pool Capacity in the Shared-Processor Pool. If they were
assigned to the DefaultPool they could use up to 6 physical processors if capacity
is available.

The NIM_server and the linuxlpar partitions are assigned to the Development
pool. The Development pool has a maximum pool capacity of 1 processing units.
The micro-partitions in the Development pool can use at most the capacity of 1
physical processor. The Entitled Pool Capacity of the Development pool is 0.4 as
shown in Table 4-7.

Note: The pool attributes and partition assignments can be changed
dynamically while the micro-partitions are running.

4.12.1 Shared-Processor Pool management using the HMC GUI

To configure the pools as described above, perform the following steps:

310 PowerVM Virtualization on IBM System p: Introduction and Configuration



1. Select the server for which you want to configure the pools. Then select
Configuration — Shared Processor Pool Management as shown in
Figure 4-20 to open the Shared-Processor Pool configuration window.
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Figure 4-20 Starting Shared-Processor Pool configuration
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2. Click SharedPool01 to open the window for setting the pool attributes, as
shown in Figure 4-21.

'9,3.5.128 - Shared Processor Pool: p570_170 - Microsoft Internet Explorer =]

Shared Processor Pool: p570_170

Select a pool name from the table to modify pool attributes
@ | g @ @ | [ select Action — ]
Pool Name "]Pool D A]Reserved Processing Units AJMaximum Processing Units A]
DefaultPool o (WY MNAo -
SharedBpoldl 1 0.0 0
Sharedg EIDE 2 0.0 a
SharedPool03 3 0.0 a
SharedPoold4 4 0.0 0
SharedPool0s |5 0.0 0
SharedPoolds & 0.0 a
SharedPoold? | 7 0.0 a
SharedPoolds & 0.0 a
SharedPool0l 9 0.0 a
SharedPoolld 10 0.0 0
SharedPool1l 11 0.0 0
SharedPoollz 12 0.0 a
SharedPool13 13 0.0 a
SharedPoolid4 14 0.0 a
SharedPoolls 15 0.0 a
SharedPoolls 16 0.0 0
SharedPooll? 17 0.0 0
SharedPoolls 18 0.0 0
SharedPool1g 19 0.0 a -
Total: 64 Filtered: 64

Cancel || Help
[&] https:)19.3.5. 128/ hmefwel T LBbFB7wh=1 1806 E A

Figure 4-21 Virtual Shared-Processor Pool selection
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3. Change the Pool name to Production, Maximum processing units to 3 and
Reserved processing units to 0.5, as shown in Figure 4-22. Perform the same
for SharedPool02 so that it becomes the Development pool with Maximum
processing units of 1.

<} https://9.3.5.128 - hmcl: Shared Pr o ] 4|
Modify Pool Attributes - p570_170

Enter the attributes to modify pool

Pool narme: [Production |

Pool ID: 1
Reserved processing units: 0.5
Maximum processing units: 3
Cancel || Help

[@pare [ [ | | |3 [ mnternet v

Figure 4-22 Shared-Processor Pool configuration

Notes:

» The Reserved processing units can be specified in fractions of 1/100

while the Maximum processing units can only be specified in whole
numbers.

» Because the Reserved processing units are guaranteed to the
Shared-Processor Pool, the number of Reserved processing units you
specify has to be available on the system.
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4. Change to the Partitions tab as shown in Figure 4-23 to perform partition
assignments. Click each partition you want to reassign.

A https://9.3.5.128 - Shared Processor Pool: p570_170 - Microsoft Internet Explorer 1Ol x|

Shared Processor Pool: p570_170
Pools | Partitions

Select 3 partition name from the table to move the partition to a different pool

| w2 gl @] g [~ select action — =]

Partition Name (ID) “jPooI MName (ID) “jnssigned Processing Units “jState “jWorhoad Group Aj
VIO Server2(6) DefaultPoolio) 0.2 Running Mone

linuzlpar(s DefaultPoolin) 0.2 Running  MNone

Apns server(4) DefaultPoalin) 1.0 Running Mone

DB serveri3) DefaultPoolio) 1.0 Running Mone

MIM serveri2 DefaultPoolin) 0.2 Running  MNone

WO Serverl(1) DefaultPooli0) 0.3 Running  MNone

Total: 6 Filtered: 6
Cancel | Help
[&] pone I_I_I_I_E £ Internet 4

Figure 4-23 Virtual Shared-Processor Pool partition tab

5. Select the desired pool for each partition. Figure 4-24 shows the assignment
of the DB_server partition to the production pool. Assign the other partitions
according to Table 4-6 on page 309.

3 https://9.3.5.128 - hmel: Shared Process o ] 4

Assign Partition to a Pool - p570_170

Select a pool from the list to move the partition into
Partition name: DB_server
Partition ID: 3

Paol name (I0): |Prc:duu:tiu3n(1) j

Cancel || Help

i€loone [ [ T [ |D [#p mtemet 4

Figure 4-24 Shared-Processor Pool partition assignment

Note: You cannot assign a micro-partition to a Shared-Processor Pool if it
causes the Entitled Pool Capacity to exceed the Maximum Pool Capacity.
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Important: Partitions which have not been activated since they were
created do not show up in the window with available partitions like the one
shown in Figure 4-23. To change the assignment of a partition which has
never been activated to another Shared-Processor Pool, you have to
update the Shared-Processor Pool attribute which can be found in the
Processors tab of the partition profile.

Figure 4-25 shows the configuration after all partitions have been assigned

< https://9.3.5.128 - Shared Processor Pool: pS70_170 - Microsoft Internet Explorel:";? =10 I

Shared Processor Pool: p570_170
Pools | Partitions

Select a partition name from the table to move the partition fo a different pool

wel w2 | g 2| g [~ Select action — =

Partition Name (ID) -~ |Pool Name (ID) -~ | Assigned Processing Units ~ | State ~ Waorkload Group ~

WIO Server2is) DefaultPoolio) 0.2 Running Mone
WIO Serverlil) DefaultPoolio) 0.2 Running  Mone
Spps server(d Production(1) 1.0 RFunning Mone
DB server(d Production(1) 1.0 Running MNone
linuzlnar(s Developmenti2) 0.2 Running Mone
NIM server(2) Developmenti2) 0.2 Running  Mone
Total: & Filtered: 6
Cancel || Help
[€1pone [T 8 enenet

Figure 4-25 Overview of Shared-Processor Pool assignments

Important: If you move a partition to another Shared-Processor Pool, the
partition profile will not be updated. Unless you change the profile the partition
will be assigned to the original pool the next time it is activated. This is similar
to when you are performing dynamic LPAR updates to a partition. When you
save the current configuration of a running partition into a new profile, the
currently assigned Shared-Processor Pool will be saved.

4.12.2 Shared-Processor Pool management using the command line

You can also manage Shared-Processor Pools through the HMC command line
using the chhwres command. Example 4-40 shows how to configure the two
Shared-Processor Pools as shown in Table 4-7 on page 310.

Example 4-40 Defining Shared-Processor Pools using the command line

hscroot@hmcl:™> chhwres -r procpool -m p570_170 -0 s --poolid 1 -a
"new_name=Production,max_pool_proc_units=3,reserved_pool_proc_units=0.5"
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hscroot@hmcl:™> chhwres -r procpool -m p570_170 -0 s --poolid 2 -a
"new_name=Development,max_pool_proc_units=1,reserved_pool_proc_units=0"

As shown in Example 4-41, the 1shwres command can be used to display the
Shared-Processor Pool configuration.

Example 4-41 Displaying Shared-Processor Pools using chhwres

hscroot@hmcl:™> Tshwres -r procpool -m p570_170
name=DefaultPool,shared_proc_pool_id=0,"1par_names=VIO_Serverl,VIO Server2,DB_server,Apps_serve
r,NIM_server,linuxlpar","Tpar_ids=1,6,3,4,2,5"

name=Production,shared proc_pool_id=1,max_pool proc_units=3.0,curr_reserved pool proc_units=0.0
,pend_reserved_pool_proc_units=0.0,1par_ids=none
name=Development,shared_proc_pool_id=2,max_pool_proc_units=1.0,curr_reserved_pool_proc_units=0.
0,pend_reserved_pool_proc_units=0.0,1par_ids=none

The assignment of a partition to a Shared-Processor Pool is also done using the
chhwres command. Example 4-42 shows the assignment of the example
partitions according to Table 4-6 on page 309.

Example 4-42 Assigning partitions to Shared-Processor Pools using chhwres

hscroot@hmcl:™> chhwres -r procpool -m p570_170 -0 s -p DB_server -a
"shared_proc_pool_name=Production"

hscroot@hmcl:~> chhwres -r procpool -m p570_170 -0 s -p Apps_server -a
"shared_proc_pool_name=Production"

hscroot@hmcl:™> chhwres -r procpool -m p570 170 -0 s -p NIM server -a
"shared_proc_pool_name=Development"

hscroot@hmcl:™> chhwres -r procpool -m p570_170 -0 s -p TinuxIpar -a
"shared_proc_pool_name=Development"

Note: If you try to assign a partition that has never been activated you will get
the following error:

This operation is not allowed because the partition is using
dedicated processors

To change the assignment of a partition that has never been activated to
another Shared-Processor Pool, you have to update the
shared_proc_pool_name or shared_proc_pool_id attributes in the partition
profile using the chsyscfg command.

Partitions can be dynamically moved between the Shared-Processor Pools.
Example 4-43 on page 317 shows how to move the linuxlpar partition from the
Development pool to the Production pool.
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Example 4-43 Moving a micro-partition to another Shared-Processor Pool

hscroot@hmcl:™> chhwres -r procpool -m p570_170 -0 s -p linuxIpar -a
"shared_proc_pool_name=Production"

Notes:

» When you move a partition to another Shared-Processor Pool, the Entitled
Pool Capacities change. In our case the Entitled Pool capacity of the
Development pool is reduced by 0.2 while the Entitled Pool Capacity of the
Production Pool is increased by 0.2.

» If you move a partition to another Shared-Processor Pool the partition
profile will not be updated. Unless you change the profile the partition will
be assigned to the original pool the next time it is activated. This is similar
to when you are performing dynamic LPAR updates to a partition. When
you save the current configuration of running partition in to a new profile
the currently assigned Shared-Processor Pool will be saved.

To deactivate a Shared-Processor Pool all the micro-partitions have to be
removed from it and the Maximum Pool Capacity as well as the Reserved Pool
Capacity have to be set to 0. Example 4-44 shows the commands required to
deactivate the Development pool. The NIM_server micro-partition is moved to
the DefaultPool and then the Development pool is set to 0 and renamed to the
default name it had initially.

Example 4-44 Deactivating a Shared-Processor Pool using chhwres

hscroot@hmcl:™> chhwres -r procpool -m p570 170 -0 s -p NIM server -a
"shared_proc_pool_name=DefaultPool"

hscroot@hmcl:™> chhwres -r procpool -m p570_170 -0 s --poolid 2 -a
"new_name=SharedPoo102,max_pool_proc_units=0,reserved_pool_proc_units=0"

4.13 Extending VLANSs into virtual networks

The use of VLAN technology provides a more flexible network deployment over
traditional network technology. It can help overcome physical constraints of the
environment and help reduce the number of required switches, ports, adapters,
and cables. This simplification in physical deployment does not come for free:
The configuration of switches and hosts becomes more complex when using
VLANSs. But the overall complexity is not increased; it is just shifted from physical
to virtual. This section assumes that you understand the concepts of VLANs. We
discuss in detail the recommended method of configuring and setting up a VLAN
using VLAN tagging in a PowerVM environment.
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4.13.1 POWER Hypervisor switch implementation

318

The POWER Hypervisor switch is consistent with IEEE 802.1 Q. It works on
OSl-Layer 2 and supports up to 4096 networks (4096 VLAN IDs).

When a message arrives at a Logical LAN switch port from a Logical LAN
adapter, the POWER Hypervisor caches the message’s source MAC address to
use as a filter for future messages to the adapter. The POWER Hypervisor then
processes the message depending on whether the port is configured for IEEE
VLAN headers. If the port is configured for VLAN headers, the VLAN header is
checked against the port’s allowable VLAN list. If the message specified VLAN is
not in the port’s configuration, the message is dropped. After the message
passes the VLAN header check, it passes onto destination MAC address
processing.

If the port is not configured for VLAN headers, the POWER Hypervisor inserts a
two-byte VLAN header (based on the port’s configured VLAN number) into the
message. Next, the destination MAC address is processed by searching the
table of cached MAC addresses.

If a match for the MAC address is not found and if no trunk adapter is defined for
the specified VLAN number, the message is dropped; otherwise, if a match for
the MAC address is not found and if a trunk adapter is defined for the specified
VLAN number, the message is passed on to the trunk adapter. If a MAC address
match is found, then the associated switch port’s configured, allowable VLAN
number table is scanned for a match to the VLAN number contained in the
message’s VLAN header. If a match is not found, the message is dropped.

Next, the VLAN header configuration of the destination switch port is checked. If
the port is configured for VLAN headers, the message is delivered to the
destination Logical LAN adapters, including any inserted VLAN header. If the
port is configured for no VLAN headers, the VLAN header is removed before
being delivered to the destination Logical LAN adapter.

Figure 4-26 on page 319 shows a graphical representation of the behavior of the
virtual Ethernet when processing packets.
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Figure 4-26 Flow chart of virtual Ethernet
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4.13.2 Scenario for setting up a VLAN

320

In an PowerVM environment, it is the Virtual I/O Server that provides the link
between the internal virtual and external physical LANs. This can introduce an
increased level of complexity due to multiple VLANs within a server that need to
be connected to multiple VLANSs outside the server in a secure manner. The
Virtual 1/0O Server, therefore, needs to be connected to all of the VLANSs but must
not allow packets to move between the VLANSs.

In this scenario, as shown in Figure 4-27 on page 321, the following
requirements must be met:

» All client partitions must be able to communicate with other client partitions on
the same VLAN.

» All client partitions must be able to communicate to a single virtual Ethernet
adapter in the Virtual I/O Server. This is achieved by using IEEE 802.1Q on
the Virtual I/O Servers virtual Ethernet adapter to allow more than one virtual
LAN ID to be accepted at the virtual Ethernet adapter.

» Ensure that the VLAN tags are not stripped from arriving packets from the
client partitions. Stripped VLAN tags would result in the Virtual I/O Server not
being able to forward the packets to the correct external VLAN.

» Enable the Shared Ethernet Adapter (SEA) to allow packets from multiple
VLANS.

This implementation requires that the enterprise security policy encompasses
the following:

» The enterprise security policy recognizes IEEE 802.1Q VLAN tagging.

The IEEE 802.1Q VLAN tagging is implemented in the PowerVM hypervisor
firmware. The Virtual I/O Server is able to have up to 21 VLANSs per Shared
Ethernet Adapter, but in order to use these, the physical network port must
support the same number of VLANs. The physical VLAN policy within the
enterprise will therefore determine the virtual VLAN policy.

» The enterprise security policy allows a network switch to have multiple
VLANS.

The enterprise security policy allows multiple VLANs to share a network
switch (non-physical security). If it is a security requirement that a network
switch only have one VLAN, every VLAN will require a separate Shared
Ethernet Adapter or Virtual I/O Server. If you just make a separate Virtual I/O
Server in a managed system, the hypervisor firmware will act like one switch
with multiple VLANSs, which in this case, is not allowed by the security policy
outside the Virtual I/0O Server.
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Figure 4-27 shows four partitions and a single Virtual I/O Server. In this example
the VLAN interfaces are defined on an SEA adapter so that the Virtual /0O Server
can communicate on these VLANSs.

Note: Security in a virtual environment depends on the HMC or Integrated
Virtualization Manager (IVM) and the Virtual /0O Server. Access to the HMC,
IVM, and Virtual I/O Server must be closely monitored to prevent unauthorized
modification of existing network and VLAN assignments, or establishing new
network assignments on LPARs within the managed systems.

The following virtual LAN IDs are used:

» 10

» 20

» 30

In addition, the default virtual LAN ID 199 is also used. This default virtual LAN ID
must be unique and not used by any clients in the network or physical Ethernet

switch ports. For further details, see 4.13.5, “Ensuring VLAN tags are not
stripped on the Virtual I/O Server’ on page 325.

Virtual I/O Server client client client client
en3 partition 1 partition 2 partition 3 partition 4
(if.)
o<l Additional IEEE
2[Z (2| 802.1Q Virtual LAN
ofojo| IDs =10, 20, 30
ent2 en0 en0 en0 en0
(sea) Default (if.) (if.) (if.) (if.)
Virtual LAN
ID=199
ent0 ent1 ent0 ent0 ent0 ent0
(phy.) (virt.) (virt.) (virt.) (virt.) (virt.)

Default Virtual

LAN ID=10 Default Virtuall

qdphl LAN ID=20 | Default Virtual| Default Virtual
| LAN ID=30 | LAN ID=30

JosinuadAH

gggi;ign\a/l'rltEElELAN Default Virtual LAN
. Irtua =
IDs =10, 20, 30 ID=100

HEEEN
Ethernet switch E
[ 11 []

Figure 4-27 VLAN configuration scenario

external network
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Note: Not all physical network switches support VLAN tagging. If you want to
extend VLAN tagging outside your virtual network to your physical network,
your physical network must also support VLAN tagging. It is a common error
to forget to configure your physical network to match your virtual network
VLAN settings

4.13.3 Configuring the client partitions

322

As shown in Figure 4-27 on page 321, the configuration and setup of the internal
VLAN is a straightforward process. Using the scenario shown in Figure 4-27 on

p

age 321, perform the following steps on each client partition to configure the

internal VLAN:

1.
2.
3.

Log on to the HMC.
Begin creating a partition.

In the virtual Ethernet adapter window, assign each client partition a virtual
Ethernet adapter with a default virtual LAN ID, as shown in Figure 4-27 on
page 321. Figure 4-28 on page 323 shows an example of creating a virtual
Ethernet adapter for client partition 1.

Make sure that both the Access external network and IEEE 802.1Q
compatible adapter flags are cleared.

Finalize the partition creation.
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Figure 4-28 Virtual Ethernet configuration for the client partition using the HMC

After the configuration completes, the virtual LAN ID on the virtual Ethernet
adapter will be added to the packets from the client partition. This ID is used to
route packets to the correct partition. The Hypervisor will strip them off before
delivery. For example, as shown in Figure 4-27 on page 321, client partition 3
and client partition 4 have the same virtual LAN ID, and thus are able to
communicate directly. Client partition 1 and client partition 2 have different virtual
LAN IDs, and thus are unable to communicate with client partition 3 and client
partition 4 or each other, but are ready to communicate with other machines on
VLANSs external to the machine.

4.13.4 Configuring the Virtual I/O Server

The Virtual I/O Server is the relay point between multiple internal VLANs and the
external physical Ethernet adapter or adapters and LAN. To bridge the virtual
and physical networks, the Shared Ethernet Adapter (SEA) device is used to link
one or more virtual adapters to the physical adapter. Using the scenario in
Figure 4-27 on page 321, we implement a single virtual Ethernet adapter
connecting to multiple internal VLANS.

To correctly set up this configuration, the virtual Ethernet adapter that is created
in the Virtual I/O Server needs to name all the internal VLANSs that are
connected, as shown Figure 4-29 on page 324. Perform the following steps:

1. Log on to the HMC.
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2. In the virtual Ethernet adapter window, assign the Virtual I1/O Server a virtual
Ethernet adapter with a unique default virtual LAN ID. This ID must not be
used by any client partition or physical network. In this scenario, we use the
virtual LAN ID 199.

3. Select the IEEE 802.1Q compatible adapter flag.

4. Add additional virtual LAN IDs associated with the client partitions. In this
scenario, the additional virtual LAN IDs are 10, 20, 30. To display a list of the
VLANSs that have been added, click the arrow next to the additional VLANs
field.

5. Make sure that the Access external network flag is selected. Leave the
Trunk priority as the default unless using a SEA failover configuration.
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Figure 4-29 Virtual Ethernet configuration for Virtual I/O Server using the HMC

In this instance, the Access external network flag is selected because this
Virtual I/O Server is using the Shared Ethernet Adapter function to transfer
packets to and from the external network. The IEEE 802.1Q compatible adapter
flag is selected to allow the Shared Ethernet Adapter to transmit packets on
additional virtual LAN IDs. These additional virtual LAN IDs are the same as the
virtual LAN IDs configured in the client partitions; therefore, packets that arrive
from the client partition with the VLAN tag added by the hypervisor will be
allowed to pass through the Shared Ethernet Adapter.
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4.13.5 Ensuring VLAN tags are not stripped on the Virtual /O Server

It is important that the virtual LAN ID added to the packets leaving the client
partitions (the default virtual LAN ID number) are not removed on entering the
Virtual 1/0 Server. This will happen when a default configuration is used.

It is for this reason that the default virtual LAN ID on the Virtual /O Servers virtual
Ethernet adapter, as shown in Figure 4-29 on page 324, must be set to an
unused virtual LAN ID (in this scenario, 199).

If a packet arrives with this virtual LAN ID (199), the virtual LAN ID tag would be
stripped off (untagged) and could not then be forwarded on to the correct
external VLAN. If this was sent through the Shared Ethernet Adapter to the
external physical network, it would arrive at the Ethernet switch as untagged. The
resulting outcome depends on the settings on the physical Ethernet switch. The
packet might be discarded or sent on to a default VLAN, but the chances of it
going to virtual LAN ID 199 are remote unless the network administrator has
explicitly set this up (for example, the Ethernet switch port has a default virtual
LAN ID of 199).

4.13.6 Configuring the Shared Ethernet Adapter for VLAN use

In this scenario, use the mkvdev -sea command on the Virtual I/O Server. This
takes the virtual Ethernet adapter and physical Ethernet adapter to create the
Shared Ethernet Adapter. To configure the Shared Ethernet Adapter and access
the multiple VLANSs, perform the following steps:

1. Use the mkvdev command on the Virtual I/O Server to create the Shared
Ethernet Adapter. In this scenario, the virtual Ethernet adapter ent1 and
physical Ethernet adapter ent0 are used to create the new Shared Ethernet
Adapter ent2.

$ mkvdev -sea ent0 -vadapter entl -default entl -defaultid 199
ent2 Available

en2

et2

When creating the Shared Ethernet Adapter, the -default entl option is the
default internal virtual Ethernet adapter to send the packet onto if the packet
is untagged. In this scenario, there is only one virtual Ethernet adapter, but
this would be used in the more complex case of multiple virtual Ethernet
adapters specified in the command. Also, the -defaultid 199 option is the
virtual LAN ID to use for untagged packets (in effect, this is the default virtual
LAN ID of the SEA). We are not expecting untagged packets, and by using an
unused number like this, these packets are not delivered because no client
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will accept VLAN 199 packets. Running the 1sdev command displays the
newly created SEA:

$ 1sdev -type adapter

name status

description

ent0 Available 10/100/1000 Base-TX PCI-X Adapter
(14106902)

entl Available Virtual I/0 Ethernet Adapter (1-Tan)

ent2 Available Shared Ethernet Adapter

ide0 Available ATA/IDE Controller Device

sisioal Available PCI-X Dual Channel U320 SCSI RAID Adapter
vhost0 Available Virtual SCSI Server Adapter

vsal Available LPAR Virtual Serial Adapter

2. Using the mkvdev -vlan command, configure the newly created Shared
Ethernet Adapter (ent2) to allow packets from the additional virtual LAN IDs
(10, 20, 30):

$ mkvdev -vlan ent2 -tagid 10
ent3 Available

en3

et3

$ mkvdev -vlan ent2 -tagid 20
ent4 Available

end

etd

$ mkvdev -vlan ent2 -tagid 30
ent5 Available

enb

eth

Note: This creates a new Ethernet adapter for each of the previous
commands.

The addition of VLAN interfaces to the SEA adapter is only necessary if the
VIO Server itself needs to communicate on these VLANSs.

3. Using the mktcpip command or the cfgassist command, configure an IP
address on one of the new VLANSs to allow administrators network access to
the Virtual I/O Server. In this scenario, as shown in Figure 4-27 on page 321,
we use en3, which resides on VLAN 10, to configure an IP address for Virtual
I/O Server network connectivity.
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Note: Typically, the IP address is only required on the Virtual I/O Server for
administrative purposes. As such, configure the IP address on the
management VLAN only to allow administrators network access to the Virtual
I/O Server.

4.13.7 Extending multiple VLANSs into client partitions

There are two different ways how VLANs can be configured in a client partition.
Figure 4-30 on page 328 shows a configuration where both Partition 1 and
Partition 2 can communicate on two different VLANSs.

Partition 1 has only one Virtual Ethernet adapter that has an unused PVID
configured and VLANs 10 and 80 configured as 802.1Q VLANs. For VLAN 10
and 80 there is a separate network interface configured on the Virtual Ethernet
adapter. A network packet sent through en0 is tagged with VLAN ID 80 in the
client partition. No VLAN tag is added by the Hypervisor switch. The VLAN tag is
not stripped off by the SEA because the VLAN ID does not match the PVID of the
virtual Ethernet adpater in the SEA.

Partition 2 has two virtual Ethernet adapters where the VLAN is configured using
the PVID. One is configured for VLAN 20 and the other for VLAN 90. No VLAN
interfaces need to be configured in the client partition. A network packet sent
through en0 is tagged with VLAN ID 90 by the Hypervisor switch. The VLAN tag
is not stripped off by the SEA because the VLAN ID does not match the PVID of
the virtual Ethernet adpater in the SEA. This method is normally the preferred
one because it is easier to configure in the client partition.

For dynamic LPAR operations the HMC needs connectivity to all the partitions.
Therefore, it is important to consider in which network the HMC will be placed.
Since the HMC does not offer VLAN tagging a solution can be to put the HMC
behind a firewall as shown in Figure 4-30 on page 328 and Figure 4-31 on
page 329.
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Figure 4-30 HMC in a VLAN tagged environment

PowerVM Virtualization on IBM System p: Introduction and Configuration




VLAN8O

Firewall

Partition 1

Figure 4-31 Cross-network VLAN tagging with a single HMC

4.13.8 Virtual Ethernet and SEA considerations

The following are for your consideration when implementing virtual Ethernet and
Shared Ethernet Adapters in the Virtual I/O Server:

>

Virtual Ethernet requires a POWERS5 or POWERS6 processor-based system
running IVM or an HMC to define the virtual Ethernet adapters.

Virtual Ethernet is available on all POWERS5 or POWERS processor-based
systems, while Shared Ethernet Adapter and the Virtual I/O Server require
the configuration of the PowerVM Standard Edition or PowerVM Enterprise
Edition feature on some models.

Virtual Ethernet can be used in both shared and dedicated processor
partitions.

Virtual Ethernet does not require a Virtual I/O Server for communication
between partitions in the same system.

A maximum of up to 256 virtual Ethernet adapters are permitted per partition.

Each virtual Ethernet adapter is capable of being associated with up to 21
VLANs (20 VIDs and 1 PVID).
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» A system can support up to 4096 different VLANSs, as defined in the
IEEE802.1Q standard.

» The partition must be running a minimum level of AlX Version 5.3 or Linux
with the 2.6 kernel or a kernel that supports virtual Ethernet.

» A mixture of virtual Ethernet connections, real network adapters, or both are
permitted within a partition.

» Virtual Ethernet can only connect partitions within a single system.
» Virtual Ethernet connections between AlX and Linux partitions are supported.

» Virtual Ethernet uses the system processors for all communication functions
instead of off-loading that load to processors on network adapter cards. As a
result, there is an increase in system processor load generated by the use of
virtual Ethernet.

» Up to 16 virtual Ethernet adapters with 21 VLANs (20 VID and 1 PVID) on
each can be associated to a Shared Ethernet Adapter, sharing a single
physical network adapter.

» There is no explicit limit on the number of partitions that can attach to a VLAN.
In practice, the amount of network traffic will limit the number of clients that
can be served through a single adapter.

» To provide highly available virtual Ethernet connections to external networks,
two Virtual I/0O Servers with Shared Ethernet Adapter Failover or another
network HA mechanism has to be implemented.

» You cannot use SEA failover with Integrated Virtualization Manager (IVM),
because IVM only supports a single Virtual I1/0 Server.

4.14 Supported configurations
This section discusses various supported configurations in a Virtual I/O Server
environment. The following configurations are described:
» Supported virtual SCSI configurations with:

— Mirrored virtual SCSI devices on the client and server
— Multi-path configurations in a SAN environment

» Virtual devices and HACMP support
» Virtual devices and GPFS support
The configurations described in this section are not a complete list of all available

supported configurations. We show a collection of the most frequently adopted
configurations that meet the requirements of most production environments.
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For the latest information about Virtual 1/0 Server supported environments, visit
the following Web site:

http://techsupport.services.ibm.com/server/vios/documentation/datasheet
.html

4.14.1 Supported virtual SCSI configurations

This discussion on virtual SCSI configurations is a detailed one about supported
and recommended configurations when using the Virtual I/O Server. It is an
extension to the discussion in 4.1, “Providing continuous availability for virtual
I/O” on page 244. An understanding of the principles of redundancy and
availability is assumed.

Refer to 2.6, “Virtual SCSI introduction” on page 75 for considerations when
using logical volumes on the Virtual I/O Server as virtual disks for client
partitions.

Supported configurations with mirrored VSCSI devices

Figure 4-32 on page 332 shows a supported way for mirroring disks with only
one Virtual I/0O Server.

On the Virtual I/0O Server, you either configure two logical volumes and map them
to the vhost adapter assigned to the client partition or you directly map the hdisks
to the vhost adapter. On the client partition, the mapped devices will appear as
two disks. The client mirrors the two virtual disks using standard AlIX LVM
mirroring.
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In Figure 4-32, two separate physical disks on the Virtual I/O Server are attached
to two separate physical adapters for continuous availability. This scenario also
works when the disks are attached to only one physical adapter, but in this case
it does not protect against adapter failure.

Virtual /0 Server 1 AIX client partition

Backed device:
hdisk or
logical volume

vscsi target
device
vtscsiO

| LVM mirroring |

vscsi target

device . .
vtscsi1 hdisk0 hdisk1
Bl rootvg rootvg
Q Q.
@ ]
B8
> > Server SCSI adapter Client SCSI adapter
T T vhost0 vscsi0
! I
|  POWER
Hypervisor

Internal SCSI disks
SAN attached disks

Figure 4-32 Supported and recommended ways to mirror virtual disks

Important: A logical volume of the Virtual I/O Server used as a virtual disk
should not span multiple disks.

You can verify that a logical volume is confined to a single disk with the 1s1v
-pv lvname command. The output of this command should only display a
single disk.
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Using mirroring, striping, or concatenation of physical disks using the LVM in the
VIO client, or to use such features of special RAID-capable host bus adapters or
storage subsystems on the Virtual /O Server is recommended. Thus, to provide
redundancy for the backed disk, a hardware RAID 5 array on the Virtual 1/0
Server can be used. Figure 4-33 shows the Virtual I/O Server configured with a
SCSI RAID adapter.

A list of supported adapters can be found at:

http://wwwld.software.ibm.com/webapp/set2/sas/f/vios/documentation/data
sheet.html

Virtual 1/0 Server 1 AlX client partition

Backed device:
logical volume

vscsi target
device
vtscsi0

| LVM
hdiskO
- rootvg
g
Q
©
B
iy Server SCSI adapter Client SCSI adapter
© vhost0 vscsi0

' I POWER
Hypervisor

internal SCSI disks
RAID Array — RAID5

Figure 4-33 RAIDS5 configuration using a RAID adapter on the Virtual I/O Server

Attention: Only RAID hardware is supported for this configuration.

After creating a RAID 5 array, it will appear as one hdisk on the Virtual I/O Server.
You can then divide the large disk into logical volumes and map them to your
client partitions. Note that in this configuration the RAID adapter is a single point
of failure.
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334

When using this configuration plan for two additional disks for the installation of
the Virtual I/O Server, that should be mirrored over two physical disks.

Important: Do not use the Virtual /O Server rootvg for logical volumes that
will be exported as virtual disks for the clients.

When planning for multiple Virtual /0O Servers, Figure 4-34 shows the
recommended way for mirroring the virtual disks on the client partitions.

Note: One Virtual I/O Server is supported on the Integrated Virtualization
Manager (IVM). Use the HMC to manage more than one Virtual /O Server.

IBM supports up to ten Virtual I/O Servers within a single System p server
managed by an HMC. Though architecturally up to 254 partitions are
supported, more than ten Virtual I/O Server partitions within a single server
have not been tested and therefore are not recommended.

Either configure a logical volume on each Virtual I/O Server and map it to the
vhost adapter that is assigned to the same client partition or directly map an
hdisk to the appropriate vhost adapter. The mapped logical volume or hdisk will
be configured as an hdisk on the client side, each belonging to a different Virtual
I/O Server. Then use LVM mirroring on the client site.

Virtual 1/0 Server 1 AlX client partition Virtual I/O Server 2

Backed device:
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logical volume
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vscsi target
device
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vscsi target
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viscsiO

..............

LVM mirroring
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Server SCSI adapter | [ Client SCSI adapter

Client SCSI adapter | | Server SCSI adapter
vhost0 vscsi0

vscsit vhost0

T T T T

[ ] [ ]
POWER Hypervisor

g g
=% a
© ©
° °
g g
> >
£ £
o o

Internal SCSI disks Internal SCSI disks
SAN attached disks SAN attached disks

Figure 4-34 Recommended way to mirror virtual disks with two Virtual I/O Server
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Supported multi-path configurations in a SAN environment
When discussing a supported configuration with MPIO, you need to distinguish
two different scenarios:

» One Virtual I/O Server attaching a LUN in the SAN over more than one path.
In this case, you only need to implement multi-path software on the Virtual I/O
Server.

» Having multiple Virtual I/O Servers connect to the same LUN and backed up
to the same client. In this case, the client partition uses MPIO to access the
virtual disk as a single device. You may also consider using multi-path
software on the Virtual I/O Server to access the LUN over more than one path
for path failover and load balancing.

Note: This book only covers IBM storage solutions. For support statements of
other storage vendors, contact your IBM representative or your storage
vendor directly and ask for specifications on supported configurations.

Supported IBM TotalStorage solutions

At the time of writing, the supported TotalStorage Enterprise Server includes the
following models:

» 2105 Enterprise Storage Server (models 800, 750, and Fxx)

» 2107 Model 921 IBM TotalStorage DS8100

» 2107 Model 922 IBM TotalStorage DS8300

» 2107 Model 9A2 IBM TotalStorage DS8300

» 2107 Model 92E IBM TotalStorage DS8000 Expansion Unit

» 2107 Model 9AE IBM TotalStorage DS8000 Expansion Unit

» 1750 Model 511 IBM TotalStorage DS6800

» 1750 Model EX1 IBM TotalStorage DS6000 Expansion Unit

When attaching the Virtual I/O Server to an IBM TotalStorage DS Family, the

RDAC driver is used on the Virtual I/O Server. At the time of writing, the IBM
TotalStorage DS Family includes the following models:

» DS4100 (FAS(T100)
> DS4200 (FAS{T200
» DS4300 (FAST600
» DS4400 (FAST700
» DS4500 (FAS{T900
» DS4700

—_ ~— ~ ~—
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» DS4800
» FAStT500 Storage Server

At the time of writing the supported models from the IBM System Storage N
series includes the following models:

» N3700
» N5000
» N7000

For other supported IBM Storage solutions, such as the TotalStorage SAN
Volume Controller, check the official IBM Web site:

http://wwwld.software.ibm.com/webapp/set2/sas/f/vios/documentation/home
.html

Supported scenarios using one Virtual I/O Server

Figure 4-35 on page 337 represents a configuration with MPIO with only one
Virtual /0 Server attached to IBM TotalStorage Enterprise Storage Systems.
The LUN is connected over two Fibre Channel adapters to the Virtual I/O Server
to increase redundancy or throughput.

Because the disk is only attached to one Virtual I/O Server, it is possible to create
logical volumes and map them to the vhost adapter that is assigned to the
appropriate client partition. You can also choose to map the disk directly to the
vhost adapter.
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For attaching the IBM TotalStorage Enterprise Storage Server to only one Virtual

I/O Server, MPIO with the SDDPCM or SDD is supported.

Important: The recommended method to attach IBM TotalStorage Enterprise
Storage Systems is MPIO. Virtual disk devices created with SDD may require

a migration effort in the future.

Virtual I/O Server 1

Backed device:
hdisk or logical volume

vscsi target
device
vtscsio

MPIO SDDPCM or
SDD

Phy.adapter

Server SCSI adapter
vhost0

N Phy.adapter

AIX client partition

LVM

hdisk0
rootvg

Client SCSI adapter

vscsi0

POWER
Hypervisol

SAN Storage
IBM TotalStorage Enterprise Storage Server

Figure 4-35 Using MPIO on the Virtual I/O Server with IBM TotalStorage
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Figure 4-36 shows the configuration with only one Virtual /O Server for IBM
TotalStorage DS Family using RDAC.

Only the RDAC driver is supported for attaching the IBM TotalStorage DS Family.
Because the RDAC driver is using the IEEE volume identifier, there are no
migration issues.

Virtual I/O Server 1 AIX client partition

Backed device:
hdisk or logical volume

vscsi target
device
vtscsi0

LVM
hdiskO
8 8 rootvg
Q Q
© ©
kS ®
= = Server SCS| adapter Client SCSI adapter
T T vhost0 vscsi0
1 T
' I POWER
Hypervisor

@ IBM TotalStorage DS Family (FAStT)

Figure 4-36 Using RDAC on the Virtual I/O Server with IBM TotalStorage
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Supported scenarios using multiple Virtual I/O Servers

When configuring multiple Virtual I/0O Servers, Figure 4-37 shows a supported
configuration when attaching IBM TotalStorage Enterprise Storage Systems
using multi-path software on the Virtual I/O Server for additional redundancy and

throughput.

Attention: When using multiple Virtual I1/0 Servers, and exporting the same
LUN to the client partitions, only mapping of hdisks is supported (logical
volumes are not supported).

Virtual I/O Server 1 AlIX client partition Virtual I/O Server 2

Backed device: Backed device:
hdisk hdisk
reserve_policy=no_reserve reserve_policy=no_reserve

vscsi target
device
vtscsi0

vscsi target
device
vtscsi0

LVM

hdiskO
rootvg

MPIO default PCM
failover only

MPIO SDDPCM
load balancing

MPIO SDDPCM
load balancing

Phy.adapter
Phy.adapter

Server SCSI| adapter | | Client SCSI adapter | | Client SCSI adapter | | Server SCSI adapter
vhost0 vscsi0 vscsil vhost0
T T T T

\ | \ |
POWER Hypervisor

Phy.adapter
Phy.adapter

SAN Storage
IBM TotalStorage Enterprise Storage Server

Figure 4-37 Configuration for multiple Virtual I/O Server and IBM ESS

Attaching IBM TotalStorage Enterprise Storage Servers to the Virtual I/O
Servers, only MPIO using the SDDPCM is supported when you are doing MPIO
in the client partition.
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You can also attach IBM TotalStorage DS Family using the RDAC driver, as
shown in Figure 4-38.

Virtual I/0O Server 1 AlX client partition Virtual I/O Server 2
Backed device: Backed device:
hdisk hdisk

reserve_policy=no_reserve reserve_policy=no_reserve

vscsi target
device
vtscsi0

vscsi target
device
vtscsi0

LVM

hdisk0
rootvg

MPIO default PCM
failover only

Server SCSI| adapter | | Client SCSI adapter | | Client SCSI adapter | [ Server SCSI adapter
vhost0 vscsi0 vscsit vhost0
T T T T

\ | \ |
POWER Hypervisor

Phy.adapter
Phy.adapter

Phy.adapter

Phy.adapter

S~

IBM Totalstorage DS Familiy (FAStT)

Figure 4-38 Configuration for multiple Virtual I/O Servers and IBM FAStT

On both Virtual I/0O Servers, you have to set the hdisk attribute reserve policy to
no. This attribute prevents the Virtual I/O Server setting a reservation flag on the
disk at the time of mapping. The MPIO component on the client partition will take
the responsibility of managing the disk.

On the client partition MPIO, using the default PCM is supported, which only
allows a failover policy and no load balancing. Only one path to the disks is
active; the other path is used in the event that the active path fails, for example,
when the Virtual I/O Server that serves the disk over the active path is rebooted.

It is possible to choose the active path on the client side. Users may manually
configure the active paths for clients, enabling you to spread the workload evenly
across the Virtual 1/0O Server. For detailed configuration steps, refer to 4.8,
“Scenario 3: MPIO in the client with SAN” on page 275.
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4.14.2 HACMP for virtual I/O clients

The IBM HACMP software provides a computing environment that ensures that
mission-critical applications running in AIX stand-alone servers or partitions can
recover quickly from hardware and software failures. The HACMP software is a
high availability system that ensures that critical resources for an application are
available for processing in a cluster of servers or partitions. High availability
combines custom software with hardware to minimize downtime by quickly
restoring services if a system, component, or application fails.

In order to help clients improve the availability for their virtualized servers, IBM
tested and certified HACMP with the PowerVM features of virtual SCSI and
virtual Ethernet. Clients can design highly available clusters of
dedicated-processor partitions or micro-partitions that use services from Virtual
I/O Servers for their critical applications. Information about the announcement of
support for HACMP for the PowerVM feature can be found at:

http://www.ibm.com/support/techdocs/atsmastr.nsf/WebIndex/FLASH10390

The tasks related to maintaining active cluster storage resources in each of the
Virtual I/O Servers that serve AlIX client partitions (cluster nodes) are handled by
the combination of certified software levels and the configuration of disk drives
and volume groups. The most important considerations include:

» The external storage content (volume groups and logical volumes) is handled
at the AlX client partition level. Virtual /O Servers only connect external
storage with HACMP/AIX nodes (client partitions).

» No disk reservations apply at the hardware level. Storage access, depending
on the configuration, is a combination of HACMP/AIX LVM.

» All the volume groups must be Enhanced Concurrent volume groups
regardless of whether they are used in concurrent access mode or not.

» If any HACMP/AIX nodes access the volume groups through a Virtual 1/0
Server, then all nodes must access through the Virtual 1/0 Server.

» All the HACMP/AIX nodes must use the volume groups with the same basis,
concurrent or not concurrent.
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Figure 4-39 shows the basic issues for storage of AlX client partitions and
HACMP.

HACMP cluster

Basic cluster issues:

AD Failover AIX « Storage resources must
Client _— Client be active in each VIOS to
o s allow AIX client partitions

to vary on VGs

» Storage resources are
still active in VIOS when
served AlX partions get out
of service

Figure 4-39 Basic issues for storage of AlX client partitions and HACMP

This section outlines the supported configurations for using HACMP with the
virtual Ethernet and virtual SCSI features. Such configurations should be
accomplished with the minimum levels of software and specific virtual Ethernet
and virtual SCSI attached disk configurations.

HACMP and virtual SCSI

The volume group must be defined as Enhanced Concurrent Mode. In general,
Enhanced Concurrent Mode is the recommended mode for sharing volume
groups in HACMP clusters because volumes are accessible by multiple HACMP
nodes, resulting in faster failover in the event of a node failure.

If file systems are used on the standby nodes, they are not mounted until the
point of failover, because the volume groups are in full active read/write mode
only on the home node; the standby nodes have the volume groups in passive
mode, which does not allow access to the logical volumes or file systems. If
shared volumes (raw logical volumes) are accessed directly in Enhanced
Concurrent Mode, these volumes are accessible from multiple nodes, so access
must be controlled at a higher layer, such as databases.

If any cluster node accesses shared volumes through virtual SCSI, all nodes
must do so. This means that disks cannot be shared between a partition using
virtual SCSI and a server or partition directly accessing those disks.
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All volume group construction and maintenance on these shared disks is done
from the HACMP nodes using C-SPOC, not from the Virtual 1/0 Server.

Note: Partitions using virtual I/O cannot be mixed in an HACMP cluster with
partitions using dedicated adapters accessing the same shared disks.

HACMP and virtual Ethernet

IP Address Takeover (IPAT) through aliasing must be used. IPAT using
replacement and MAC Address Takeover are not supported. In general, IPAT
using aliasing is recommended for all HACMP networks that can support it.

All virtual Ethernet interfaces defined to HACMP should be treated as
single-adapter networks. In particular, configure the file netmon.cf to include a list
of clients to ping. It must be used to monitor and detect failure of the network
interfaces. Due to the nature of virtual Ethernet, other mechanisms to detect the
failure of network interfaces are not effective.

If the Virtual I/O Server has only a single physical interface on a network (instead
of, for example, two interfaces with Ethernet aggregation), then a failure of that
physical interface will be detected by HACMP on the AIX client partition.
However, that failure will isolate the node from the network. In this case it is
recommended to use a second virtual Ethernet on the AlX client partition.
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There are several ways to configure AlX client partitions and Virtual I/O Server
resources for additional high availability with HACMP. We recommend using two
Virtual I/O Servers. This configuration also allows online service for virtual I/0
with improved uptime for user applications. In Figure 4-40, there is an example of
a HACMP cluster between two AIX client partitions.

l HACMP cluster l

HACMP / AIX HACMP / AIX
LPAR X LPARY LPAR Z

AIX AIX
() ? Data Data | B8O
|

1 l — POWER POWER
I Hypervisor Hypervisor

] wvioss

SAN Disk

heartbeat
«———— | External

storage

Figure 4-40 Example of HACMP cluster between two AlX client partitions
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Figure 4-41 shows the basic considerations when configuring an AIX client
partition with HACMP to be part of a high availability cluster of nodes using
virtual Ethernet and virtual SCSI services from two Virtual I/O Servers.

HACMP
/ —»
/AKX D
/ \
/ [vios[vios]|
/ A B
/
/T
/
/ ER
/ \
OS mirror in AIX client
i .,
partition HACMP / AIX
Single virtual Ethernet | | T T L Mirror/MPIO HARY
adapter (no aggregation) -4l . |f T
IPAT using Aliasing for '}
virtual Ethernet adapters POWER
4 Hypervisor

Volume group definedas  «™ | [ __1_ 1T | L
“Enhanced Concurrent Mode”

7| wvoss

Physical disk (LUN, external
SCSI shared disks) mapped
directly to HACMP partition v,

No disk reservation

Clients VG
VIOS VG

Shared disk
heartbeat

External
shared
storage

Figure 4-41 Example of an AlX client partition with HACMP using two VIOSs
The following publications can be useful for clients planning to configure HACMP
clusters with AIX client partitions:

» High Availability ClusterMulti-Processing for AIX: Concepts and Facilities
Guide, SC23-4864

» High Availability ClusterMulti-Processing for AIX: Planning and Installation
Guide, SC23-4861

» Implementing High Availability Cluster Multi-Processing (HACMP) Cookbook,
SG24-6769

4.14.3 Concurrent disks in client partitions

Normally, a disk is assigned to one machine and this machine is responsible for
handling the access to files or raw devices on that disk. Concurrent disks are
disks that are accessed from more than one machine at the same time. This
happens regularly with clustering software and application software that is
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designed to run on more than one machine in parallel. It is possible to implement
concurrent virtual disks on one physical machine, using Virtual I/O Servers on
that machine. For redundancy reasons with clustering software, you should use
at least two machines if a redundant environment is needed.

A storage subsystem is required that can assign a disk to more than one
machine. This can be some kind of Fibre Channel disk, for example, a DS4000
disk subsystem. Additionally, for smooth operation, we recommend that the
Virtual /O Servers are connected redundantly to the storage subsystem.

On the operating system, the following has to be installed:

» bos.clvm as the basic layer, to enable concurrent access.

» The cluster software that is responsible for managing concurrent disks.

» The application software that is responsible for handling the locking
mechanism on files or raw devices on the disk.

The following steps show how to set up concurrent disk access for a SAN disk
that is assigned to two client partitions. Each client partition sees the disk
through two Virtual I/0O Servers. On the disk an enhanced concurrent volume
group is created. This volume group is varied on in active mode in the first
partition. This means that updates to the file systems are possible. On the
second partition the volume group is varied on in read-only mode. This means
that no updates to the file systems are possible. This kind of configuration can be
used to build a two-node HACMP test cluster on a single machine.

1. Create the disk on the storage device.
Follow the directions provided by the storage subsystem provider.
2. Assign the disk to the Virtual I/O Servers.

How to do that depends on the type of storage subsystem. On a DS4000 type
disk subsystem, for example, it would be assigned to a host group.

3. On the first Virtual /0O Server, scan for the newly assigned disk:
$ cfgdev

4. On the first Virtual I/O Server, change the SCSI reservation of that disk to
no_reserve so that the SCSI reservation bit on that disk is not set if the disk is
accessed:

$ chdev -dev hdiskN -attr reserve_policy=no_reserve

(where N is the number of the disk in question; reservation commands are
specific to the multipathing disk driver in use. This parameter is used with
DS4000 disks; it can be different with other disk subsystems.)
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. On the first Virtual I/O Server, assign the disk to the first partition:
$ mkvdev -vdev hdiskN -vadapter vhostN [ -dev Name ]

where N is the number of the disk respectively; the vhost in question and the
device name can be chosen to your liking but also left out entirely; the system
will then create a name automatically.

. On the first Virtual I/O Server, assign the disk to the second partition:
$ mkvdev -f -vdev hdiskN -vadapter vhostN [ -dev Name ]

Note: You must specify the -f flag so that an already assigned disk can be
assigned again.

. On the second Virtual I/0O Server, scan for the disk:

$ cfgdev

. On the second Virtual I/O Server, change the SCSI reservation of that disk:
$ chdev -dev hdiskN -attr reserve policy=no_reserve

. On the second Virtual I/0 Server, assign the disk to the first partition:

$ mkvdev -vdev hdiskN -vadapter vhostN [ -dev Name ]

10.0n the second Virtual /0 Server, assign the disk to the second partition:

$ mkvdev -f -vdev hdiskN -vadapter vhostN [ -dev Name ]

11.0n the first partition, scan for that disk:

# cfgmgr

12.0n the first partition, create an enhanced concurrent capable volume group

with a file system:

mkvg -C -y sharedvg hdiskN

mklv -y sharedlv -t jfs2 sharedvg 10M
crfs -v jfs2 -d sharedlv -m /sharedfs
mount /sharedfs

# touch /sharedfs/testfile

#
#
#
#

13.The system will inform you that the volume group is not varied on

automatically and that it has to be done manually. Although it is possible to
create an enhanced concurrent capable volume group without cluster
manager software installed, it is not recommend. All accesses to the
enhanced concurrent enabled volume group are not coordinated between
both servers, which can lead to data corruption on this volume group.

14.0n the second partition, scan for the disk:

# cfgmgr
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15.0n the second partition, import the volume group:
# importvg -n -y sharedvg hdiskN

16.0n the second partition varyon volume group in read-only mode and mount
the file system in read-only mode. You should see the test file in the /sharefs
file system.

# varyonvg -r sharedvg
# mount -r /sharedfs

# cd /sharedfs

# 1s

4.14.4 General Parallel Filesystem
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General Parallel Filesystem (GPFS) allows the exploitation of Virtual I/O Server
configurations. Both the virtual SCSI and the Shared Ethernet Adapter are
supported in single and multiple System p server configurations. At the time of
writing the support was limited to GPFS nodes that are using AIX 5L V5.3.

All partitions in a System p server that are GPFS cluster members must have all
the virtual 1/0O disks mapped to each LPAR using virtual SCSI. This creates to
GPFS a SAN environment where each node has access to disks on a local path
without requiring network access. All of the NSDs in these configurations must
not be coded with any NSD server associated with them.

For details or updates on supported configurations, see the GPFS FAQ at:

http://publib.boulder.ibm.com/infocenter/clresctr/index.jsp?topic=/com.
ibm.cluster.gpfs.doc/gpfs_fags/gpfsclustersfaq.html
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Abbreviations and acronyms

ABI
AC
ACL
AFPA

AIO
AIX

APAR

API

ARP
ASMI

BFF
BIND

BIST
BLV
BOOTP
BOS
BSD
CA
CATE

CD
CDE

CD-R
CD-ROM

CEC
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Application Binary Interface
Alternating Current
Access Control List

Adaptive Fast Path
Architecture

Asynchronous I/O

Advanced Interactive
Executive

Authorized Program Analysis
Report

Application Programming
Interface

Address Resolution Protocol

Advanced System
Management Interface

Backup File Format

Berkeley Internet Name
Domain

Built-In Self-Test

Boot Logical Volume

Boot Protocol

Base Operating System
Berkeley Software Distribution
Certificate Authority

Certified Advanced Technical
Expert

Compact Disk

Common Desktop
Environment

CD Recordable

Compact Disk-Read Only
Memory

Central Electronics Complex

CHRP

CLI
CLVM
CPU
CRC
CSM

CUoD

DCM
DES
DGD
DHCP

DLPAR
DMA
DNS
DRM

DR
DVD
EC
ECC

EOF
EPOW

ERRM

ESS
F/C
FC
FCAL

Common Hardware
Reference Platform

Command Line Interface
Concurrent LVM

Central Processing Unit
Cyclic Redundancy Check

Cluster Systems
Management

Capacity Upgrade on
Demand

Dual Chip Module
Data Encryption Standard
Dead Gateway Detection

Dynamic Host Configuration
Protocol

Dynamic LPAR
Direct Memory Access
Domain Naming System

Dynamic Reconfiguration
Manager

Dynamic Reconfiguration
Digital Versatile Disk
EtherChannel

Error Checking and
Correcting

End of File

Environmental and Power
Warning

Event Response resource
manager

Enterprise Storage Server
Feature Code

Fibre Channel

Fibre Channel Arbitrated Loop
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FDX
FLOP
FRU
FTP
GDPS®

GID
GPFS

GUI
HACMP

HBA
HMC

HTML
HTTP
Hz

/0
IBM

IDE
IEEE

IPAT
IPL
IPMP
ISV
ITSO

IVM

JFS
L1
L2
L3
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Full Duplex

Floating Point Operation
Field Replaceable Unit
File Transfer Protocol

Geographically Dispersed
Parallel Sysplex™

Group ID

General Parallel File
System™

Graphical User Interface

High Availability Cluster
Multiprocessing

Host Bus Adapters

Hardware Management
Console

Hypertext Markup Language
Hypertext Transfer Protocol
Hertz

Input/Output

International Business
Machines

Identification
Integrated Device Electronics

Institute of Electrical and
Electronics Engineers

Internetwork Protocol

IP Address Takeover

Initial Program Load

IP Multipathing

Independent Software Vendor

International Technical
Support Organization

Integrated Virtualization
Manager

Journaled File System
Level 1
Level 2
Level 3

LA
LACP

LAN
LDAP

LED
LMB
LPAR
LPP
LUN
LV
LvcB
LVM
MAC
Mbps
MBps
MCM
ML
MP
MPIO
MTU
NFS
NIB
NIM

NIMOL
NVRAM

ODM
OSPF
PCI

PIC
PID
PKI
PLM

Link Aggregation

Link Aggregation Control
Protocol

Local Area Network

Lightweight Directory Access
Protocol

Light Emitting Diode

Logical Memory Block
Logical Partition

Licensed Program Product
Logical Unit Number
Logical Volume

Logical Volume Control Block
Logical Volume Manager
Media Access Control
Megabits Per Second
Megabytes Per Second
Multichip Module
Maintenance Level
Multiprocessor

Multipath I/O

Maximum Transmission Unit
Network File System
Network Interface Backup

Network Installation
Management

NIM on Linux

Non-Volatile Random Access
Memory

Object Data Manager
Open Shortest Path First

Peripheral Component
Interconnect

Pool Idle Count

Process ID

Public Key Infrastructure
Partition Load Manager
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POST
POWER

PPC

PPFC

PTF
PTX
PURR

PV
PVID
PVID
QoS
RAID

RAM
RAS

RCP
RDAC

RIO
RIP
RISC

RMC

RPC
RPL
RPM
RSA
RSCT

RSH
SAN

Power-On Self-test

Performance Optimization
with Enhanced Risc
(Architecture)

Physical Processor
Consumption

Physical Processor Fraction
Consumed

Program Temporary Fix
Performance Toolbox

Processor Utilization
Resource Register

Physical Volume

Physical Volume Identifier
Port Virtual LAN Identifier
Quality of Service

Redundant Array of
Independent Disks

Random Access Memory

Reliability, Availability, and
Serviceability

Remote Copy

Redundant Disk Array
Controller

Remote I/O
Routing Information Protocol

Reduced Instruction-Set
Computer

Resource Monitoring and
Control

Remote Procedure Call
Remote Program Loader
Red Hat Package Manager
Rivet, Shamir, Adelman

Reliable Scalable Cluster
Technology

Remote Shell
Storage Area Network

SCsi

SDD
SMIT

SMP
SMS

SMT
SP
SPOT
SRC
SRN
SSA
SSH
SSL
SuUID
SvC
TCP/IP

TSA
UDF
uDID
VIPA
VG
VGDA

VGSA
VLAN
VP
VPD
VPN
VRRP

VSD
WLM

Small Computer System
Interface

Subsystem Device Driver

System Management
Interface Tool

Symmetric Multiprocessor

System Management
Services

Simultaneous Multithreading
Service Processor

Shared Product Object Tree
System Resource Controller
Service Request Number
Serial Storage Architecture
Secure Shell

Secure Socket Layer

Set User ID

SAN Virtualization Controller

Transmission Control
Protocol/Internet Protocol

Tivoli System Automation
Universal Disk Format
Universal Disk Identification
Virtual IP Address

Volume Group

Volume Group Descriptor
Area

Volume Group Status Area
Virtual Local Area Network
Virtual Processor

Vital Product Data

Virtual Private Network

Virtual Router Redundancy
Protocol

Virtual Shared Disk
Workload Manager
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Related publications

The publications listed in this section are considered particularly suitable for a
more detailed discussion of the topics covered in this book.

IBM Redbooks

For information about ordering these publications, see “How to get Redbooks” on
page 356. Note that some of the documents referenced here may be available in
softcopy only.

» AIX 5L Practical Performance Tools and Tuning Guide, SG24-6478

» Effective System Management Using the IBM Hardware Management
Console for pSeries, SG24-7038

» i5/0S on eServer p5 Models A Guide to Planning, Implementation, and
Operation, SG24-8001

» Implementing High Availability Cluster Multi-Processing (HACMP) Cookbook,
SG24-6769

» Introduction to pSeries Provisioning, SG24-6389

» Linux Applications on pSeries, SG24-6033

» Managing AlX Server Farms, SG24-6606

» NIM: From A to Z in AlX 4.3, SG24-5524

» NIM from A to Z in AIX 5L, SG24-7296

» Partitioning Implementations for IBM eServer p5 Servers, SG24-7039

» A Practical Guide for Resource Monitoring and Control (RMC), SG24-6615
» Integrated Virtualization Manager on IBM System p5, REDP-4061

» IBM AIX Version 6.1 Differences Guide, SG24-7559

» Introduction to Workload Partition Management in IBM AlX Version 6.1,
SG24-7431

» IBM System p Live Partition Mobility, SG24-7460

» Integrated Virtual Ethernet Adapter Technical Overview and Introduction,
REDP-4340

» PowerVM Virtualization on IBM System p Managing and Monitoring,
SG24-7590
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» Hardware Management Console V7 Handbook, SG24-7491

Other publications

These publications are also relevant as further information sources:

» The following types of documentation are located through the Internet at the
following URL:

http://www.ibm.com/servers/eserver/pseries/library

User guides

System management guides
Application programmer guides
All commands reference volumes
Files reference

Technical reference volumes used by application programmers

» Detailed documentation about the PowerVM feature and the Virtual 1/0
Server:

https://wwwld.software.ibm.com/webapp/set2/sas/f/vios/documentation/
home.html

Online resources

These Web sites are also relevant as further information sources:

These Web sites and URLSs are also relevant as further information sources:
» AlX and Linux on POWER community
http://www-03.1ibm.com/systems/p/community/

» Capacity on Demand

http://www.ibm.com/systems/p/cod/
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IBM PowerVM on IBM System p Web page
http://www.ibm.com/systems/p/apv/

IBM System p and AIX Information Center
http://publibl6.boulder.ibm.com/pseries/index.htm

IBM System Planning Tool
http://www.ibm.com/servers/eserver/support/tools/systemplanningtool/
IBM Systems Hardware Information Center
http://publib.boulder.ibm.com/infocenter/systems/scope/hw/index.jsp
IBM Systems Workload Estimator

http://www-304.1ibm.com/jct01004c/systems/support/tools/estimator/ind
ex.html

Latest Multipath Subsystem Device Driver homepage
http://www-1.ibm.com/support/docview.wss?uid=ssg154000201
Novell SUSE LINUX Enterprise Server information
http://www.novell.com/products/server/index.htm]

SCSI T10 Technical Committee

http://www.t10.0rg

SDDPCM software download page
http://www.ibm.com/support/docview.wss?uid=ssg154000201
Service and productivity tools for Linux on POWER
https://wwwl4.software.ibm.com/webapp/set2/sas/f/1opdiags/home.html
Virtual 1/0 Server supported environment

http://techsupport.services.ibm.com/server/vios/documentation/datash
eet.html

Virtual I/O Server documentation

http://techsupport.services.ibm.com/server/vios/documentation/home.h
tml

Virtual I/O Server home page
http://wwwld.software.ibm.com/webapp/set2/sas/f/vios/home.html
Virtual /O Server fixpack download page

http://wwwlé4.software.ibm.com/webapp/set2/sas/f/vios/download/home.h
tml
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