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XSA applications can run native code on the server (Node.js, Java) (OS commands, network)

▪ Application level isolation

 Based on token infrastructure

▪ Administration/development isolation

 Based on orgs and space concept

▪ Operating system level isolation

 Based on separate OS users

• for applications and system components

• per applications based on orgs/space concept

▪ Network level isolation

 Based on system PKI between applications and system components

 Network separation between application layer and database layer

▪ Database layer isolation

 Based on separate HDI containers 

Security Improvements
Key challenge – Isolation
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Security Improvements
Application structure XSC vs. XSA

XSC: 

▪ Package structure

▪ All development shares privileges of _SYS_REPO

XSA: 

▪ Org-space hierarchy

▪ Privileges separated by space

Organization

Space 1

Space 2

Space 3

Project a
Project b

Project c
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Security Improvements
XS advanced – Orgs, spaces, and projects

▪ Organizations can be used for example to

 Logically group line-of-business development

 Logically group security-related development 

from other development

▪ Spaces can be used for example to

 Separate line-of-business development

 Separate security-related development from 

other development

 Separate privileges for role development

▪ Projects can be used for example to 

 Separate sets of roles for different target 

systems

Organization

Space 1

Space 2

Space 3

Project a
Project b

Project c
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XS classic & SAP HANA

▪ Role

▪ Application privilege

▪ Analytical privilege

Security Improvements
Names in the new world

XS advanced

▪ Role collection / role

▪ Scope

▪ Attribute

▪ Role collection = role + role + …

▪ Role = role template + attribute value

▪ Role template = scope + attribute definition
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XS Advanced

▪ For XSA administration and XSA Web IDE development, SAP provides predefined role collections

▪ Role collections have to be assigned

Security Improvements
Assign XS advanced privileges

developer

usescreate

administrator
Developer 

needs privileges 

to develop in

Web IDE 

Admin needs 

privileges for 

XSA 

administration
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Security Improvements
Create XS advanced privileges

▪ For XSA applications, end users 

need to have role collections

▪ Privileges in XSA applications 

(created during development)

– Developer implements scope and 

defines attributes in XSA 

application coding

– Developer creates role templates 

with scope and attribute definition

▪ Role administrator builds and 

assigns role collections

– Administrator creates roles out of 

role templates with specific attribute 

values

– Different XSA application roles can 

be combined into role collections

XS Advanced

developer

usescreate
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Security Improvements
xs-security.json example

EVENTS APP

ROLE TEMPLATE: “Event Reader”

SCOPE: “Read Events”

SCOPE: “Comment Events”

ROLE TEMPLATE: “Event Manager”

SCOPE: “Read Events”

SCOPE: “Comment Events”

ATTRIBUTE: “Country”

SCOPE: “Manage Events”

Sample xs-security.json File: 

{

"xsappname"     : "events",

"scopes"        : [ { "name"                : "$XSAPPNAME.ReadEvents",

"description"         : "Read events" },

{ "name"                : "$XSAPPNAME.CommentEvents",

"description"         : "Write comments for events"},

{ "name"                : "$XSAPPNAME.ManageEvents",

"description"         : "Create new or delete existing events"

}

],

"attributes"    : [ { "name"                : "Country",

"description"         : "Country where employees live",

"valueType"           : "s"

} ],

"role-templates": [{ "name"                : "EventReader",

"description"         : "Template for reading events",

"scope-references"    : [ "$XSAPPNAME.ReadEvents",

"$XSAPPNAME.CommentEvents" ] } ,

{ "name"                : "EventManager",

"description"         : "Template for managers managing events",

"scope-references"    : [ "$XSAPPNAME.ReadEvents",

"$XSAPPNAME.CommentEvents",

"$XSAPPNAME.ManageEvents"],

"attribute-references": [ "Country" ] } ]

}
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Security Improvements
Managing authorizations

An administrator can define role 

collections using the 

administrative UIs

Multiple roles from different 

applications can be assigned to a 

single role collection

Using the SAP HANA XSA cockpit, 

a role collection can be assigned 

to a user

EVENTS APP

ROLE: “Event Reader”

ROLE: “Event Manager DE”

ROLE: “Event Manager US”

APP2

ROLE1

ROLE2

ROLE COLLECTION: 
“My Employees”

ROLE COLLECTION: 
“My US Managers”
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▪ Don’t put XSC roles in XSA roles

▪ Don’t put XSA roles in XSC roles

▪ Don’t use XSC roles to grant privileges to HDI container

▪ Don’t equip XSA administrators with XSC roles

▪ Don’t put XSC application privileges in XSA roles

▪ Don’t use objects belonging to _SYS_REPO (repository) 

for XSA authorizations

Security Improvements
DON’Ts with XSC and XSA
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Security Improvements
Federated authentication and SSO in SAP HANA XS, advanced model

User

Web 

browser

SAP HANA

Cloud Platform

XS UAA

(1) Access-protected

web resources

(2) Delegates

authentication & 

identity management
(3) Authenticate /

single sign-on

Your SAP HANA XS 

Advanced Application(s)
XS

SAML

U/P
*

XS advanced keeps 

no persistent user 
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own!
SAMLv2 IDP

SAP HANA “IDP”

(4) Returns scopes

& attributes

User
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Security Improvements
Authorization checks SAP HANA XS, advanced model applications

SAP HANA

Client

HDI 

Container

Calculation 

Logic

Presentation 

logic

XS Advanced App. coding

J
D

B
C

UAAIdentity 

Provider (IDP)

XSJS

SAP Web IDE 

for SAP HANA
Java

node.js

Source Code 

Management

(Git, optional)

Authorization checks based on scopes, 

attributes (optional, programmatic)

Technical user – HANA privileges 

Start authorization (scope, optional)

Display filtering (only in UI)

Application Router

Instance filtering based on scopes (attributes)

SQL analytical privileges (based on CDS)

User

Scopes

Attributes

User

Scopes

Attributes



Contact information:

open@sap.com

Thank you.
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